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Deploying F-Secure Messaging Security Gateway

Topics: This guide describes how to install F-Secure Messaging Security

Gateway.
* The typical product deployment

model

*  Configuring the firewall

* Installing the virtual appliance
from OVF

»  Setting up the appliance through
a console

* Changing the network settings

* Changing the keyboard layout

* Allowing remote SSH access

»  Completing the setup in the web
interface



4 | Deploying F-Secure Messaging Security Gateway

1.1 The typical product deployment model

The diagram shows a typical deployment model of the product.
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fsmsg01.yourdomainhere.com mail.yourdomainhere.com
192.168.225.145 192.168.225.100

(optional)

fsmsg02.yourdomainhere.com
192.168.225.146

1.2 Configuring the firewall

You need to configure your company firewalls to allow the network traffic through.

E-mail traffic

Internet — — F-Secure TCP 25
Messaging Security Gateway

Microsoft Exchange «— — TCP 25
F-Secure Messaging Security

Gateway

F-Secure Messaging Security TCP/UDP 53

Gateway < — DNS Server

Updates

F-Secure Messaging Security TCP 80, 443
Gateway — Internet

Administration

Administrator — F-Secure TCP 10000
Messaging Security Gateway

Administrator — F-Secure TCP 22
Messaging Security Gateway
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Importing users (optional)

F-Secure Messaging Security TCP 389 or 636
Gateway -> LDAP Server

End-user commands

End-user — F-Secure Messaging TCP 443
Security Gateway

1.3 Installing the virtual appliance from OVF

The following steps provide instructions for installing the OVF image.

If you are using a hardware appliance, you can skip this step.

1. Verify the OVF files are available in a directory or URL that you can navigate to using the vSphere
Client.

From the vSphere Client File menu, select Deploy OVF Template.

In the Deploy OVF Template pop-up window, browse to the directory where OVF file is located, and
then click Next.

Enter a name for the virtual appliance (for example, F-Secure Messaging Security Gateway). Click
Next.

Select a datastore. Highlight the datastore and click Next.
For the Disk Format, select the Thick provisioned format radio button and then click Next.

w N

P

oo

Thick Provisioning Lazy Zeroed: Allocates the disk space statically (no other volumes can take the
space), but doesn’t write zeros to the blocks until the first write takes place to that block during runtime
(which includes a full disk format).

Thick Provisioning Eager Zeroed: Allocates the disk space statically (no other volumes can take
the space), and writes zeros to all the blocks.

N

Click Finish to complete the installation. It will take several minutes for the installation to complete.
Before you start the OVF image, you will need to edit the instance settings:

g
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Snapshot r
Open Console

|5 Edit Settings...

Eﬂ Migrate...

Upgrade Virtual Hardware

&a Clone...

Template »
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Fault Tolerance ’
VM Sterage Profile »

Add Permission... Ctrl+P
Alarm 3

Report Performance...
Rename

Open in Mew Window... Ctr+Al+N
Remove from Inventory
Delete from Disk

9. Remove the default flexible type adapter:
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10. Add a new network adapter:
a) Select adapter type E1000 and click Next.
b) Confirm the settings.
c) Click Finish.
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wrer: S ==

@ F-Secure Messaging Senfiyeaw - Virtual Machine Properties

Hardnare | Options | Resources | Profies | vservices | Device Type
What sort of device do you wish to 2dd to your virtual machine?
" o tons
Hardware | Summary ]
B Memory 4096 MB ] D:_"“ T::‘:c_o_ Choose the type of device you wish to add.
i crus 2 q;q e ek
30y to Compeate "
Video card Video card 4 Serial Port Information
@ scstcontrollero LSI LogicParallel DParalel F‘?ﬂ This device can be added to this Virtual Machine.
= Hard diskl Virtual Disk
@5 co/ovD drive 1 CD-ROM 1
& Floppydrivel Floppy 1 4
5
1
Help | < Back | Hext > Cancel

For highest reliability, F-Secure strongly recommends the E1000 network adapter over the Flexible.
1. Everything is now configured and you can start to use the image.

Note: The OVF image size is either 80 GB or 250 GB. We recommend that you use the larger
image for the first server (master). You can download the OVF images from this link:
http://www.f-secure.com/en/web/business_global/support/downloads/-/carousel/view/96.

1.4 Setting up the appliance through a console

Follow these instructions to set up F-Secure Messaging Security Gateway with the console.
1. Log in to the appliance with the following user name and password:

* Login: admin
+ Password: password

The welcome screen opens.
2. Select Yes to change the admin password.


http://www.f-secure.com/en/web/business_global/support/downloads/-/carousel/view/96

CHANGE ADMIN PASSWORD
Welcome to the F-Secure Messaging Security Gateway.

Since this is the first time you are logging onto the system,
you must change the password for this account.

Select 'Yes’ to continue, or 'No’ to logout.

3. Enter your new admin password.

At this stage, the keyboard input language is US English. When you enter a new password, make sure
that you use characters that are available after you change the keyboard layout.

hange Password

he new password must be at least 7 characters long, and it needs to contain
ne special character such as 105x"&=()[1_+=": and a number.
Password:
ew Password:
e-type Password:
Applying password change. Please wait...

assword successfully changed.

Press <return> to continue

4. Press Enter.

Next, you need to change the network settings.

You need to change the network settings the first time you log in to the system.

1. Select Yes to change the network settings.



CHANGE NETWORK SETTINGS
Welcome to the F-Secure Messaging Security Gateway.

Since this is the first time you are logging onto the system,
you must change the network settings.

Select 'Yes’ to continue, or "No’ to logout.

The network configuration wizard opens.
2. Enter Yes to continue.

o o e e o N I NI PE B -NE I BE - I E e E - NI S-S JE BE B -NE I BE I SE B E S BB BE B BB
* Welcome to the F-Secure Messaging Security Gateway

o o e e o N I NI PE B -NE I BE - I E e E - NI S-S JE BE B -NE I BE I SE B E S BB BE B BB
The following gquestions allow you to change the network settings for

the F-3ecure Messaging Security Gateway.

buld you like to continue ("yes’ or “no’ )7
--> Yes_

3. Enter the IP address of the appliance.

30 E P66 0 E PEPE - FE FEPEPEFEFEIEPE N FEPEFE B PEPE B P PE PR PEPEFE MMM
* Network 1 Configuration Questions ==
36 - oo 0 oo e I N I E PN I PE B I BE - I E - - BE
Provide the following addresses.
For example, the IPuv4 address might be "18.28.Z.18"

Appliance Network 1 IPv4 Address:
Enter response below or leave blank for default answer (192.168.868.88)
--> 19Z2.168.225.2680_

4. Enter the subnet mask of the appliance.

For example, the Netmask address might be "255.255.8.8"

etwork 1 Hetmask:
Enter response below or leave blank for default answer (255.255.255.8)
--> 255.255.255.8_

5. Enter y for the automatic negotiation mode, unless you want to manually configure the transmission
parameters of your network device.

For example, automatic negotiation may be "y’ to enable or 'n’ to override

etwork 1 fiutonegotiation:

[Enter response below or leave blank for default answer (y)

6. Enter the IP address of the default gateway.



For example, the Default IPv4 Gateway address might be “"18.28.8.1%

Default Gateway IPv4 Address:
[Enter response below or leave blank for default answer (192.168.88.1)
--> 192.168.225.2

7. Enter the host name of the appliance.

3o JE D o o o oo o o o e e e BE e BE B e B BB MM
* Group Z: Hostmame and DNS Questions ==
T E PP 0 E PEPE P FE JEPE PE T I IEPEE NN PE WP PR M PEPE PR PEIEIE PRI

Provide a name for the Hostname and Domain Mame.

Provide IPv4 addresses for the DNS 3Servers.

The Hostname parameter should be the unqgualified Hostname, for example
"appliance”. Do not use a fully qualified Hostname, for example
"appliance.example.com".

ostname :

8. Enter the domain name.

The Domain name, for example would be something like "example.com".

Doma in name:
--> yourdomainhere.com_

9. Enter the IP addresses of the DNS servers in use.
We recommend that you use at least two different DNS server addresses for redundancy.

A DNS Server translates a host or domain name into an IP Address.
The Primary DNS Server is mandatory.

If no tertiary DNS Server is available, press return.

ertiary DNS Server IPv4 Address:
-->

10. Enter a host name override if you are creating two nodes cluster. Add the agent information to the first
server (master), and add the master server information if you are installing the agent.

ostname override (e.g. 19Z2.168.1.1 host.example.com)

ostname override:
--> 19Z2.168.225.281 fsmsgBZ.yourdomainhere.com fsmsghB2

1. Enter Yes to confirm the network settings.



30 JE- DD 0 I D0 I E - E NE-NE- - E NE-NE-JE-DEE
= Confirm Your Responses ==

3o 3 o B O R B BE BEBE BE-BE BE 3E-3E-3E B 363 36 3636 3

Please verify that the responses you have given are correct.

1-Appliance Network 1 IPv4 Address:. . . . . . . . . 192.168.245.2688
Z-Network 1 Netmask: . . . .+ .+« « . . . . . 255.255.255.8
3-Network 1 ﬁutonegotlatlnn e e e e e oo

4-Default Catcuag IPv4 fiddress:. . . . . . . . . . . 192.168.245.2

S5-Hostname:. . . e e e o v v« .« . . fsmsgBl

6-Domain name: . .+« « +« . .+« . . yourdomainhere.com

7?-Primary DNS Seruer IPvd ﬂddrcss v e a .o . 192.168.225.2

8-Secondary DNS Server IPuv4 Address: . . . . . . . . 192.168.225.3

9-Tertiary DHS Server IPu4 Address: P

18-Hostname override: . . v e e .o 192.168.225.281 fsmsgB
2 .yourdomainhere.com fsmsgBZ

onf irm? (yes/nosquit)
-->

Your new settings are saved.
12 When the new settings have been saved, press ENTER.

our changes have been applied.

If this system is the Config Master, please point your web browser

o https:ir r192.168.225.2808:188808, to continue setting up the appliance using the
eb based management interface.

If this system is an agent, use the management interface on the Config Master

o add the agent to the cluster and complete its configuration.

Press <return> to continue

Next, change the keyboard layout to suit your needs.

Change the keyboard layout the first time you log in to the system.

1. In the F-Secure Messaging Security Gateway menu, select Console Keyboard Selector and press
ENTER.

MAIN MENU
Welcome to the F-Secure Messaging Security Gateway Menu

This menu contains the most often used items that the admin user
can run. Please select one of the items below.

F-Secure Appliance Setup fAssistant Guide
Display F-Secure Appliance Network Settings
Change Password

onsole Keyboard Selector

Advanced System Control Operations...
Logout of the F-Secure Appliance

2. Select the preferred keyboard from the list and press ENTER.



Console Keyboard Selector
The Console Keyboard Selector will setup the type of keyboard attached to
the console of the F-Secure Appliance. Please select the new keyboard
type from the list below.

The currently selected keyboard is: 'U.S. English’
&(-)

fi Finnish

fi-latini] Finnish (latinl)

fr French

fr-latind French (latind)

fr-latinl French (latinl)

fr-pc French (pc)

cf French Camnadian

de German

de-latinl-nodeadkeys German (latinl ws no deadkeys)
fi(+)

<Cancel>

3. Select Yes and press ENTER to confirm the change.

—————————Console Keyboard Selector
The new keyboard type selected:
Finnish (latinl)
fAire you sure you want to change the keyboard type?

4. Press ENTER to return to the main menu.

——Console Keyboard Selector
The keyboard type has successfully been
changed to:
Finnish (latinl)
Select the DK button to leave the Console
Keyboard Selector.




You need to allow a remote SSH access to the system.

1. From the main menu, select Advanced System Control Operations.

MAIN MENU

Welcome to the F-Secure Messaging Security Gateway Menu
This menu contains the most often used items that the admin user
can run. Please select one of the items below.

F-Secure Appliance Setup fAssistant Guide
Display F-Secure Appliance Network Settings
Change Password

Console Keyboard Selector

Advanced System Control Operations...

Logout of the F-Secure Appliance

2. Select Remote SSH Access.

SYSTEHM CONTROL MENU
This menu provides access to system control operations
Please be very careful when executing these actions as
they may shutdown, reboot, or restart the appliance or
the required services.

F-Secure Management Interface...

Remote S5SH Access. ..

ViewsUpdate Appliance Email Alert Addresses
Starts/Restart Selective Appliance Services...

Delete Mon Responsive Master or Agent. ..
Shutdown or Reboot Appliance...

Command Prompt

Return to the Main Menu

00~ O U Wb L

3. Select Enable Remote SSH Access for all.



Enable Remote 35H fAccess
This menu provides options for restoring access to the
55H server.

Enable Remote S3H ficcess for support
Enable Remote S3H Access for all
Dizsable Remote 3SH Access

Return to Advanced System Control Menu

4. Select Yes to confirm that you want to allow the SSH access to the appliance.

Reset S8H in Host Firewall?
WARNING: You have chosen to reset the SSH
(port 2Z) configuration in the host firewall.
This will reset the configuration to allow all
hosts to access the 35H server.
Are you sure?

5. Press ENTER to return to the menu.

[Starting sshd:

[SSH Firewall Reset. Press <{return> to

6. Select Return to Advanced System Control Menu.



Enable Remote 35H fAccess
This menu provides options for restoring access to the
55H server.

Enable Remote S3H ficcess for support
Enable Remote S3H Access for all
Dizsable Remote 35SH Access

Return to Advanced System Control Menu

7. Select Return to the Main Menu.

SYSTEHM CONTROL MENU
This menu provides access to system control operations
Please be very careful when executing these actions as
they may shutdown, reboot, or restart the appliance or
the required services.

F-Secure Management Interface...

Remote 33H ficcess. ..

ViewsUpdate Appliance Email Alert Addresses
StartsRestart Selective Appliance Services...
Delete Mon Responsive Master or Agent...
Shutdown or Reboot Appliance...

Command Prompt

Return to the Main Menu

[ =T R I NS

8. Select Logout of the F-Secure Appliance.

MAIN MENU
Welcome to the F-Secure Mes=zaging Security Gateway Menu

This menu contains the most often used items that the admin user
can run. FPlease select one of the items below.

F-Secure Appliance Setup fAssistant Guide
Display F-Secure Appliance Network Settings
Change Password

Console Keyboard Selector
Advanced System Control Operations...

Logout of the F-Secure Appliance
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9. Select Yes to log out.

LOGOUT?
You have chosen to log out of the
F-Secure fAppliance.
Would you like to continue?

After you log out, open your browser and go to
https://[appliance ip address or dns name]:10000 to continue setting up F-Secure
Messaging Security Gateway with the web interface.

1.8 Completing the setup in the web interface

After you have completed the setup in the console, finish the setup with the web interface.

Messaging Security Gateway does not have a valid certificate installed the first time that you log in.

Q@|@ https://fsmsg01.yourdomainhere.com: 10000/ L~ || (2 Certificate Error: Navigation... | |

@ There is a problem with this website's security certificate.
R

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

'33' Continue to this website (not recommended).

= More information

This is normal, so when you receive the certification warning message, continue to the website to complete
the setup.

1. Log in to the web interface.



F-Secure Messaging Security Gateway | 17

Ty
F-Secure’"Q”
O anguage  enaven 0% v

Login: admin |

£ 2002-2014 F-Secure

2. Read the introductory screen.

~Step 10f12

Introduction Welcome to the Setup Assistant Guide for the F-Secure Messaging Security Gateway appliance. The configuration settings you make with the setup assistant are essential for operation of the.

appliance. Once you complete your configuration and activate the appiiance for updates, the appliance will be ready to protect your email infrastructure from spam and viruses.

License Agreement

TR If you complete the configurations correctly, the F-Secure Protection Server management interface will display, where you can make additional selections and configurations for the appliance.
Network Settings. Fields with an asterisk (*) require an entry.
DNS Settings Click Next to get started.

Proxy Seftings

Inbound Mail

Outbound Mail

Regional Settings.

Alert Profile

Administrator

Finish

3. Read and accept the license agreement.
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= Step 2of 12

—OaiTEE F-Secure License Agreement =, Print the License Agreement...

License Agreement

Server Information
F-SECURE PURCHASE AND LIGENSE AGREEMENT
Network Seftings

DNS Settings

Proxy Settings PLEASE READ THIS F-SECURE PURGHASE AND LlcENSE AGREEMENT ("AGREEMENT") CAREFULLY. F-SECURE IS WILLING TO SELL THE APPLIANCE AND LICENSE THE
. SOFTWARE TO YOU OR THE ENTITY Ol HAT YOU REPRESENT ("LICENSEE") ONLY UPON THE CONDITION THAT LICENS

Inbound Mail 'CONTAINED IN THIS AGREEMENT. BY CIJCK\ NG ON THE “I ACCEPT" BUTTON BELOW OR BY INSTALLING OR USING THE APPLIANCE THAT OONTAINS THE SOFTWARE

Outbound Mail LICENSEE ACKNOWLEDGES AND AGREES THAT IT HAS READ AND UNDERSTANDS THIS AGREEMENT AND AGREES (I) TO BE BOUND BY ALL OF ITS TERMS; AND (I} THIS
AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY LICENSEE. IF A WRITTEN AGREEMENT EXISTS BETWEEN AND HAS BEEN EXECUTED BY BOTH

Regional Settings LICENSEE AND F-SECURE, THE TERMS OF THAT WRITTEN SHALL TAKE PR OVER THIS AGREBJIEMT AND LICENSEE ACKNOWLEDGES THAT IT IS
BOUND BY THE TERMS OF THAT WRITTEN AGREEMENT LlcENsEE 'S CONTINUED USE OF THE APPLIANGE AND S SHALL ALSO CONSTITUTE ASSENT

Alert Profile F THIS AGREEMENT OR OF AN EXISTIN: EMENT. IF LICENSEE DOES NOT ACCEPT ALL THE TERMS OF THIS AGREEMENT, THEN: (A) F- sEcURE IS

UNWILIJNG TO LICENSE SELL THE APPLIANCE AND ucEMsE THE SOFTWARE TO LICENSEE; (B) LICENSEE WILL NOT INSTALL OR ATTEMPT TO USE THE APPLIANCE THAT

Administrator CCONTAINS THE SOFTWARE; AND (C) LICENSEE MAY RETURN THE APPLIANCE ON WHICH THE SOFTWARE WOULD OTHERWISE BE INSTALLED FOR A FULL REFUND.

LICENSEE'S RIGHT TO RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM F-SECURE.

Finish

1. DEFINITIONS.

*Affliate” means any company cnnlmled by controling o under common jth Licensee. For of this definition, “control” means the possession, directly or indirectly, of the
povier to direct or cause nd policies of or entity, whether through ownership of more than fifty percent (50%) of the outstanding voing
securilies or other inerests, by e
“Appliance(s)” means the hardware appliance(s) containing m Sdllwam pmcnamd by Licensee.
Shsln G el e B access codes to F-Secure's support sites, and all information which, in accordance with Section 11 below, is

25 confidential or propretary of s isciosed veroaly and Soonitted a5 confognialor propretary a he fime of disclosure, or which by i ature s normaly and reasonably
Considered confdanial
“Documentation” means the user manuals relafing to the use of the Appliance and Software either provided on-line or delivered with the Software.
“Effective Date” is the date Licensee signs the applicable Product Order Form .
“Extension Term" means each additional renewal period, which shall be for a period equal to the Initial Term, for which the Agreement is extended pursuant to Section 16.
“Initial Term" means the initial license term specified on the Product Order Form, commencing on the Effective Date.
“Mailbox” means a separate account on Licensee's e-mail server for sending or receiving messages or data within Licensee's e-mail system o network. Aliases and distribution lists shall not
be counted as separate mailboxes provided each person who has access to such aliases and distribution lists has a separate account on Licensee's email server for the receipt of messages
or data vithin Licensee's e-mail system or network.
“Product Order Form® means F-Secure's standard Product Order Form or other ordering document (e.q. Licensee’s Purchase Order) that specifies the Appliances, Software licenses and
other products or services purchased by Licensee.
“Public Software" means any software that contains, ot is derived (in whole or in part) from, any software that is distributed as free software, open source software or similar licensing or
distribution models. Software does not include Public Software.
*Software” means a machine executable copy of the object code of the proprietary software products owned o distributed by F-Secure and licensed by F-Secure to Licensee under this
Agreement.
“Service Updates® means generally available rule updates that F-Secure make available for each Software module licensed by Licensee under this Agreement.”
“Services” means installation or ofher consulting services provided hereunder by F-Secure to Licensee.
“Software Updates” means all updates and enhancements that F-Secure generally makes available o its customers for each Software module licensed by Licensee under this Agreement.

*Subscription Fees” mean the fees paid by Licensee for the right to use the Software and receive Service Updates and Support during the applicable Term.
“Support” means the support services provided by F-Secure in accordance with F-Secure’s support policies and procedures for small and medium enterprise customers then in effect.
“Term® means the Initial Term and any Extension Term.

“Work Product” means all work (including any tools, materials, derivative works and modifications made fo the Software or Documentation) used, developed or created by F-Secure for
Licensee during the course of provision of Services and Support services, provided fo Licensee by F-Secure under this Agreement.

4. Check the server host name and domain settings, select Master as the appliance type, and enter the
Activation ID from the license that you received from F-Secure.

~Step 30112

Introduction Enter the hostname of the appliance, and a fully qualified domain name.

License Agreement
Select the appliance type. If you select Master, you need to enter your F-Secure Activation ID.
Server Information

Network Settings Server Identity

DNS Settings. * Hostname (fsmsg01

Proxy Settings * Domain Name 1 il ‘
Inbound Mail ivati i

Outbound Mail * Appliance Type ® Master O Agent

Regional Settings * F-Secure Activation ID  [fsecure_fi i

Alert Profile

Administrator

Finish

5. Check the network settings.
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Introduction Enter the IP addresses you want to assign to the network interfaces and the accompanying netmask addresses.

License Agreement
Server Information Network Interface

Network Settings Network Interface 1

DNS Settings *IPv4 Address
Proxy Settings * Netmask
Inbound Mail MAC Address 00:0C:29:DE'61:08
Qutbiounc had IPv4 Network Gateway

(EEEEIERmTD * Default IPv4 Gateway:
Alert Profile

Administrator

Finish

6. Check the DNS settings.

SIEERET Enter an IP address for the Primary Name Server.
License Agreement
Server DNS Settings
Network Settings * Primary Name Server 192.168.225.2
St e
Proxy Settings Tertiary Name Server |:|
Inbound Mail Hostname Override [192.168.225.201 fsmsgo2.yourdomainhere.com fsm
Outbound Mail (ie: 192.168.1.1 host.example.com)
Regional Settings
Alert Profile
Administrator
Finish < >

JESSTSIY) | — | ——

e Note: Depending on how your network is set up, DNS servers may not recognize the IP
addresses or host names of the F-Secure Messaging Security Gateway Servers on your
network. In this case, add IP addresses and host names of each F-Secure Messaging Security
Gateway Server to the Hostname Override text box. If you are creating a two-node cluster,
make sure that you add also the host name and IP address of the agent.

7. Check the proxy settings.
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~Step 6 of 12

Introduction If you have configured all HTTPS communication at your company to go through a proxy server, you need to provide the appliance with the hostname, login, and password for the proxy server.

License Agreoment The appliance, by default, is not configured to use a proxy server.

Server Information Proxy Settings

Network Settings

HTTPS Proxy ® Do Not Use Proxy (Direct connection to the Intemet)
DNS Settings

Proxy Settings

Inbound Mail

O Use Proxy

‘Outbound Mail
Regional Settings
Alert Profile
Administrator
Finish

8. Enter the settings for inbound mail.

Introduction Determine how you want to route your inbound mail. Click Add and enter the appropriate information in the table below.

License Agreement
For example, you would enter example.com for Mail for Host / Domain and mailserver.example.com for Route to Host(s) / Domain(s).
Server Information

Network Settings Click Next after you complete your entries,

DNS Setti .
. Inbound Mail
Proxy Seftings

[ZAdd DX Delete

Outbound Mail O * Mail for Host / Domain Mailer Route to Host(s) / Domain(s) Lookup By Delivery Type
. . !1—| Arecord onl Ordered
Regional Settings m] - ESMTP V] 92.168.225.100] ® iy ®
| 4 (O MX and A records (O Load Balanced
Alert Profile
Administrator
Finish

Note: Enter the domains that you use to receive e-mails, and the e-mail servers where the
filtered e-mails are routed.

9. Enter the settings for outbound mail.
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= StepSof 12

Introduction Determine how you want to route your outbound mail. Enter the appropriate information in the text field below, and click the right-arrow (>>) button.

License Agreement
For example, you would enter 10.20 for Allow Relay from IP addresses starting with 10.20.0.0.
Server Information
Network Settings Click Next after you complete your entries.
DNS Settings
Allow Relay

Proxy Settings
Domain, Hostname or IP Address Domain, Hostname or IP Address List:

Inb 1d Mail
nbound Mai ‘ | &2 [fszes238100
Regional Settings ==

Alert Profile

Administrator

Finish

Note: Add all servers that have rights to send outbound emails to the Internet. Normally, this
is your email server address.

10. Select your language, date and time settings.

~Step9or12

Introduction During the setup p 3 settings are created for your convenience. For example, default fitering rules in the filtering modules are created so that you can start
using them right away. Select a language for the default settings.

License Agreement
Server Information Select your time zone preference.

Network Settings
Default Language

DNS Settings
4, You il notbe abie o change the language for the dsfauilsetings latr, using the management nerface (administatve interace). I you do not selecta language now,

Proxy Seftings the default setfings will appear in English.

Inbound Mail Language English (US) v

Outbound Mail Date/Time
Time Zone R
Alert Profile Current Time 2015-08-07 08:19:29 [UTC+3:00]
Administrator
Finish

11. Create a profile for the alerts that are sent by the Messaging Security Gateway server.
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="Step 10 of 12

Introduction Enter the hostname of the alert email server.

License Agreement

Regional Settings

Alert Profile Retype Password

Administrator

S Alert Profile
Network Settings * Hostname [127.0.04 |
DNS Settings *Port [2s ]
Proxy Settings From Address [rsmsg@y |
Inbound Mail HELO Domain [ i ]
Outbound Mail Login [ |
Password [ ]
I \

Finish

12 Enter the e-mail address that receives all the alerts sent by Messaging Security Gateway.

= Step 11 0f 12

Introduction Enter an email address for receiving alert email.

License Agreement
Alert Email

* System Alerts Email Address [email.admin@y i com

Server

Network Settings
DNS Settings
Proxy Seftings
inbound Mail
Outbound Mail
Regional Settings
Alert Profile

Administrator

Finish

13. Click Finish to complete the installation.
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Introduction Click Finish to save your configuration and connect to the F-Secure Dynamic Update Service to activate your appliance.
License Agreement
If you click Cancel or close the Setup Assistant Guide window, you vill be automatically logged out. Unfil you successfully configure the Setup Assistant Guide, it will continue to appear each
Server Information time you login.
Network Settings
DNS Settings
Proxy Settings
Inbound Mail
Outbound Mail
Regional Settings
Alert Profile

Administrator

Note: The Messaging Security Gateway server needs to access the Internet. If the server
cannot access the Internet, the registration will not succeed.

14. Click OK to continue.

Congratulations, you have successfully setup and activated your appiiance. You can now begin using the management interface fo make additional selections and configurations for the appliance and the F-Secure
Protection Server.

Press the OK button to continue.

|

You have now completed the setup of F-Secure Messaging Security Gateway.
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Updating to the latest recommended settings

Topics: We recommend that you use the latest recommended settings with
the product.
* Importing settings
»  Configuring the environment
settings
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2.1 Importing settings

Follow these instructions to import the configuration.

1. Go to System > Licenses and Updates > General and make sure that all patches are installed. The
status should be Up to date in all lines.

F-Secure Server 2 System > Licenses and Updates™> General

| Appliance | 9 Gheck for Updates... % Download... ¥ Apply Update(s) | Last checked for updates: 2015-08-08 00:15:03 [UTC+0300]

_ Module Current Version Version Date Available Version = Available Description | Available Date Status

Summary Spam MLX Engine 8.0.1-1506180000 2015-06-26 07:25:00 [UTC+0300] ‘ Up to Date
© Setiings Spam MLX Definitions main-1508070362 2015-08-08 00:12:41 [UTC+0300] | Up to Date
Rl Regulatory Compiiance 141114_112835 2014-11-14 21:28:35 [UTC+0200] | Upto Date
s Mal Content Extraction Engine 10.20.0.0p1_141024_132239 | 2014-10-24 23:22:38 [UTC+0300] | Upto Date
> SMTP Encryption Zero-Hour Anti-Virus Engine 7.5.0_20130516_1025 2013-05-17 03:05:21 [UTC+0300] | Upto Date
ElRES ewor Summnary F-Secure Anfi-Virus Definitions 2015-08-07_21-02-41 2015-08-08 00:02:01 [UTC+0300] | Upto Date
EiEeue Summary F-Secure Anti.Virus Engine 3.0.1-25010432_140910_2236 | 2014-09-11 08:36:44 [UTC+0300] | Upto Date
SMTP Messages

S System Upgrades Last checked for upgrades: 2015-08-08 00:15:03 [UTC+0300]

Jobs
N Check for Upgrades... % Download... [f Upgrade | Last checked for upgrades: 2015-08-08 00:15:03 [UTC+0300]

Policy Routes Module Current Version Version Date Available Version | Available Description | Available Date | Status
b Cerificates Proofpoint Protection Server 8.0.1.1446 2014-12-13 04:28:03 [UTC+0200] Up to Date

> File Type Profiler
> DNS Block List
Custom Modules
4 Licenses and Updates
> General
Licenses
Settings
History

2. Go to System > Backup and Restore and download the configuration backup from
https://www.f-secure.com/en/web/business_global/downloads/messaging-security-gateway/latest.

F-Secure Server [ "System >'Backup and Restore
(=) Appliance | [ save Changes
il S s | Backup Options
ey Backup Schedule at 2:00 AM
U Seftings
Inbound Mail
Backup and Restore
& Outbound Mail
» SMTP Encryption &P Restore Backup (g Delete Backup &3 Import Configuration | Comment:
SMTP Server Summary Time: Version
SMTP Queue Summary No Information Available.
SMTP Messages
Servers
Jobs
o Alerts.
Policy Routes
U Ceriicates

> File Type Profiler

 DNS Block List
Custom Modules

> Licenses and Updates
Config History
Backup and Restore

3. Browse to your downloaded backup file.

import Configuration File

Configuration Filename: zure_Defauls_801_v1.pbc] Browse... |

\ el |

4. Select the imported backup file and click Restore backup.


https://www.f-secure.com/en/web/business_global/downloads/messaging-security-gateway/latest
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System>Backup and Restore

|l save Changes
.
Backup Options
Backup Schedule Daily V| at2:00 AM
Backup and Restore Entries LK [ of 1 T —
Restore Backup () Delete Backup &2 Import Gonfiguration || Comment: Create Backup |
Time Version Comment User
'8.0.1.1446 (patch-0002143, patch-0002151, patch-0002153, patch-0002158, paich-0002163, patch-0002167, patch-
Fri Aug 7 0002132 patch-0002185, patch-0002204, patch-0002206, patcll 0002207, patch-0002217, paich-0002220, pﬂk)h—noﬂzzz‘
atch-0002226, patch-0002233, patch-0002235, patch-0002237, pﬂk:h—ﬂ002242 paich-0002246, patch-0002247, p: N
e 002552, oo bOT2354, palch-o003251 poih DOUSS62. pach-oD02203, polr DOUSST?. poch-oD02201, oath bona3e3, FSocure. Defauls_801_v admin
patch-0002287, patch-0002291, patch-0002297, patch-0002302, patch-0002303, patch-0002307, patch-0002311, patch-
00“2315 patch-0002323, palch 0002325, patch-0002363)

5. Click Yes.

‘Confirm Restore Configuration

6. Wait while the backup is restored.

System > Backup and Restore

< Restoring backup...

7. Refresh your browser after the backup has been restored.

B success: The configuration was restored

2.2 Configuring the environment settings

Configure your environment settings.

1. Go to Appliance > SMTP Settings > General to configure the postmaster email address and the
system administrator email address.

F-Secure Server Appliance > SMTP Settings > General

|l save Changes
T

> Network MTA Host Settings
Host Firewall Banner Hostname [ ]
REtIESetings Banner Text [ ]
> General
HELO Hostname [ ]
Advanced
Default LDAP Email Settings
LDAP Routing Postmaster Email Address [emait. i |
Access System Administrator Email Address [email.admin@yourdomainhere.com ]

If you use an external email relay for outbound emails, for example an ISP, go to Appliance > SMTP
Settings > Advanced and click Add Smart host.
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F-Secure Server [ "Appliance > SMTP Settings > Advanced
i | [ save Changes
I Network Filter Settings
Host Firewall SMTP Turbocharge O of ® on
4 SMTP Settings
g Mail Delivery Options O Refuse Connections ® Accept Connections
General
When Filter Unavailable Retry Messages Deiiver Unfiltered
> Advanced © Rty Mossages O
Default LDAP Queue Settings
LDAP Routing Message Expiration |:| days
Access Message Queue Interval
Aliases Message Queue Minimum Age
Virlual Domains

Rewrite Domains

Alert Sender Message Is Still in Queue After

Relay Settings

Rewrite Header
Masquerade Domains
Sendmail Expert Config
Date and Time
SNMP

Smart Host
Relay Option
Unresolvable Domains

Mailer Settings

[operatormailserver.com
@® Retay Subdomains O Relay Hosts Only
O Reiect @ Accept

Ui system
Summary
[ Settings

Maximum Number of Messages Per SMTP Connection
Maximum Number of Recipients Per SMTP Connection

Maximum Message Header Length

Messages
Recipients

131072 Bytes

il

[y

3. Goto Appliance > Date and Time to add NTP server if want keep date and time updated automatically.

Tip: Use ntp.proofpoint.con if you do not have an ntp server that you use already.

A

F=Secure Server

‘Appliance > Date and Time

&4 Save Changes

& Network
Host Firewall
4 SMTP Setiings
General

Advanced
Default LDAP
LDAP Routing
Access

Aliases

Virtual Domains

Date and Time Options

Time Zone [

v

Qo @on

Network Time Protocol

NTP Server#1  [op i ]
[

NTP Server#2 | ]

NTP Server #3 [ |

Current Time: 2015-08-08 00:32:42 [UTC+0300]

Rewrite Domains
Rewrite Header
Masquerade Domains
Sendmail Expert Config

Date and Time

SNMP

Go to System > Inbound mail and enter the domains that you are use to receive emails, and email

servers where filtered emails are routed.

F-Secure Server .I

System > Inbound Marl

() Appliance .

[%Add X Delete @ Create Domain Group Per Domain [ Save Changes | =51import ¢|Export | Fitter:
b =

| & search v Reset

I Network
Host Firewall
- SMTP Seftings
Date and Time
SNMP
St
Summary
I Seftings
Inbound Mail
> Outbound Mail
[ SMTP Encryption
SMTP Server Summary
SMTP Queue Summary

O Mail for Host / Domain & Mailer Destination / Error Message
=] - ] [EswP v 1192.168.225.100

‘ @ A record only

Lookup By

(O MX and A records

Delivery Type
@ Ordered
(O Load Balanced

Go to System > Outbound Mail > Allow Relay to add all servers that have rights to send outbound

emails to the Internet. Normally, this is your email server address.

F-Secure Server " System > Outbound Mail > Alfow Relay

() Appliance ~

el save Changes | =81 import 51 Export

1 Network
Host Firewall
[ SMTP Settings
Date and Time
SNMP
(svmtem
‘Summary
I Seftings
Inbound Mail
4 Outbound Mail
Mail Routes
> Allow Relay
> SMTP Encryption

Allow Relay

Domain, Hostname or IP Address

\ ==
=

Domain, Hostname or IP Address List

192.168.225.100
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6. Go to System > Alerts > Alert Profiles to add the email address where the product can send alerts.

F-Secure Server . ' of 1
|52 Appliance A| GoAdd X Delete | FindMember[ | Q Searcn
jatok D Action
Host Firewall
- SMTP Settings
Date and Time
SNMP

Language Recipients.

email.admin@yourdomainhere.com

[ |defaut Send HTML alert message Default (Engiish (US)

Summary
I Seftings
Inbound Mail
> Outbound Mail
& SMTP Encryption
SMTP Server Summary
SMTP Queue Summary
SMTP Messages
Servers
Jobs
4 Alerts
General
> Alert Profiles
Rules

7. Go to System > Policy Routes to add all those IP addresses that you added to System > Outboud
Mail > Allow Relay to the outbound policy route.

F-Secure Server . Iﬂ System > Policy Routes

N [ Add DX Delete |=l Save Changes
Enabled D Description Route
Summary
. - O internalnet Connections From Interal Networks 'Sender IP address in "127.0.0.1/32" OR Sender IP address in *:1/128"
Inbound Mail O loutbound Outbound Messages 'Sender IP address equals "192.168.225.100"
> Outbound Mail
O spfsafe SPF Safe Networks
> SMTP Encryption
SMTP Server Summary O is_fallback TLS fallback route 'Sender IP address equals "127.0.0.1" AND Sender HELO domain name equals "pps.tisfalback”
EHaligui=ue Summary O xclient_trusted Trusted route for XCLIENT command
SMTP Messages
> lallow_relay Connection is allowed o do outbound relay
Jobs O s TLS route
" Alerts
(default_inbound Defautt Inbound Mail Policy [Recipient Email Address is in domain "yourdomainhere.com”
Policy Routes
I Certificates O disable_ip_reputation |Disable IP Reputation
 File Type Profiler
 DNS Block List
Custom Modules

8. If you have a Protection Bundle license and you use email encryption, change following settings:
a) Go to Encryption > Settings > Secure Reader.
b) Turn on Enable External Message Initiation.
c) Turn on Enable Recipient Domain Restrictions.
d) Turn on Enable Allowed Domains.
e) Move your inbound domains to Selected domains list.

F-Secure Server [ "Encryption > Settings > Secure Reader

(= Appliance led save Changes

il system Secure Reader Login

(), Administrator (§) Enabling Extemal Message Initiation allows users exteral to your organization fo log in and authenficate using an email address to compose a secure

message. The URL is created in the Branding Template. You can resirict both the sender and recipient domains.
lif Logs and Reports
Ia 5 Enable External Message Initiation O of @ on
Susrntne Enable Sender Domain Restrictions

e ® o O on

% User Management

(17 End User Services
Enable Recipient Domain Restrictions

off
Allow Sender Domain @ off O on
<) Email Firewall Enable Allowed Domains

(©), Smart Search

(S Virus Protection Secure Reader Allowed Domains

7 Spam Detection (@ The list of allowed domains applies to secure messages that are composed, replied to, o forwarded using Secure Reader. Response Profiles determine
whether users can reply to or forward secure messages. When you enable Reply or Forward seftings in a Response Profile, secure messages can be replied fo
| DLP Summary or forwarded to email addresses that belong to the domains in the Allowed Domains list
i DLP Incidents
(® Select Domins From List
g O MMoter pomains
4 Setting:
3 Inbound Domains: Selected Domains:
General yourdomainhere.com
> Secure Reader
Diagnostics
Domain Profiles =
[ Trusted Partner Encryption
Response Profiles =l
Secure Reader Proxy
Key Management

£ Regulatory Compliance

9. Choose the language that you want to use in email encryption (DLP) and Digest.
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Digest: Go to User Management > Organization > Services and choose the language.

F-Secure Server

[ "UsermManagement > Organization > Services

Users.

() Appliance | I save Changes
)l System Digest
(), Administrator Enabie [¥es V]
111 Logs and Reports Digest Format [HTML Only + HTTP Commands v|
[} Quarantine Send Digest [Yes v
Send Empty Digest [No v|
I Setlings Audit Folder in Digest [No v|
P d Polici
assword Policies Web
Import/Auth Profiles
4 Organization Enable [yes ]
Filtering Language
DLP
Language [English Us) V] ® Manage Languages
> Services
Branding Template
Baing Branding Template [ System_Default_Digest_Branding - System Default E V| ©21anage Branding Templates
Advanced
Sub-Orgs
Groups

Encryption: Go to User Management > Organization > DLP and choose the language.

F=Secure"Server

[ "UserManagement > Organization > DLP'

(=) Appliance N |l save Changes
il system Encryption
L, Administrator Enable Secure Reader [ves v
Lif) Logs and Reports Secure Reader Read-Only [No v|
[EhQunrntine Response Profile [system_Response_Profile - System Recipient Respc V| ®®Manage Response Profiles
Extemnal Password Policy [ \_Users - Users ~| ®Manage Extemal Password Policies
- Seftings
Te te = — -
e maword Policics Branding Templat | System_Default_t _Branding - System Defe v| 'Manage Branding Templates
Import/Auth Profiles Language [Engiish us) V|  wmanage Lanquages
4 Organization
= R ik Y C
Filtering
i v
5 = Enforce Regulatory Compliance [ves |
Services Digital Assets
Authentication Enforce Digital Assets [ves v
ung Document Creation Allowed [No V]
Advanced Smart Send
Sub-Orgs mart Sen
Groups Allow Smart Send [ves v]
Users

10. Admin and all end user connections are encrypted with HTTPS. We recommend that you use a signed
SSL certificate and that you use wildcard or SAN certificates, because you need to use the same SSL
certificate with multiple services (admin, enduser services, and encryption).

a) If you need to create a certificate request, go to System > Certificates > Certificates and click

Generate Certificate Request.

F-Secure Server
() Appliance

System > Certificates > Certificates

[EL Generate Cerificate Request [5h Generate Self-signed Cerfificate =5|Import [, Delete

~
b Status Serial Issued To Issued By Issued Expires.
ST [] /invalid, Self-signed fsmsgo1 com |fsmsg01 om [2015-08-06 11:36:39 [UTC+0300] [2035-08-06 11:36:39 [UTC+0300] | [l L]
i Settings
Inbound Mail
> Outbound Mail

& SMTP Encryption
SMTP Server Summary
SMTP Queue Summary
SMTP Messages
Servers
Jobs

i Alerts.
Policy Routes
4 Certficates
> Certificates
Services
SMTP Publishers (CA)
Site Publishers

b) Add your server and company details to the certificate request.
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Request Certificate

Server Hostname:

Organization (Company/Agency):
Organizational Unit:

Locality (City/County):
State/Province:

Country:

Subject Alternative Names:

[fsmsgo1

[YourCompanyName

[YourOrganizationalunit

[Hetsinki

[vusimaa

[Ft

[] Include all domain profiles

c) Send your certificate request to your SSL certificate provider.

d) After you have received the signed certificate, click Import to import it to Messaging Security
Gateway.

Add all needed certificates in one file. The correct order is:

1. Private Key (if you did not create a certificate request)

2,
3.
4,

Server Certificate
Intermediate Certificates
Root Certificate (optional)

F-Secure Server [ “Systen> Certificates > Certificates
(=) Appliance N [EL Generate Cerificate Request [5h Generate Self-signed Cerfificate =5 Import [, Delete
b Status Serial Issued To Issued Expires.
Summary [ |Invalid, Setr-signed fsmsg01 com |fsmsg01 com |2015-08-06 11:36:39 [UTC+0300] |2035-08-06 11:36:39 [UTC+0300]
© Seftings
Inbound Mail
& Outbound Mail

& SMTP Encryption
SMTP Server Summary
SMTP Queue Summary
SMTP Messages
Servers
Jobs

o Alerts
Policy Routes
4 Certficates
> Certificates
Senvices
SMTP Publishers (CA)
Site Publishers

e) Browse to your certificate file and add a password if you are importing private key as well, and click

Import.

Cerificate File: rratorDesktoplbundiecer Browse... |
Format: [PEM v|
Password: | =]

import Certificate

f) Go to System > Certificates > Services to change your certificate to all services. Click Save to

confirm the new settings.
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F-Secure Server B System > Certificates > Services
() Appliance A| = Save Changes
T Services Certiicate
Summary SMTP Server [ fsmsgo1.yourdomainhere.com (1436860999) V|
b Settings -
\nbound Mail Administration Server [ fsmsgo1.yourdomainhere.com (1438860999) V]
& Outbound Mail End User Web Application / Secure Reader [fsmsgot yourdomainhere.com (1436560989) ~|

& SMTP Encryption
SMTP Server Summary
SMTP Queue Summary
SMTP Messages
Servers
Jobs

i Alerts
Policy Routes
4 Certificates
Cerificates
> Services
SMTP Publishers (CA)
Site Publishers

11. The service needs to know your company email addresses.

You can use several different methods to import users (manually, file, or LDAP). The following steps
instruct how to use LDAP, which is the method that we recommend.

a) Go to User Management > Import/Auth Profiles and click Add.

F-Secure Server [{"User Management > Import/Auth Profiles’
(=) Appliance @ ada [® Detete =Fiimport
il system mlC] Type Name Schedule Description Info
(1, Administrator i) The default ication profile ication Source) can be selected on the User Organization > ication page.
i) Logs and Reports B pes PPS User Repository
[} Quarantine
[ Settings

Password Policies
Import/Auth Profiles
© Organization
Sub-Orgs
Groups

Users

b) In the Import window, click Advanced LDAP Options.
Fill in the following information:

+ Data Source: Defines the location where the user data is imported. The LDAP query is sent to
this location.

» Profile Name: ID of the import profile.

* Host/IP Address: Host name or IP address of the LDAP (Active Directory) server.

+ Base DN: A distinguishable name for the AD scope.

+ Bind DN: The user whose (read) credentials are used to access the AD.

» Password: Bind DN user’s password.
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General Advanced
Enable: O of ® on
Data Source: [ LDAPMicrosoft Exchange/Active Directory/Lotus Domino V|
Profile Name: [ad_import x]
Description: [connection to in.com Active Directory Server |
Settings
HostIP Address: [192.168.225.50 | Configure |
Base DN: [de=yourdomainhere.com,DC=com | Example: ou=users,de=acme,dc=com
Bind DN [fsecure_user@y com |
Password: [remeeemenaes ]
Port [s89 |
Authentication Atiribute: Imail B3|
Secure Socket Layer (SSL): ® o O on
LDAP Version: v3 v
Ceriificate File: [Fone- v
Simple Authentication And Security Layer (SASL)

Default Domain Name:

Verify

Usemame:

Password:

0
I

c) Go to the Advanced tab.

+ Allow Mailing lists without Owner: Choose Off if you use Managed By with all email enabled
groups in Active Directory. Otherwise, choose Yes.

+ Map UID to Attribute: Use objectGUID if your LDAP server is Active Directory. Otherwise, use
your unique attribute in your LDAP server.

* Group Attribute: memberOf

General Advanced

Data Source: LDAP/Microsoft Exchange/Active Directory/Lotus Domino

Profile Name: Ad_Import

Descriplion: Connection to yourdomain com Active Directory Server
Options

Fallback Authentication: ® oii O on Authentication Profile [PPS V|

Force Authentication Profile for Mobile Secure Reader or external IP Request @ off O on Authentication Profile[FPS V|

Force Authentication: ® off O on Allow to Login Without Password: @ off O on
Allow Login With Alias: O off ® on Use Primary Email Address fo Authenticate: () off @ on

Create User After Authentication: ® off O on

‘Send Welcome Message ® off O on Set Temporary Password ® off O on
Import Settings

Filter: [(mait="y | Example: (mail=")

Insert Mode: [insert all entries V]

Add to Group/Sub-Org With Profile Name (Ad_Import): O off @ on Type:

Remove User Profiles Not Imported: O of ® on Restrict Number Of Profiles To Be Deleted To Less Than

Allow Mailing Lists without Ovmer: ® o O on

Map UID to Aftribute:
Replace Mode:
Update Mode:
Object Type:

Group Atribute:
Command Options:

[objectGUID -

[replace al aliases for existing users V]

[update all user data V]
[auto based on objectClass V]
[memberof x]

d) Click Schedule to schedule your LDAP import profile.
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F-Secure Server [ “UsermManagement > Import/Auth Profiles

o8 Type Name ‘ Schedule ‘ Description Info

D e jcation profile ication Source) can be selected on the User Management > Organization > Authentication page.

O ‘ { | Laap Ad_Import Connection to yourdomain.com Active Directo Idap://192.168.225. 50/dc=yourdomainhere.cof
‘E‘ PPS PPS User Repository

Password Policies
Import/Auth Profiles
> Organization
Sub-Orgs
Groups

e) Add how often you want to run LDAP import.

[ Paameters |

Profie: ‘Ad_Import
Type: @ Time O Interval

Import Times:
Time: 07:00 v 07:00

Days: Every Day v
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Adding agents to the cluster

Topics: The following steps are optional and needed only if you want to add

another agent to your current environment.
* Adding a new agent to the

cluster
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A.1 Adding a new agent to the cluster

You need to have a second installation of Messaging Security Gateway to add an agent to your current
environment.

To get a second installation of Messaging Security Gateway, repeat the installation steps. You do not
need to complete the setup in the web interface.

1. Log in to the web interface of the master appliance.

At this stage, the keyboard input language is English. When choosing the new password, use those
characters that you can access after you change the keyboard layout.

oy
F-Secure’"Q”

Login: [admin |

Password: |ll.l'.llll.l |

£ 2002-2014 F-Secure

2. Go to System > Servers and click Add Agent.

F-Secure Server i System™>"Servers

() Appliance A A Add Agent | Delete Agent S Reboot S Shutdown
s rem sy |® O D smsat
E mirary Services:
Swap: 13% Used (3.31G Awvail)
[+ Seftings

CPU User 8%

CPU VO Wait: 1%
Server Profile: Config Master

Inbound Mail

[ Qutbound Mail

[+ SMTP Encryption
SMTP Server Summary

SMTP Queue Summary
SMTP Messages

Servers

3. Fillin the agent information and click Add Agent.
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System > Servers > Add Agent

[ Add Agent X cancel

Agent Settings
Host Name |fsmsgl]2.yourdomni nhere.com
Admin Port Number [10000

Instance Name

Admin User Password

|
|
|insmnce1 |
|

Clone Existing

Configuration

Source Host Name | famsg01 hd |
Import Agent Sendmail

Configuration

Server Profile [ Mail Filter v
Services

D Secure Reader I:l ICAP

e Note: Admin User Password is the admin password for the agent.

e Note: If you are using email encryption, select Secure Reader.

sYe  Adding server..
Please wait.

Adding the server may take several minutes.

n Server added successfully

4. The agent is now added to the cluster.

5. After the agent has been added to the cluster successfully, go to System > Summary and wait until
the agent status turns green. This can take a while.

(A Add Agent  Delete Agent Sp Reboot M Shutdown
0@ fsmsqot1 PPS Version: 8.0.1.1446 System ID: 00:0C:29:DE 61:08
Services:
Swap 12% Used (335G Avail)  PPS Disk: [T 7% Used (70.7G Avail) System Disk:  [lIINNN] 8% Used (10.28G Avail)
CPU User: 8% CPU Nice: 5% CPU System. 4%
CPU /O Wait: 1% CPU Busy 17%
Server Profile: Config Master Last Update: 2015-08-07 10:30:48 [UTC+0300]  Uptime: 0 day(s), 1:11, load average: 0.29, 0.52, 0.43
0@ smsaz PPS Version: 5.0.1.1446 System ID: 00:0C:29:7ENSFC
Senvices:
Swap: 0% Used (5.75G Avail) PPS Disk: 8% Used (52.49G Avail) System Disk: 8% Used (10.29G Avail)
CPU User: 5% CPU Nice: 2% CPU System: 3%
CPU /O Wait: 0% CPU Busy: 1%
Server Profile: Mail Filter Last Update: 2015-08-07 10:30:43 [UTC+0300] __ Uplime: 0 day(s), 0:55 , load average: 0.07, 0.1, 0.10

6. Repeat the same steps for the agent to configure the environment and click Change Certificate to
all services in System > Certificates > Services.
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