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T1INSTALLATION OVERVIEW

Follow these steps to deploy and usethe product on a Note: Do not move cluster resources to the
cluster. passive node before you install all passive nodes

) ) first.
- Install F-Secure Policy Manager on a dedicated server.

If you already have F-Secure Policy Manager installed in
the network, you can use it to administer the product.
For more information, see F-Secure Policy Manager
Administrator’s Guide.

Install Microsoft SQL Server 2000, 2005 or 2008 on

a dedicated server. Microsoft SQL Server must be
installed with the mixed authentication mode (Windows
Authentication and SQL Server Authentication).

After the installation, make sure that Named Pipes and
TCP/IP protocols are enabled in SQL Server network
configuration.

In the environment with Quarantine ascluster resource,
see more information on Installing on Clusters with
Quarantine as Cluster Resource.

In the environment with Quarantine ondedicated
computer, see more information on Installing on
Clusters with Quarantine on a Dedicated Computer.

Create a policy domain for the cluster in F-Secure
Policy Manager and import cluster nodes there. See
Administering the Cluster Installation with F-Secure

Policy Manager.

Create the quarantine storage where the product will - Log on each node and configure the Web Console to
place quarantined e-mail messages and attachments. accept connections from authorized hosts.

- In the active-passive cluster environment, continue to

Quarantine Storage in Active-Passive Cluster.

In the active-active cluster environment, continue to
Quarantine Storage in Active-Active Cluster.

In the Single Copy Cluster (SCC) environment, continue
to Creating the Quarantine Storage for a Single Copy
Cluster Environment.

In the Continuous Cluster Replication (CCR)
environment, continue to Creating the Quarantine
Storage for a Continuous Cluster Replication
Environment.

In the Database Availability Group (DAG) environment
continue to Creating the Quarantine Storage for a
Database Availability Group Environment.

Install the product locally on one node at the time in
the centralized administration mode, starting from
the active node. Make sure the product is fully up and
running before starting the installation on the passive
node.
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1.2 CREATING QUARANTINE STORAGE

Follow instructions in this section to create the Quarantine Storage in the cluster environment.

1.2.1 QUARANTINE STORAGE IN ACTIVE-PASSIVE CLUSTER

For active-passive cluster, the Quarantine Storage can be created on a dedicatedcomputer or as a cluster resource. For
more information on how to install the Quarantine Storage on a dedicated computer, see Quarantine Storage in Active-
Active Cluster.

To install Quarantine as a cluster resource,follow these instructions:

1. Log on to the active node of the cluster with the domain administrator account.

2. Create a directory for the quarantine storage on the physical disk shared by the cluster nodes. You can create it on the
same disk with Microsoft Exchange Server storage and log files. For example, create Quarantine directory on disk D:.

Go to Windows Start menu > All Programs > Administrative Tools and select Cluster Administrator.

4. Under Groups, right-click Exchange Virtual Server and select New > Resource.

|. F-Secure Quarantine Storage

MName: IF-S ecure Quaranting Storage

Description; I

Resource ype: I File Share j
Group: IEVS j

[~ Bun this resource in a separate Fesource Monitor

To continue, click Mext.

< Black Cancel

Enter the following information:

« Name: F-Secure Quarantine Storage

+ Resource Type: File Share

- Group: make sure that your ExchangeVirtual Server is selected.
+ Click Next.
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5. Possible Owners dialog opens.

Possible Owners
|. F-Secure Quarantine Storage

Pozsible owners are nodes in the cluster on which this rezource can be brought online.
Specify the poszible awners far this resource.

Available nodes: Poszible gwhers:

Mame |
B APHODET
& APNODE 2

Mame |

Add >

<- Bemove

i

¢ Back I Mext > I

Canicel |

6. Verify that all nodes that are running Exchange Server are listed under Possible owners and click Next.

7. Dependencies dialog opens.

In Available resources, select the Exchange Server Network Name and the disk with the quarantine storage
directory and click Add to add them toResource dependencies. Click Next.

|. F-Secure Quarantine Storage

Dependencie: are regources which must be brought online by the cluster zervice first,
Specify the dependencies for this resource.

Ayailable resources: Rezource dependencies:

Resource

IR

[0 EvS IP Address

4

m EWS Spstem dttend. ..
[0 Exchange HT TP vi..
[0 Exchange IMaP4 5.
'ﬁl Exchange Infarmati..
nﬂl Exchange Meszage...
lﬁl Exchangs M5 Sear..

szlzzzz;
Fl

Resource

| ResoL

T | (3 Disk D:

£ Hemawve |

Physic

l:@ EWS Metwork Mame  Metwe

< Back

Cancel |




8. File Share Parameters dialog opens.

File Share Parameters

|. F-Secure Quarantine Starage

Share name: IFSA’\-‘M SEQSE

Path: ID:'\Q uarantineg
Comment: IF-Secure Quarantine Storage
Uzer Limit

i b aximum allowed

7 Al I o users

Permizzions... I Advanced... I Caching...

< Back

Cancel I

Type FSAVMSEQS$ as Share name. (Note:the dollar ($) character at the end of the share name makes the share
hiddenwhen you view network resources of the cluster with Windows Explorer.)

- Enter the directory name you createdon step 2 as Path (for example,D:\Quarantine ).
+ Inthe Comment box, type F-Secure Quarantine Storage.
« Make sure that User limit is set to Maximum allowed.

Click Permissions

9. Permissions dialog opens.

Permissions for FSAYMSEQS$ (F-Secure Quaranti il

Security |

Group of uger names:

Administrator [TES TWYDOM 2% drinistrator]
m Enchange Domain Servers [TESTWDOMZ\Exchange Doma...
€5 SrSTEM
Agd... | Bemove |
Permizzions for Administrator Allow Dremy

Full Contral O

Change O

Fead O

Cancel Apply
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Add Administrator, Exchange Domain Servers and SYSTEM to the Group or user names. Remove Everyone account.
Grant Change and Read permissions for Exchange Domain Servers and SYSTEM, and Full Control, Change and Read
permissions for Administrator account. Click OK.

10. In File Share Parameters dialog, click Advanced.

Advanced File Share Proper d |

" Difs oot

" Share subdirectaries
[T Hide subdirecton shares

Ok I Cancel

Make sure that Normal share is selected in Advanced File ShareProperties. Click OK.

11. In File Share Parameters dialog, click Finish to create F-Secure Quarantine Storage resource.

12. Right-click the F-Secure Quarantine Storage resource and click Bring Online.

1.2.2 QUARANTINE STORAGE IN ACTIVE-ACTIVE CLUSTER

For an active-active clusterinstallation, the quarantine storage must be set on a dedicated computer. This computer
should be the member of the same domain as your Exchange Servers.

1. Logonto the server where you plan to create the quarantine storage (for example, APPSERVER ) with a domain
administrator account.

2. Create a directory (for example, C:\Quarantine) for the quarantine storage on the local hard disk.
Right-click the directory in the Windows Explorer and select Sharing and Security.
4. The Sharing tab opens.

Type FSAVMSEQSS as Share name and make sure that User limit is set to Maximum Allowed. Click Permissions

Quarantine Properties e |

General Sharing I Sec:urit_l,ll Customizel

“ou can zhare this falder with aother users on your
nebwork. To enable sharing for this folder, click Share this
falder.

" Do not share this falder
—1{* Share thiz folder

Share name: I FSavMMSEDSH

Comrment; I
Uszer limnit: b aximum allowed
i Allows this number of users: 3
- (==
Tao zet permizzions for users who access this Permizsions I
folder owver the network, click Permizzions. e

To configure settings for offline access. click Caching I
Caching.

ak I Cancel Lpply I




5. Permissions dialog opens.

Add Administrator, Exchange Domain Servers and SYSTEM to the Group or user names. Remove Everyone account.

R Permissions for FSAYMSEQSS |
Share Permizsions |

Grou

Q?J Exchange Servers [E10W08R2C\Exchange Servers
58, 5STEM

Add.. | Remove |
Permizsions far Adminiztrator Al Deny
Full Control a
Change a
Fead a

Learn about access control and permissiohs

0k I Cancel | Apply |

Grant Change and Read permissions for Exchange Domain Servers and SYSTEM, and Full Control, Change and Read
permissions for Administrator account. Click OK.

6. Inthe directory properties dialog, go to the Security tab.
Remove all existinggroups and users and add Administrator, Exchange Domain Servers and SYSTEM to the Group
oruser names. Grant all except Full Control permissions for Exchange Domain Servers and SYSTEM. Grant all
permissionsfor Administrator. Click OK.

To verify that the quarantine storage is accessible, log on as the domain administrator to any node in the cluster and

try to open \\<Server>\FSAVMSEQSS$\ with Windows Explorer, where <Server> is the name of the server where you
created the quarantine storage share.
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1.2.3 CREATING THE QUARANTINE STORAGE FOR A SINGLE COPY CLUSTER
ENVIRONMENT

For singlecopy cluster, the Quarantine Storage can be created on a dedicated computer oras a cluster resource. For more
information on how to install the Quarantine Storage on a dedicated computer, see Creating the Quarantine Storage for a
Continuous Cluster Replication Environment.

To install Quarantine as a cluster resource, follow the instructions for either Windows 2003 Based Cluster,or Windows 2008
based cluster.

WINDOWS 2003 BASED CLUSTER

1. Log onto the active node of the cluster with the domain administrator account.

2. Create a directory for the quarantine storage on the physical disk shared by the cluster nodes.

You can create it on the same disk where the Exchange Server storage and logsare located. For example, create
Quarantine directory on disk D:.

3. Goto Start menu > All Programs> Administrative Tools > Cluster Administrator.
4, Right-click the Exchange VirtualServer under the Groups and select New > Resource.

5. The New Resource wizard opens.

|. F-Secure Quaranting Starage

Mame: IF-Secure [uarantine Storage
Dezcription: I

Resource upe; IFiIe Share ﬂ
Graup: IEVS j

™ Bun this resource in a separate Resounce bMoitor

To continue, click Mext.

< Barck Cancel

a. Type F-Secure Quarantine Storage as the name of the new resource.

b. Inthe Resource Type list, select File Share.
c. Inthe Group list, make sure that your Exchange Virtual Server is selected.

Click Next to continue.
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6. Make sure that all nodes that are running Exchange Server are listed in the Possible owners list.

Possible Owners
|. F-Secure Quarantine Storage

Pozzible awners are nodes in the cluster on which this resource can be brought online.
Specify the pogzible owners for this resource.

Available nodes: Pozsible owners:
Mame | Hame |

e | BHAPMODET

B APNODEZ

i

<- Hemaove

< Back I Mext » I Cancel

Click Next to continue.

7. Select the Exchange Server Network Name and the Physical Disk under Available resources and click Add to move
them to the Resource dependencies list.

|. F-Secure Quarantine Storage

Dependencies are resources which must be brought online by the cluster service first.
Specify the dependencies for thiz resource,

Ayailable resources: Resource dependencies:

Resource | R~ Resource | Fesa
[ EvS IP Address ) (0 Disk D: Physic
':QI EWS Swztem Attend... ﬁl &ll EWS Metwork Mame  Metwe
([0 Exchange HTTP i e m—
[0 Exchange IMAP4 5...
I:Ell Exchange Informati...
':QI Exchange Meszage...
I:Ell Exchange M5 Sear...

4

i

szlzzzz;
4

< Back

Click Next to continue.

8. Use the following settings as the File Share parameters.

a. Type FSAVMSEQSS as the share name and F-Secure Quarantine Storage as comment.

Note: The dollar ($) character at the end of the share name makes the share hidden when you view the network
resources of the cluster with Windows Explorer.
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b. Make sure that User Limit is set to Maximum allowed.

File Share Parameters
|. F-Secure Quarantine Storage

Share name: |FSAVMSEGS$

Path: ID:\Quarantine
LComment; IF-Secme Quarantine Storage
Lser Limit

* Masimum allowed

= fllow I _Ij WS

Permizgions... | Advanced... | Caching...

< Back Cancel

Click Permissions to change permissions.

9. Change permissions as follows:
Add Administrator, Exchange Domain Servers and SYSTEM to the Group or user names list.

a
b. Removethe Everyone account.

0

Grant Change and Read permissions for Exchange Domain Servers and SYSTEM.

d. Grant Full Control, Change and Read permissions for the Administrator account.

Permissions for FSAYMSEQSS {F-Secure Quarantin |
Security |
Group or user names:
ﬂ Adrministrator [TESTYDOM2%Administrator)
m Exchange Domain Servers [TESTWDOM2AEwchange Doma...
€7 SvSTEM
Add. . | Bemove |
Permizgions for Administrator Allow Dieny
Full Control a
Change O
Read O
Cancel Apply

Click OK to continue.
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10. Click Advanced to open Advanced File Share Properties.

Advanced File share Proper!

" Dfs root

{~ Share subdirectories

™| Hide subdirectany shares

[ o ]

21

Cancel

Make sure that Normal share isselected.

Click OK to continue.

11. Click Finish to create the F-Secure Quarantine Storage resource.

File  Wiew Window Help

Cluster Administrator - [APCLUSTER {apcluster testvdom?2 .example .com)]

.7 Groups

{1 Resources
{2 Clusker Configuration

For Help, press F1

=101 %]
=181 x|
| Skate | Ciner | Resource Type
I:Ell Lisk.C: nling APMODEL Phrysical Disk
':QI EYS IP Address online APMNODEL IP Address
I:Ell EYS Mebwark, Mame nling APMNODEL Metwork Marme
':QI EW3 Syskem Attendant Zinline APNODEL Microsoft Exchange ¢
I:Ell Exchange HTTP Virtual Server Instance 100 (EXSRY)  Online APMNODEL Microsaft Exchange
':QI Exchange IMAP4 Server Inskance (EX3SRY) Zinline APNODEL Microsoft Exchange 1
I:Ell Exchange Infarmation Store Instance (EXSRV) onling APMODEL Microsaft Exchange 1
':QI Exchange Message Transfer Agent Instance (EXSRY)  Cnline APNODEL Microsoft Exchange &
I:Ell Exchange M3 Search Instance (EXSRW) onling APMNODEL Microsaoft Search Ser!
':QI Exchange Routing Service Instance (ExSAV) Zinline APNODEL Microsoft Exchange F
I:Ell SMTP Virtual Server Instance 1 (EXSRV) online APMNODEL Microsaoft Exchange ¢
':QI?F—Secure Cuarantine Storage online APNODEL File share

== T

12. Right-click the F-Secure Quarantine Storage resource and select Bring Online.
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WINDOWS 2008 BASED CLUSTER

1. Log onto the active node of the cluster with the domain administrator account.
2. Create a directory for the quarantine storage on the physical disk shared by the cluster nodes.
You can create it on the same disk where the Exchange Server storage and logs are located.

3. After the quarantine directory is created, it has to be shared. When you share the quarantine directory, it becomes
visible in the Failover ClusterManager. To share the directory, right-click the quarantine folder and select Share.

E_J File Sharing [ %}
@ 2 File Sharing

Choose people on your network to share with

Type the name of the person you want to share with and then click &dd, or click the arrow to find people
ot share with everyone,

j fidd |

Permission Level

52, Administrators Contributar »
52 Exchange Servers Contributor w
2, SYSTEM Contributor +

Tell me about different ways to share in Windous,

"‘;‘? Share | Cancel |

Add Administrators, Exchange Servers and SYSTEM with Contributorpermission levels. Press Share to close the
window and enable the share.

4. Check that everything is configured correctly. The Failover Cluster Manager view should look like this:

Ejg,f__Faill:n:rer Cluster Management [_ O] x]

File  Action Yiew Help
= 2F HE
= F_a_\lovar Cluster Manager LHCLUMB Actions
£ E5 LHCLUSTER mss2007 —— N
= [ services and pp | —  Summary of LHCLUMB
2 =

2 LHCLUME
= 5 Modes
jj e Status: Online

5 LHCLUz 2] show the critical eve. .,
Alerts: <nones

L Bring this service ar ...

La Take this service ar ..,

 » Storage " .
2, . Move this service or ... »
[=] 53 Metworks Preferred Owners: LHCLUT; LHCLUZ
—13 Private Current Owner: LHCLUZ % Manage shares and ...
5 Public "
g_!_§| Cluster Events Add a shared folder
T | s I = W Add storage
Server Hame e
= i Add aresource 3
[ 7% Name: LHCLUME (%) Orline
. T :| Show Dependency R...
File Server View R
¥ FileServer-(LHCLUMB]M$) (#) Driire ¥ Delete
Disk Drives =i Rename
[ C® Data f@ Online ;I |G Refresh
|_J Properties
Shared Folders:
— H Hep
Share Mame | Folder Path | Type | 1t Client Conn... | Diescription |
Default chare Quarantine -

- Mg 2 Windows

=]

¥ stop sharing...
0 Refresh

L]

|j Properties

ﬁ Help
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5. During the product installation, select the quarantine share you just created when the installation asks for the
quarantine path. Use the UNC path in form of \\CLUSTERNAME\QUARANTINE. (In the example above, \\LHCLUMB)\
Quarantine.)

1.2.4 CREATING THE QUARANTINE STORAGE FOR A CONTINUOUS CLUSTER REPLICATION
ENVIRONMENT

For a Continuous Cluster Replication (CCR) cluster installation, the quarantine storage must be set on a dedicated
computer. This computer has to be a member in the same domain with Exchange Servers.

1. Logonto the server where you plan to create the quarantine storage (for example, APPSERVER) with the domain
administrator account.

2. Open Windows Explorer and create a directory (for example, C:\Quarantine ) for the quarantine storage on the
physical disk.
Right-click the directory and select Sharing and Security.

4. Gotothe Sharing tab.

Quarantine Properties llil

General Sharing |Securily| Eustomizel

ou can share this folder with other uzers an yaur
network, To enable sharing for thiz folder, click Share thiz
falder.

" Do hot share this folder
—{* Share thiz falder

Share name: IFSA\:‘MSEBSﬁ

LComment; I

U zer lirnit: % Maximum allowed

= Allawe this number of Lsers:

I =
To et permissions for users who access thiz EemisiEmg |
falder over the network, click Permizsions. —
To configure settingz for offline access, click |

Cachi
Caching. e

QK I Cancel Apply

a. Type FSAVMSEQSS as the share name and F-Secure Quarantine Storage as comment.

Note: The dollar ($) character at the end of the share name makes the share hidden when you view the network
resources of the cluster with Windows Explorer.

b. Make sure that User Limit is set to Maximum allowed.

Click Permissions to set permissions.
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5. Change permissions as follows:

a.
b.

0

Remove all existing groups and users.
Add Administrator, Exchange Domain Servers and SYSTEM to the Group or user names list.
Grant Change and Read permissions for Exchange Domain Servers and SYSTEM.

Grant Full Control, Change and Read permissions for the Administrator account.

l Permissions for FSAYMSEQSS x|

Share Permissions |

Gro

Q?J Exchange Servers [E10W08R 2CAE xchange Servers]

52 SYSTEM
Add Bemave
Permissions far Administratar Allow Deny
Full Contral O
Change O
Fiead O

Leamn about access control and permissions

’TI Cancel Apply

Click OK to continue.

6. Goto the Security tab.

a.
b.

0

Remove all existing groups and users.
Add Administrator, Exchange Domain Servers and SYSTEM to the Group or user names list.
Grant all except Full Controlpermissions for Exchange Domain Servers and SYSTEM.

Grant all permissions for the Administrator account.

B Permissions for Quarantine x|

Security |

Object name:  C:\Huaranting

[Group or user names:

I}
!23_’ Exchange Servers [E10W/08R 2C\E xchange Servers]
52, 5YSTEM

Add... Bemove |

Permizsions for Administrator

Full control

todify

Fead & execute
List folder contents
Read

HEEEE|F
ooooo|§

Learn about access control std permissions

,TI Cancel | Apply |

Click OK to finish.
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To make sure that the quarantine storage is accessible, follow these instructions:

1. Log on as the domain administrator to any node of the cluster.

2. Trytoopen \\<Server>\FSAVMSEQSS$\ with Windows Explorer, where <Server>is the name of the server where you just
created the quarantine storage share.

1.2.5 CREATING THE QUARANTINE STORAGE FOR A DATABASE AVAILABILITY GROUP
ENVIRONMENT

For the Database Availability Group (DAG) installation, the quarantine storage must be set on a dedicated computer. This
computer has to be a member in the same domain with Exchange Servers.

1. Logonto the server where you will create the quarantine storage (for example, APPSERVER) with the domain
administrator account.

2. Open Windows Explorer and create a directory (for example, C:\Quarantine) for the quarantine storage.
Right-click the directory and select Properties from the menu.

4. Gotothe Sharing tab.

l Quarantine Properties il

" General Sharing | Securilyl Previous Versions | Eustomizel

— Metwark File and Folder Sharing

Quarantine
[ Mot Shared

Hetwork Path:
Mot Shared

—Advanced Sharing

Set custom permizsions, create multiple shares, and zet ather
advanced sharing options.

E‘! Advanced Sharing...

Ok Cancel Apply
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5. Click Advanced Sharing to share the directory.
6. Select Share this folder.

Advanced Sharing x|

¥ share this Folder

Setkings
Share name:
|FsavmsEQss =

Add Remove

Lirnit the number of simultaneous users bo: I 15?7?;33

Comments:
F-Secure Quarantine Storage|

Permissions | Caching I

CK I Cancel I Apply |

Type FSAVMSEQS$ as the share name and F-Secure Quarantine Storage as a comment.

Note: The dollar ($) character at the end of the share name hides the share when you view the network resources
of the cluster with Windows Explorer.

e. Make sure that User Limit is set to Maximum that is allowed (16777216).
7. Click Permissions to set permissions for the share.
8. Change permissions as follows:
a. Remove all existing groups and users.
b. Add Administrator, Exchange Servers and SYSTEM to the Group or user names list.

Grant Change and Read permissions for Exchange Servers and SYSTEM.

0

d. Grant Full Control, Change and Read permissions for the Administrator account.

Permissions for FSAYMSEQSS 2=l

Share Permizsions |

Group or user names:
28 dm [ h )
m Exchange Domain Servers [TESTWDOMZAE xchange Dom...
7 SVSTEM
Add... | Bemove |
Permizzions for Adminiztrator Allow Deny
Full Control O
Change O
Fead O

ok I Cancel Al

9. Click OK to continue.

17
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10. Go to the Security tab and click Edit.

e. Remove all existing groups and users.

f. Add Administrator, Exchange Servers and SYSTEM to the Group or user names list.
g. Grant all except Full Control permissions for Exchange Servers and SYSTEM.
h. Grant all permissions for the Administrator account.

Quarantine Properties llil

Generall Sharing  Security |Eustomize|

Grou

ﬁ: Exchange Domain Servers (TESTYDOMZAE xchange Dom...

€7 5vSTEM
Agd... | Bemove |
Permizsions for Adminiztrator Al Deny
Full Contral =
t odify

Read & Execute
List Folder Contents
Read

IEEEEERA
ljoOooooo

=l
For special permizzions or for advanced settings, Aiberiee |
click Advanced. —

QK I Cancel | Apply |

1. Click OK to continue.

After you have configured the quarantine storage, make sure that it is accessible. Follow these instructions:

1. Log on as the domain administrator to any node of the cluster.

2. Open \\<Server>\FSAVMSEQSS\ with Windows Explorer, where <Server> is the name of the server where you created
the quarantine storage share.
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1.3 INSTALLING THE PRODUCT

Follow the instructions in this section to install the product on the active-passive and active-active clusters, CCR, SCC and
DAG installations.

1.3.1 INSTALLING ON CLUSTERS WITH QUARANTINE AS CLUSTER RESOURCE
This section describes how to install the product on clusters where Quarantine isconfigured as cluster resource in
Exchange Virtual Server.

1. Log on to the active node of the cluster using a domain administrator account.
2. Run F-Secure E-mail and Server Security setup wizard.
a. Install the product in the centralized management mode.

b. Specify the IP address of F-Secure Policy Manager Server and admin.pub that you created during the F-Secure
Policy Manager installation.

For more information, see the "Installing the product locally" section of the Deployment Guide.

3. The setup wizard asks for the location of the quarantine directory.

F-Secure E-mail and Server Security x|

Please specify the path to the directory where quarantined
e-mail messages and attachments will be placed. F you are
installing the product to a cluster node, make sure that the
guarantine directory is located on the shared disk.

Quarantine Directory:

WWE1DDC\guarantine$| Browse .. |

F-Secure

< Back Next > Cancel |

Specify the UNC path to the Quarantine Storage share that you created before the installation as the Quarantine
Directory. For example, \\<EVSName>\FSAVMSEQSS, where <EVSName> is the network name of your Exchange Virtual
Server.

Click Next to continue.
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4. The setup program asks to specify the SQL Server to use for the quarantine database.

F-Secure E-mail and Server Security x|

Flease specify the computer name of the SGL Server where
you warnt to create the quarartine database. Enter the
password of the database server administrator (sa) to logging to
the server.

SCL Server namea:

I Browse... |
_- User name: Isa

(=3

e Passwoard: I

F-Secure.

< Back Mest = Cancel

Select the server running Microsoft SQL Server and click Next to continue.

5. The setup program asks to specify the database name where quarantined items are stored.

F-Secure E-mail and Server Security |

Flease specify the name of the SOL database that will store
information about quarantined e-mails and attachments.

Database name:

FSMSE Quarantine

Flease specily the user name and password that will be used to
connect to the quarantine database. if the specified user
account does not exist, it will be created automatically during
installation.

"‘? Uzer name: Ifqmuser
Password: I
F-Secure.
Confim password: I

< Back Next > Cancel |

Specify the name for the database and enter user name and password that will be used to access the database.

Click Next to continue.

6. Complete the installation on the active node.

7. Logon to the passive node of the cluster using a domain administrator account. Repeat steps 2-4.
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8. Afteryou specify the SQL Server to use, the setup wizard asks you to specify the quarantine database.

F-Secure E-mail and Server Security x|

The setup program has detected that a database with the
specified name already exists. Flease select one of the
following options:

* |lze the existing database.

Femove the existing database and create a new one

with the specified name.
‘. ~ Keep the existing database and create a new database
a with another name.
Database name:
F-Secure.
< Back Mest = Cancel

Select Use the existing database and click Next to continue.

9. Complete the installation on the passive node.
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1.3.2 INSTALLING ON CLUSTERS WITH QUARANTINE ON A DEDICATED COMPUTER

This section describes how to installthe product on clusters where Quarantine is installed on a dedicated computer.

1. Log onto the first node of the cluster using a domain administrator account.
2. Run F-Secure E-mail and Server Security setup wizard.
a. Install the product in the centralized management mode.

b. Specify the IP address of F-Secure Policy Manager Server and admin.pub that you created during the F-Secure
Policy Manager installation.

For more information, see the "Installing the product locally” section of the Deployment Guide.

3. The setup wizard asks for the location of the quarantine directory.

F-Secure E-mail and Server Security x|

Please specify the path to the directory where quarantined
e-mail messages and attachments will be placed. F you are
installing the product to a cluster node, make sure that the
guarantine directory is located on the shared disk.

Quarantine Directory:

WWE1DDC\guarantine$| Browse .. |

F-Secure

< Back Next > Cancel |

Specify the UNC path to the Quarantine Storage share that you created before the installation as the Quarantine
Directory. For example, \\<Server>\FSAVMSEQS$, where <Server>is the name of the server where you created the
quarantine storage share.

Click Next to continue.
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4. The setup program asks to specify the SQL Server to use for the quarantine database.

F-Secure E-mail and Server Security | x|

Please specify the computer name of the SQL Server where
you want to create the quarantine database. Enterthe
password of the database server administrator (sa) to logging to
the server.

SQL Server name:

I Browse... |

‘:‘- User name: [s2
e Password: [

F-Secure.

< Back Next > Cancel

Select the server running Microsoft SQL Server and click Next to continue.
5. The setup program asks to specify the database name where quarantined items are stored.

F-Secure E-mail and Server Security |

Flease specify the name of the SOL database that will store
information about quarantined e-mails and attachments.

Database name:

FSMSE Quarantine

Flease specily the user name and password that will be used to
connect to the quarantine database. if the specified user
account does not exist, it will be created automatically during
installation.

"‘a Uzer name: Ifqmuser
Password: I
Confim password: I

F-Secure.

< Back Next > Cancel |

Specify the name for the database and enter user name and password that will be used to access the database.

Click Next to continue.

6. Complete the installation on the first active node.

7. Logonto the second node of the cluster using a domain administrator account and repeat steps 2-4.
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8. Afteryou specify the SQL Server to use, the setup wizard asks you to specify the quarantine database.

Select Use the existing database and click Next to continue.

F-Secure E-mail and Server Security x|

The setup program has detected that 3 database with the
specified name already ewsts. Flease select one of the
following options:

¥ se the existing database.

~ Remaove the existing database and create a new one
with the specified name.

‘- r Keep the existing database and create a new databasze
a with another name.
Databaze name:

F-Secure.

< Back Next > Cancel

9. Complete the installation on the second node.
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1.4 ADMINISTERING THE
CLUSTER INSTALLATION
WITH F-SECURE POLICY
MANAGER

To administer the product installed on a cluster, create
a new subdomain under your organization or network
domain. Import all cluster nodes to this subdomain.

To change product configuration on all cluster nodes,
follow these instructions:

1. Select the cluster subdomain in the Policy Domains
tree.

2. Change required settings.
Distribute the policy.

4. All nodes receive new settings next time they poll the
F-Secure Policy Manager Server.

If you need to change settings on a particular node, follow
these instructions:

1. Select the corresponding host in the Policy Domains.
2. Change required settings.

3. Distribute the policy.
4

. All nodes will receive new settings the next time they
poll F-Secure Policy Manager Server.

1.5 USING THE QUARANTINE
IN THE CLUSTER
INSTALLATION

You can manage quarantined items with the Web Console
by connecting to any node of the cluster.

Note: You need to configure the Web Console
to accept connections from authorized hosts. By
default, the Web Console accepts connections
from the local host only.

You can release, reprocess and download quarantined
messages and attachments when at least one node of the
cluster is currently online.

CONFIGURING MAILBOX ROLE SERVERS

However, as the clustered Exchange 2007 can have the
mailbox role only and not all members of Exchange 2010
Database Availability Group may have Hub Transport
Role, you need to configure the hub transport role and
mailbox role servers so that quarantined messages can be
delivered:
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Hub Transport Role Server:

1. Share the Pickup folder on the Exchange Hub Server.
By default, the Pickup folder is located at %Program
Files%\Microsoft\Exchange Server\TransportRoles\
Pickup.

Use the default name (Pickup) for the share so that it
can be accessed at \\HubServerName\Pickup.

2. Right-click the Pickup folder and select Properties
>Sharing and click Permissions. Assign Read and
Change permissions to the Pickup folder for the
Exchange Servers group or for the Mailbox Role
Servers directly.

3. Gotothe Security tab and assign all the permissions
except FullControl and Special for the Pickup Folder
for the Exchange Servers group or directly for the
Mailbox Role Servers.

Mailbox Role Server

1. Open the Windows Registry Editor and go to HKEY_
LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services\FSAVMSED\Parameters subkey.

If the Parameters subkey does not exist, create it.

2. Under the Parameters subkey, create
PickupFolderPath string value that points to the
Pickup Folder share of the hub server that has been
created earlier (\\HubServerName\Pickup).

Note: The registry value has to be changed on all
cluster nodes.

After these steps have been completed, the quarantine
works properly on the Mailbox Role only servers as
well.

Note: You do not have to reboot or restart the
server, the product takes the new settings into use
automatically.

Note: Even though the Exchange organization
may contain more than one Hub Transport Role
server, F-Secure Anti-Virus for Microsoft Exchange
supports only one Pickup folder. After you have
specified one Hub Transport Role Server with a
Pickup folder, make sure that the folder is available
or change Pickup folder path to another one if the
current Hub Transport Role Server goes offline.
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1.6 USING THE PRODUCT
WITH HIGH AVAILABILITY
ARCHITECTURE IN
MICROSOFT EXCHANGE
SERVER 2010

New high-availability solutions in Microsoft Exchange
Server 2010 support online mailbox moves. As it takes
some time for the product to enumerate mailbox
changes on nodes, manual and scheduled scans might
not scan the moved mailbox but the mailbox copy on the
former node instead, if the scan is started right after the
move. However, the real-time scan works without these
limitations.

To scan Public Folders manually or with scheduled
scanning, you have to specify an administrator’s mailbox
if the product settings. Manual and scheduled scans scan
all Public Folders that the specified administrator account
can access.

Once you start the manual scan of Public Folders on one
node, the scan goes through all Public Folders the account
can access, including those Public Folder Databases that
are located on other nodes. To avoid collisions where one
item would be edited by several on-demand scanners
simultaneously, make sure that manual and scheduled
Public Folders scans are started only on one node at a
time.

The real-time Public Folder scan scans only Public Folders
that are located together with the product on the same
node.

If Public Folders in Microsoft Exchange 2010 are
replicated, the attachment replacement text file is added
only to the Public Folder Database replica that is located
on the same node, but infections are detected and
quarantined if needed from all replicas.

If an infected item was edited (an infection was disinfected
or quarantined) during the manual or scheduled Public
Folder scan, the edited item is marked as "read" for the
administrator's mailbox which is specified in the product
settings.

1.7 UNINSTALLATION

Follow these instructions to uninstall the product in the
cluster environment.

1. Uninstall the product from the active node with
Add/Remove Programs in Windows 2003 or
Programs and Features in Windows 2008 and 2008
R2. The uninstallation removes the cluster resource
automatically.

2. After the uninstallation in the active node is finished,
uninstall the product from passive nodes.

3. After the product has been uninstalled from every
node, reboot computers one at the time.

1.8 TROUBLESHOOTING

If the product fails to quarantine a message or
attachment or reports that the e-mail quarantine storage
is not accessible, make sure that directory sharing and
security permissions are set as follows: change, write

and read operations are allowed for SYSTEM and
Exchange Domain Servers, and full control is allowed for
Administrator.

- To change the location of the e-mail quarantine
storage from F-Secure Policy Manager Console, use the
Final flag to override the setting set during product
installation on the host.
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F-Secure is an online security and privacy company from Finland.
We offer millions of people around the globe the power to surf
invisibly and store and share stuff, safe from online threats.
We are here to fight for digital freedom.
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