
RSA® Data Loss prevention Endpoint

Complete data loss prevention for sensitive information 
residing on laptops and desktops

Data Sheet

At a Glance

–	Reduce risk by discovering and 

protecting sensitive data on laptops 

and desktops

–	Minimize the time, costs and staff 

required to comply with regulations

–	Monitor and control how end users 

interact with sensitive information in 

real-time as defined by policy

–	Involve end users in remediation to 

build awareness of data security 

policies and reduce administrative 

costs 

Overview

RSA® Data Loss Prevention (DLP) Endpoint protects sensitive data on laptops and 

desktops. RSA DLP Endpoint comes in two modules: Discover and Enforce. The Discover 

module discovers sensitive information at rest through the analysis of content or files in 

the local hard drive. The Enforce module monitors actions such as print or copy on 

endpoints and offers a variety of remediation actions if a security policy is violated.

Benefits

–	Protect sensitive data on and off the network with a completely self-sufficient agent that 

maintains full functionality and content analysis capabilities without constant 

connectivity to a management server

–	Save time and streamline the incident handling process through a broad range of 

remediation options based on user, action and content type

–	Increase visibility into endpoint policy violations by senders, recipients and content type

–	Educate end users through an optional self-remediation option that provides real-time 

feedback on policy violations 

–	Ease deployment with a distributed architecture that enables hundreds of thousands of 

endpoint agents to be managed at remote locations with minimal latency and network 

congestion 

–	Increase security by applying file encryption, usage and permission controls to 

documents at rest on laptops and desktops with Microsoft Active Directory® RMS

Features

–	24/7 protection. Prevent sensitive data from leaking via the Internet, webmail, or instant 

messaging – even when employees are disconnected from the network

–	Permanent and temporary agents. Temporary agents scan data, collect policy violations 

and self-uninstall to allow organizations to survey their risk landscape with minimal 

footprint. Permanent agents can be deployed based on the organization’s needs to 

provide maximum flexibility.

–	Comprehensive actions. Monitor and/or prevent transfer of sensitive data to a broad 

range of targets such as local and network printers, USB devices and CD/DVDs
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About RSA

RSA is the premier provider of security, risk and compliance solutions, helping the 

world’s leading organizations succeed by solving their most complex and sensitive 

security challenges. These challenges include managing organizational risk, 

safeguarding mobile access and collaboration, proving compliance, and securing 

virtual and cloud environments.

Combining business-critical controls in identity assurance, data loss prevention, 

encryption and tokenization, fraud protection and SIEM with industry leading eGRC 

capabilities and consulting services, RSA brings trust and visibility to millions of user 

identities, the transactions that they perform and the data that is generated.

www.rsa.com

–	White-listing. Authorize the use of specific devices for transfer of sensitive data.  

For example, permit copying only to a corporate-approved encrypted USB drive.

–	Audit trail and incident management. Retain logs of end user actions, helping 

administrators to simplify the compliance process.  Integration with the RSA enVision 

platform allows organizations to prioritize incidents based upon their level of severity 

and streamline auditing and reporting for compliance.

Supported Systems

RSA Data Loss Prevention Endpoint supports laptops or desktops with Windows 2000 SP4 

or higher, including Windows 7.  It also supports virtual desktop infrastructure, including 

VMware® View and Citrix® XenDesktop.


