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SonicWall Endpoint Security

Al-powered endpoint security built on
patented technology and managed by a
team of expert threat hunters.

SonicWall Endpoint Security is a powerful, yet affordable
endpoint solution purpose-built for MSPs and the small-
to-medium sized businesses they serve. Combining
next-generation antivirus (NGAV) with advanced endpoint
detection and response (EDR) on a single lightweight agent, it
delivers enterprise-grade protection without overwhelming
budgets or adding unnecessary complexity.

As endpoint threats grow more advanced, MSPs and SMBs
need more than basic antivirus. Many turn to low-cost,
piecemeal tools—but these can introduce risk through
integration gaps and operational inefficiencies. SonicWall
eliminates those pain points with robust, built-in protection
that's easy to deploy, manage, and scale.

Powered by SonicWall's patented Real-Time Deep Memory
Inspection (RTDMI®) engine, this all-in-one solution offers
ransomware restore, behavior-based detection, deep

file inspection, and live threat hunting in a cost-effective
package. It's ideal for growth-focused MSPs looking to
simplify their stack, strengthen client security, and grow
their bottom line.

HIGHLIGHTS

Affordable enterprise-grade protection backed by
30+ years of threat research

Comprehensive NGAV and EDR capabilities, including
ransomware restore, multi-engine scanning, and
cloud sandboxing

Patented RTDMI technology delivers real-time analysis
and zero-day threat detection

Deep telemetry with live and historical threat
hunting capabilities

Built for MSPs: multitenant management and seamless
integration with leading PSA, RMM, and IT tools

Flexible deployment options: Unmanaged EDR or
Fully Managed MDR
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Key Features

©

Threat Prevention:

©

NGAV + EDR Agent

Stops known and unknown
threats, collects data, and enables
investigation and response from
asingle agent.

Multi-Engine Detection

Identifies threats through signatures,
heuristics, and suspicious activity
patterns—even before execution.

Cloud Sandbox
Isolates and detonates suspicious
filesin a secure cloud environment.

Threat Detection & Response:

Ransomware Restore
Quickly recovers wrongfully
encrypted files using

VSS shadow copies.

Device Isolation

Limits lateral movement while
allowing investigation and
remediation to continue.

Live and Historical Threat Hunting
Uncovers hidden attacks and
suspicious patterns using endpoint
data across time.

Management:

Unified Management
Streamlines operations with a
single view for policy control,
alerts, and reporting.

Multi-Tenant Hierarchy
Manage multiple customers or
locations from a single platform.

Integration
Connects seamlessly with PSA,
RMM, SIEM, and other security tools.

SonicSentry MDR for SonicWall Endpoint Security

Fully Managed threat protection with 24x7 SOC Key Benefits of SonicSentry MDR for SonicWall

Endpoint Security:

For MSPs without dedicated security teams, SonicSentry
MDR for SonicWall Endpoint Security takes protection even
further. This fully managed MDR offering combines our
powerful endpoint platform with 24/7 monitoring, proactive
threat hunting, and expert response from SonicWall's Security
Operations Center (SOC). It enables developing partners to
deliver high-value, enterprise-grade protection—without the
burden of staffing or managing Tier 1 support.

Partners who purchase SonicSentry Fully Managed MDR
alongside other SonicWall solutions also gain access to
embedded cyber warranty coverage through our partnership
with Cysurance. In addition to the warranty, partners
purchasing MDR who also have a SonicWall firewall and Cloud
Threat Analytics are immediately qualified for discounted,
flat-rate cyber insurance, backed and managed by Cysurance.

2 SonicWall Endpoint Security

» Athorough health check review by our SOC team for
every new customer

e 24x7 expert monitoring for alerts and immediate
threatresponse

Available as a fully managed service thatincludes
customer onboarding, policy management, threat
detection & response and reporting

Eliminates alert fatigue for MSPs
Meet compliance and buyer insurance requirements
Expanded cyber warranty up to $1M

Immediate qualification for discounted, flat-rate cyber
insurance, managed and backed by Cysurance
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SonicSentry MDR

Category Feature s;:f::"ii" g:‘::?e':t for SonicWall
Y Endpoint Security
Lightweight NGAV+EDR Agent
Multi-Engine Static & Behavior Detection
Threat Prevention
File & Fileless Malware, Policy-based
Threat Mitigation
Cloud Sandbox Integration
(Patented Tech)
Multi-Tenant Hierarchy (Unified Policy)
Ease of Use
Device Control
Threat Hunting — Historical
Threat Detection & Response  Threat Hunting - Live
Managed Threat Hunting & Response
Integration with SIEM/XDR platforms and
ticketing tools
24x7x365 SOC - Alert Triage, Threat
Mitigation and Remediation Guidance
Deployment/ Management
No Commitment/Minimums
Expanded Cyber Warranty up to $1M
Cloud Retention EDR Telemetry 30-Day 30-Day

Purchase Flexibility Monthly and Annual Annual only
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