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Reduce complexity of identity management

Forefront Identity Manager
(FIM) 2010 R2 addresses
the complexities of identity
management by offering:

Self-service identity
management for your users

Automated identity lifecycle
and role management across
heterogeneous platforms for
your administrators

A rich policy framework for
enforcing corporate security
policies and detailed audit
capabilities

Common identity is an important tool in ensuring appropriate access to corporate
information. Without an efficient method of establishing and maintaining a common
identity across complex heterogeneous systems, significant challenges arise. These can
include high help-desk costs for password resets and smart card deployment, loss of
productivity as users struggle to access the resources they need, and serious risk to the
business due to noncompliance with internal and external regulations.

Forefront Identity Manager (FIM) 2010 R2 helps you resolve these issues by providing
self-service identity management for your users, automated lifecycle management across
heterogeneous platforms for your administrators, and a rich policy framework for enforcing
corporate security policies and detailed audit capabilities.

Productivity suffers and your IT costs go up when users have to call the help desk to
address common identity management problems such as resetting a password. FIM 2010
R2 provides a self-service portal and embeds capabilities in common Microsoft Office tools
so users can readily access the services they need, when they need them. Enabling users

to solve simple problems like these quickly and easily both improves user productivity and
increases user satisfaction.

Self-service portal. With the FIM 2010 R2 portal, administrators can define policies that
allow users to remediate identity issues themselves—updating their identities, managing
groups, and resetting passwords across all of your organization’s systems.

Easy-to-use interface. The FIM 2010 R2 interface makes tasks like resetting a PIN or a
password very simple. Common user management experiences are integrated into the
Windows operating system, Microsoft Outlook, and Microsoft SharePoint collaboration
software so users can easily create an email distribution list or add others to a group.
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FIM 2010 R2 provides an easy-to-use portal where users can manage their own identities.
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Reduce complexity of identity management

Simplify identity lifecycle
management

Maintaining identities—provisioning,
updating, and de-provisioning—can be
extremely complex and expensive. This is
especially true when you consider the high
degree of system integration required to
get other solutions to work together on
disparate identity platforms. FIM 2010

R2 simplifies management of the identity
lifecycle through automated workflows and
business rules, and offers easy integration
with heterogeneous platforms.

Consolidated, cross-platform identity
support. FIM 2010 R2 can automate
identity and group provisioning and
management based on business policy
and implemented through workflows. This
automation across heterogeneous systems
lowers IT costs and reduces opportunities
for error.

Built-in smart card management. FIM
2010 R2 centrally manages the process
for provisioning smart cards, which
dramatically reduces the costs typically
associated with deploying multi-factor
authentication.

Easy extensibility. FIM 2010 R2

integrates with familiar developer tools so
administrators can easily extend capabilities
when business needs change. Extending
FIM 2010 R2 to support new scenarios is
simple using existing identity management
tools, through the Microsoft Visual Studio
and .NET development environments.

Improve security and compliance
When identity management is not
automated, controlling access and
enforcing corporate policy can not only be
expensive and time-consuming, but can
introduce error and organizational risk. FIM
2010 R2 improves security and compliance
by providing auditing, role-based access
control, and deep role discovery.

Role-based access administration. FIM
2010 R2 enables IT to discover and map
permissions to individual, assignable roles
across multiple systems. Its role-mining tool
helps administrators discover the various
permission sets for users throughout the
enterprise so later they can be modeled
and applied centrally.

Centrally enforced identity policy.

FIM 2010 R2 automatically maintains
consistency of identity information and
application of user roles across enterprise
identity systems. IT and auditors get

a single view of individual users and
resources, increasing visibility into the
compliance and security state of systems
across your organization.

In-depth auditing and reporting.
Administrators can audit and report on all
the activities and historical states of each
event, stage of a workflow, when it took
place, and any associated approvals, using
such familiar technologies as Microsoft SQL
Server and Microsoft System Center.

For more information about
Forefront Identity Manager 2010
R2 and Microsoft BHOLD Suite,
visit www.microsoft.com/fim.

NEW IN R2

FIM 2010 R2 integrates new
functionality through the Microsoft
BHOLD Suite to provide role-
based access control and allow
administrators to review access
rights continually across the
organization. The FIM 2010 R2
release also adds an improved self-
service password reset experience,
along with performance, diagnostic,
and reporting improvements.

THE MICROSOFT BHOLD SUITE

The Microsoft BHOLD Suite
augments Forefront Identity
Manager with identity and access
governance functionality to help you
enforce policies that control access.
These capabilities include in-depth
role management, separation of
duties, access certification, and
authorization management.
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