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LogRhythm delivers an enterprise-class Security Intelligence Platform for

managed service providers (MSP/MSSPs) that empowers organizations Why LogRhythm?
around the globe to rapidly detect, respond to and neutralize damaging

cyber threats. Our platform unifies next-generation SIEM, log

management, network and endpoint forensics, and advanced security @/ Multi-tenant Data Management
analytics. Using LogRhythm to drive your managed SIEM/Security

Intelligence practice enable you to: [zr Flexible Deployment Options

« Expand and accelerate threat detection and response capabilities

« Deliver comprehensive compliance automation and assurance [zr Simplified Central Management
* Reduce client implementation costs and management overhead

- Expand service offering to increase ROI [zr MSP/MSSP-specific Pricing

* Lower TCO by reducing deployment, implementation

and management costs [zr Out-of-the-box Compliance Packages

LogRhythm is cost-effective, rapidly deployable, and designed to meet

your customers' diverse and changing needs. It is operated and managed

through an intuitive, wizard-driven console and allows you to invest in a single solution to deliver comprehensive Security
Intelligence to your entire customer base.

Managed SIEM /Security Intelligence Capabilities

Designed to address an ever-changing landscape of threats and challenges, LogRhythm arms you with a powerful arsenal of
high-performance tools for security, compliance, and operations. LogRhythm delivers comprehensive, useful and actionable
intelligence and insight into what is really happening in and around an enterprise IT environment.

Powering your managed security and compliance operations with LogRhythm lets you reliably and efficiently deliver:
» Next-generation SIEM and Log Management
* Independent Endpoint Forensics
* File Integrity and Windows Registry Monitoring
* Network Forensics with Application ID and Full Packet Capture
« State-of-the art Machine Analytics
o Advanced Correlation and Pattern Recognition
o Multi-dimensional User / Network / Endpoint Behavior Anomaly Detection
+ Highly scalable structured and unstructured search
+ Large data set analysis via visual analytics, pivot, and drill down
« Workflow-enabled automatic response via LogRhythm's SmartResponse™
* Integrated Case Management

Advanced Data Management for Multi-tenant Environments

Keeping your customers’ data segregated without adding operational complexity or reducing capabilities is a challenge
for any service provider. LogRhythm has industry-leading multi-tenancy capabilities, allowing you to protect customer
data in multiple ways for maximum deployment flexibility. A unique logical entity structure allows you to provide cloud-
based managed SIEM/Security Intelligence with full access to all customer data, while ensuring that individual customers
can see only their own data. If a customer requires that their raw log data and archives remain completely separate from
other organizations’ data, any combination of virtual and/or appliance-based Data Processor can be allocated. Each Data
Processor maintains its own online database of raw log data and controls how and where archives are stored. Each tenant
retains its own online data store and archives, while role based discretionary access controls guarantee that confidential
event data is viewed only by authorized users.
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Enterprise Architecture for MSP/MSSPs

LogRhythm reduces operational overhead for highly distributed
environments, such as an MSP/MSSP customer base. Centralized
monitoring and management make maintenance easy and a
highly scalable modular architecture makes additional growth
quick and painless. LogRhythm provides you with:

» Hardware, Software and Virtual Appliance Options
o Rapid and Extensive Scalability
o High Availability Configurations
» Secure, Compressed Remote Collection
« Easy Installation, Operation and Administration
« Centralized Monitoring and Management of All Components
» Multi-tenancy to Meet Customer Requirements
o Segregation of Customer Data
o Granular, Role-Based Access

Volume-based Pricing & Licensing

LogRhythm Labs

LogRhythm Labs' Knowledge Engineers help automate the
process of turning raw data into actionable intelligence with
relevant context, allowing MSP/MSSPs to provide enterprise
correlation and meaningful visibility into the entire network.
Our continuous research and development allows you to provide
your customers with:

« Comprehensive Device and
Application Support

+ Expert Event and Threat Level
Identification

* Intelligent Alarms, Investigations and Reports
« SmartResponse™ Scripts for Common Use Cases

+ Out-of-the-Box, Up-to-Date Compliance Packages (PCl, SOX,
HIPAA, FISMA, GPG 13, GLBA, NERC CIP, etc.)

Clog Rhythmr

Labs

LogRhythm's volume-based pricing & licensing for MSP/MSSPs allows you to develop pricing that directly aligns to the

usage of your customer base. The subscription pricing structure directly maps to volume consumption, providing a shared
risk solution between LogRhythm and MSP/MSSP Partners. Partners appreciate the simplified price structure that better

aligns with MSP/MSSP business models and provides consistency and predictability in license costs. This flexible licensing
structure enables MSP/MSSPs to meet the needs of any enterprise, regardless of size and complexity.

LogRhythm's simplified volume-based pricing & licensing includes advanced LogRhythm features such as File Integrity
Monitoring, Host Activity Monitoring, Geolocation, and real-time machine analytics via the Al Engine. Internal MSP/MSSP-
oriented statistics directly align customer usage to billable output.
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