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The Children’s Internet 
Protection Act and Libraries
Understanding and developing strategies that benefit your community

Creating safe libraries for children

Libraries have become hubs of Internet 
connectivity for those who may not 
otherwise have access. This has created a 
fundamental challenge: providing information 
to all while protecting patrons—particularly 
children—from illegal and harmful content. 
Striking the right balance has philosophical, 
technological and legal implications for 
libraries and those who work in them. 

The Children’s Internet Protection Act (CIPA) 
was enacted by Congress in 2000. The act 
essentially requires all public libraries (even 
in schools) to filter or block certain material 
if they receive federal funding through E-rate 
and other programs.
Nearly two decades later, CIPA still poses 
a challenge for libraries as compliance 
with the law must be balanced against the 

need for open access to the Internet. The 
evolution of technology has made this easier. 
And there’s a potential opportunity within 
CIPA: compliance can open doors for federal 
funding opportunities that can help libraries 
be better community anchors.

“Libraries can be ethical in the way they 
filter and take advantage of the funding,” 
says Beverly Sutherland, Founder 
of EdTechnologyFunds, Inc., and an 
experienced E-rate consultant to libraries. 
“They don’t have to compromise on their 
stance.”

CIPA Highlights

• CIPA imposes requirements on schools 
and libraries that receive discounts for 
Internet access or internal connections 
through the federal E-rate program.

• College libraries are not covered by the 
law according to the American Library 
Association (ALA).

• CIPA requires libraries to certify they have 
an Internet safety policy that includes 
technology protection measures. These 
measures must block or filter Internet 
access to images that are obscene, child 
pornography, or harmful to minors.

• An “authorized person” can disable 
blocking or filtering to allow unfettered 
use by adults for “bona fide research or 
other lawful purposes,” according to the 
FCC.

• The law doesn’t require libraries to track 
Internet use by either minors or adults.
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Strategies for CIPA
Libraries see themselves as champions of 
digital equity. Many are becoming community 
hubs, housing social workers and community 
programs, even helping patrons apply for public 
services. 

The ALA calls this broader vision the “Es of 
libraries,” including education, employment, 
entrepreneurship, employment and engagement. 
For these reasons, many libraries have foregone 
E-rate and other federal funding. 

CIPA’s provisions requiring Internet filtering don’t 
specify the technology to be used, according to 
the ALA: “Although the law clearly requires the 
use of filtering or blocking technology, it does 
not require the use of specific filtering software 
or services. Instead, CIPA requires schools or 
libraries covered by the new requirements to 
certify they are using technology that blocks or 
filters access to visual depictions of the type 
specified in the legislation.”1 

The word “visual” is important according to the 
ALA. Setting library web browsers to a “text-
only” setting may address the requirements. 
As mentioned earlier, filtering technology can 
be turned off by library staff for adults, so long 
as what they are accessing doesn’t meet the 
legal definition of obscenity or involve child 
pornography. 

That’s an approach reinforced by a 2003 
Supreme Court ruling, which states that “the 
statute contains an important exception that 
limits the speech-related harm: It allows 
libraries to permit any adult patron access to 

an ‘over-blocked’ website or to disable the 
software filter entirely upon request.”2 Following 
that ruling, the FCC clarified that libraries don’t 
have to determine if adults are pursuing “bona 
fide research” but can simply turn off filtering at 
an adult’s request. Among the options libraries 
have considered:

• Blocking only the images on the page.

• Identifying and giving adults the option of 
filtered or unfiltered access.

• Opting adult patrons in to filtering when they 
first access library systems and allowing them 
to later opt out.

• Providing centralized filtering or maintaining a 
common white list across branches to simplify 
the management of Internet filtering.

Thankfully, modern filtering software is 
frequently updated by providers and has grown 
more sophisticated in the years since CIPA’s 
passage. So what once took lots of IT resources 
can now be easily addressed.

Resources
• FCC CIPA Guidelines
• E-rate
• American Library Association (ALA) 
• Texas State Library and Archives Commission 
Endnotes:
1. https://www.ala.org/advocacy/sites/ala.org.advocacy/files/content/advleg/
federallegislation/cipa/cipatext.pdf

2. https://docs.fcc.gov/public/attachments/FCC-03-188A1.pdf
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Filter 
(Technology Protection Measure)
A “technology protection measure” is a specific 
technology that blocks or filters Internet access.
The library must enforce the operation of the 
filter during the use of its computers with 
Internet access. Generally (unless enforced more 
stringently by the state) this is defined as:
• Only library-owned computers must be filtered,  
 both at the library and when taken off-site
• All library-owned computers, including   
 computers not used by the public
• Patron owned devices using the Library Internet  
 are not required to be filtered
• There are no specific web sites, portals or   
 blocking standards listed by the FCC or policy  
 to restrict or standardize
• For instance, texts and e-mails are not listed as  
 a filtering requirement
• However, libraries may block any content   
 deemed inappropriate by local standards for   
 minors. 
CIPA Filtering can be accomplished in several 
ways:
• Centrally by an Internet provider
• At the server level on the library’s LAN or WAN
• An individually installed end-point filter on each  
 computer
• Through the Wireless Access Point or SSID
• Any combination of techniques.

Get started
Learn more at: Cisco.com/go/erate
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http://www.fcc.gov/consumers/guides/childrens-internetprotection-act
http://www.usac.org/e-rate/
http://www.ala.org/advocacy/advleg/federallegislation/cipa
http://www.tsl.texas.gov/ld/pubs/filters/filtering.html
https://www.ala.org/advocacy/sites/ala.org.advocacy/files/content/advleg/federallegislation/cipa/cipatext.pdf
https://www.ala.org/advocacy/sites/ala.org.advocacy/files/content/advleg/federallegislation/cipa/cipatext.pdf
https://docs.fcc.gov/public/attachments/FCC-03-188A1.pdf
https://www.cisco.com/c/en/us/solutions/industries/education/us-education/resources/e-rate.html

