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Communications
Products engineering

USA: Support

NCP engineering, Inc. NCP offers support for all international users

444 Castro Street, Suite 711 by means of Fax and Email.

Mountain View, CA 94041

Tel.: +1 (650) 316-6273 Email Addresses

Fax: +1 (650) 251-4155 helpdesk@ncp-e.com (English)
support@ncp-e.com (German)

Germany:

NCP engineering GmbH Fax

Dombuehler Str. 2 +1 (650) 251-4155 (USA)

D-90449 Nuremberg +49 (911) 9968-458 (Europe)

Tel.:  +49 (911) 9968-0

Fax: +49 (911) 9968-299 When submitting a support request, please

include the following information:
Internet

http://www.ncp-e.com exact product name

serial number

version number

an accurate description of your problem
any error message(s)

Email
info@ncp-e.com

vVVvyvYyyvyy

Copyright

While considerable care has been taken in the preparation and publication of this manual, errors in
content, typo-graphical or otherwise, may occur. If you have any comments or recommendations con-
cerning the accuracy, then please contact NCP. NCP makes no representations or warranties with re-
spect to the contents or use of this manual, and explicitly disclaims all expressed or implied warranties
of merchantability or suitability of use for any particular purpose.

Furthermore, NCP reserves the right to revise this publication and to make amendments to the con-
tents, at any time, without obligation to notify any person or entity of such revisions or changes. This
manual is the sole property of NCP and may not be copied for resale, commercial distribution or trans-
lated to another language without the express written permission of NCP engineering GmbH.

All trademarks or registered trademarks appearing in this manual belong to their respective owners.

© 2012 NCP engineering GmbH, All rights reserved.
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1. Revision History
This document outlines the configuration of a Junos based Juniper VPN gateway and the NCP VPN

SECURE COMMUNICATIONS Wl

client.

Junos Version NCP Client Version Date

10.0R3.10 9.22 Build 63 2010-06-23

10.1R1.8 2010-08-18
2010-09-08
2010-10-20

10.4R1.9 9.23 Build 64 2011-01-14

11.1R2.3 9.24 Build 65 2011-05-13

Network Diagram

The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2
Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which pro-
vides for RADIUS authentication.

Juniper SRX210
10.20.10.210

192.168.66.1

Juniper SSG5
10.20.10.211

192.168.66.2
IP Pool:
172.16.100.0/24

| 10.20.10.111 10.20.10.112

Juniper NCP
= Client =

Test

N

[7;]
D
'2
8

192.168.66.0/24

192.168.66.10 I

I

vpnuseri
Password12

IP Pool:
192.168.66.100+
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2. Remote Access VPN with Xauth and Radius

In this example, the following configuration applies:
» Internal LAN interface fe-0/0/7

» Internal LAN interface ge-0/0/0 in zone you create a new group IKE ID user named”NCP
Users”. You configure it to accept up to 10 Phase 1 negotiations concurrently from VPN clients
with preshared keys containing an IKE ID ending with the string juniper.net. The seed value for
the preshared key is Tunneling123. You name the dialup IKE user group Office.

192.168.66.10

192.168.66.0/24 Ig Radius Server

-

192.168.66.1
Juniper SRX210
10.20.10.210

e
&

Radius Configuration

E servervgogger  HEpF
E_ Server Manager =101

‘| Fie  Acon View Help

S alls A Ea] ] Use Windows authentication for all users Properties
ila Server Manager (WIN-M88G5K41T]
= 5 Roles

El [ Network Policy and Access

"Overview | Condtions ~ Seftings |

Configure the settinas for this network oolicy.

EL" NP5 (Local) LRI A dd Standard RADIUS Attribute
| RADIUS Clients anc
B = Policies Settings:  To add an attribute to the settings, select the attibute, and then click Add
(- Connection Rec Requir » _ . ;
“ Network Policies Metho Edadd a custom or predefined Vendor Specific attribute, close this dialog and select Vendor Specific, and then click
= "
| Health Policies % B :
G Au
&, Network Access Pre ~ Access type:
B, Accounting Forwar lm‘i Attribute Information
Reque
il Templates Manager Rl ;
. Attribute name
= [ Routing and Remate Ac E X Framed-IP-Netmask
B Network Interfaces s Atributes =
= ports % Name Attribute number. a|
Q Remote Access Log Specill | Famed Compressio &
& Pud o] At | Framed-nterface-ld  Attribute format: |
B P IntemetAddress

RapIy | Framed-IP-Address

5 Web Server (115) FramecHP-Netmask i e value

i Features Framed-IPvé-Pool

= [265.255.256.0]
@ Diagnostics Framed-IPv6-Prefoc I
i} Configuration Cramad 1Dy B da =
24 Storage L’; t
i

D 1

Specifies the |P subnet mask that is configured for the user.

[ EI—
|
ﬂ,: ok | camcdl | Al
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E_cerver Manage - 1Ol'x

|| File Action View Help
&= Al

B [ Roles Network Policies -
(= " Network Policy and Access © Net [T ——
= & NS (Local) | conl
=] RADIUS Clients ang - Overview | Conditions | Constraints ~ Settings |
3 ] Poicies Policy Name

| Connecton Rec -'—:’—H G e T e e T
. Network Policie: uniper If conditions and constraints match the connection request and the policy grants access, settings are applied.

| Health Polides )
B, Network Access Prc [Connectic Selings

&, Accounting || [ FADIUS Atributes To send addtional attibutes to RADIUS clisnts. select a RADIUS standard atribute, and
il Templates Manager then ciick Edt. f you do not configure an attibute, € is not sent to RADIUS clints. See
=] @ Routing and Remote Ac your RADIUS client documentation for required attributes.

B Network Interfaces Vendar Specilic
& Ports Condtions Metwork Access Protection
3 Remote Access Log %, N&F Enforcement

E Ipve Condition Atributes
B s Access C /8 Extended Stale Name [ Value |
fﬂ “]':’E" Server (I1S) Routing and Remote Access Framed-Protocel PP
+ eatures - .
g Drmgotics & Mulink and Bandwidth Senvce-Type Framed
i Configuration Allacation Protocol [BAP) Framed-IP-Netmask  255.255.255.0

5 storage T IPFilters
Settings -~ % Enciyption

“Settin o, IP Settings
Access P R |

Remove

\
N —
_ o | Cencd | fiue)

In order for the IP address to be passed to the client
it is important to define the Framed-IP-Netmask RADIUS attribute as shown here.

3. Juniper Gateway CLI

Interfaces

set interfaces ge-0/0/0 unit 0 family inet address 10.20.10.210/16
set interfaces fe-0/0/7 unit O family inet address 192.168.66.1/24

Security Zones

set security zones security-zone trust interfaces fe-0/0/7.0
set security zones security-zone untrust interfaces ge-0/0/0.0

Host-inbound Services

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone untrust host-inbound-traffic system-services ssh
set security zones security-zone untrust host-inbound-traffic system-services ping

Address book
set security zones security-zone trust address-book address local-net 192.168.66.0/24

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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Access Profiles

set access profile xauth-users authentication-order radius

set access profile xauth-users session-options client-idle-timeout 180

set access profile xauth-users radius-server 192.168.66.10 port 1812

set access profile xauth-users radius-server 192.168.66.10 secret “secret”

IKE Proposals

set security ike proposal PSK-AES128-SHA1-DH2 authentication-method pre-shared-keys
set security ike proposal PSK-AES128-SHA1-DH2 dh-group group2

set security ike proposal PSK-AES128-SHA1-DH2 authentication-algorithm shal

set security ike proposal PSK-AES128-SHA1-DH2 encryption-algorithm aes-128-cbc

set security ike proposal PSK-AES128-SHA1-DH?2 lifetime-seconds 28800

set security ike proposal PSK-AES256-SHA1-DH2 authentication-method pre-shared-keys
set security ike proposal PSK-AES256-SHA1-DH2 dh-group group2

set security ike proposal PSK-AES256-SHA1-DH2 authentication-algorithm shal

set security ike proposal PSK-AES256-SHA1-DH2 encryption-algorithm aes-256-cbc

set security ike proposal PSK-AES256-SHA1-DH2 lifetime-seconds 28800

IKE Policies

set security ike policy dialup-ike-policy mode aggressive

set security ike policy dialup-ike-policy proposals PSK-AES128-SHA1-DH2

set security ike policy dialup-ike-policy pre-shared-key ascii-text “Tunneling123”

IKE Gateway (Phase 1) with dynamic peer as U-FQDN

set security ike gateway dialup-ike ike-policy dialup-ike-policy

set security ike gateway dialup-ike dynamic user-at-hostname user@juniper.net
set security ike gateway dialup-ike external-interface ge-0/0/0

Shared IKE User Limit and Xauth

set security ike gateway dialup-ike dynamic connections-limit 10
set security ike gateway dialup-ike dynamic ike-user-type shared-ike-id
set security ike gateway dialup-ike xauth access-profile xauth-users

IPsec Proposals

set security ipsec proposal ESP-AES128-SHA protocol esp

set security ipsec proposal ESP-AES128-SHA authentication-algorithm hmac-shal-96
set security ipsec proposal ESP-AES128-SHA encryption-algorithm aes-128-cbc

set security ipsec proposal ESP-AES128-SHA lifetime-seconds 28800

set security ipsec proposal ESP-AES256-SHA protocol esp

set security ipsec proposal ESP-AES256-SHA authentication-algorithm hmac-sha1-96
set security ipsec proposal ESP-AES256-SHA encryption-algorithm aes-256-cbc

set security ipsec proposal ESP-AES256-SHA lifetime-seconds 28800

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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IPsec Policies

set security ipsec policy dialup-ipsec-policy perfect-forward-secrecy keys group2
set security ipsec policy dialup-ipsec-policy proposals ESP-AES128-SHA

IPsec VPN with IKE Gateway and IPsec Policy

set security ipsec vpn dialup-vpn ike gateway dialup-ike

set security ipsec vpn dialup-vpn ike ipsec-policy dialup-ipsec-policy
set security ipsec vpn dialup-vpn establish-tunnels on-traffic

IPsec VPN Security Policy for incoming Tunnel Traffic

edit security policies from-zone untrust to-zone trust

## [edit security policies from-zone untrust to-zone trust]
set policy dialup-unt-tr match source-address any
set policy dialup-unt-tr match destination-address local-net
set policy dialup-unt-tr match application any
set policy dialup-unt-tr then permit tunnel ipsec-vpn dialup-vpn
exit

Security Policy for Internet Traffic
edit security policies from-zone trust to-zone untrust
#4# [edit security policies from-zone trust to-zone untrust]
set policy any-permit match source-address any
set policy any-permit match destination-address any
set policy any-permit match application any
set policy any-permit then permit source-nat interface
exit

TCP-MSS to eliminate fragmentation of TCP traffic across Tunnel
set security flow tcp-mss ipsec-vpn mss 1350

Save and commit configuration
commit

SECURE COMMUNICATIONS Wl
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4. NCP Client Wizard:

4.1. Connection Type

Configuration > Profiles > Add/Import
Link to Corporate Network Using IPsec: (select)

> Next

4.2. Profile Name

Configuration

Profile Name: Juniper Junos VPN

> Next

4.3. VPN Gateway Parameters

Gateway (Tunnel Endpoint): 10.20.10.210

Extended Authentication (XAUTH): (select)
UserID: vpnuserl
Password: Password12
Password (confirm): Password12

> Next

SECURE COMMUNICATIONS Wl

[ ticP Secure clentsuner =10l =loix
Connection Configuration Log View Help.
Fuolle Conneston
[ WM 5] oow
Frofle N Ic: [ Phone Nurber |
L JunPer
@8
Statistics: o
Data (7x) nByle: 365 Tmeonine: 000151
Dats (R inByte: 0 Timeout (sech 0 s+
Speed (KBytels): 0,000 | Encryption
Add ! Import = = | et |
Software notyet activated ==
(Vald for another 30 days) [

nnnnnnnnnnnn

& Link to Comporate Network Using IPsec
Create a link to the corporate network aver  vitual rivale network (VPN secure
IPsse.

 Profile Import
Impart a configuration fie you may akeady have (=ini*spd]

o e

Mew Profile Wizard [ ] E
Profile Name m

Enter the profile name of the connection

The connection may be given a descriptive name. Enter a name in the following field.

Profile: Mame:
IJ uriper Junos YPN|

< Back | Mext » I Cancel |

New Profile Wizard [ x|
! ¥PH Gateway Parameters
| To which YPH gateway should the connection be m
established?

Enter the DMS name [i.e. vpnserver.domain.com] or the official IP address [le. 212.10.17.29) of
the YPN gateway vou want to connect to.

Using Extended Authentication [AUTH) you can enter the user ID and password for the
authentication. |f no authentication data are entered they will be requested when establishing the
connechion.

EE Gateway [Tunnel Endpoint)
1 | [CEAEL

V' Extended Authentication [FRAUTH)
@ User ID:

vanuser‘l

Pazsword: Paszword [confirm]:

< Back | Mest > I Cancel

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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New Profile Wizard [ x|

4.4. Exchange Mode S
. ] sec Configuration

EXChange MOde: aggreSS|Ve mode Configure the basic IPzec parameters m p

PFS Group: DH-Group 2 ]

The basic IPzec parameters can be specified here. The IPzec negatigtions will use “automatic
mode" which are pre-defined [default] proposals.
i I the event that uniquely defined IKE- # IPsec policies are to be used, these can then be
> NeXt defined and assigned using the policy editor under IPsec General Settings.

Exchange Mode
Iaggressive mode j

EFS Group:

< Back | Mest » I Lancel |

4.5. Pre-shared Key !
Pre-shared Key
Sha red Secret_ Tu nnel | ng 123 : Common Secret for D ata Encryption m
Confirm Secret: Tunneling123
- Y] o Ashared t -shared ki d it th tion. This th ds to b
Local Identity (IKE):  Fully Qualified Username  ideniialy confoued on both siles VPN clent ard VPN gatewasl
ID: USGI’@] un | per. net Enter the appropriate value for the [KE |0 according to the selected 1D bype.
%i}h Pre-shared Key
> NeXt | Shared Secret; Caonfim Secret:
I xxxxxxxxxxxxxxxxxxxxxxxx
Lacal Identity [IKE]
= Tupe: IFuIIy Qualified Usermame j
1D Iuser@iuniper.neﬂ
< Back | Hext » I LCancel |
4.6. IPsec Configuration: IP Addresses
IP Address Assignment: Local IP Address IPsec Configuration - IP Addresses NC
Agzzigning the [P address to the client
Specify which IP address the client iz going to use. By selecting "Use IKE Config Mode' the
client's [P address iz dynamically assighed by the VPN gateway.
Furthermore, define where the DNS A WINS servers (if used] can be found.
E@ IP Address Assignment
18
> Next > OK e
1P Address:
joooo
DS AWINS Servers
= DNS Server: WINS Server
joooo jo.ooo

< Back | Mest » I LCancel
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er Junos VPN

Edit the Profile to specify specific : -~ Basic Setings
Profile > Juniper Junos VPN > Edit i Brofle Name

, |Advanced IPsec Options I-Juniper Junns WPN
Identities
IPsec Address Assignment I~ Default Profile after Spstem Reboat

1| Split Tunneling
| Certificate Check

Help | OK I Cancel

i
Line Management: ‘ o

| Connection Configuration Log View Help

Inactivity Timeout: set to 0 2w | T o |

[[Profile Name [ c tion Medium_| Phone Number [4]
JUNIPEL || [ripar.uncs VPN LAN |
l/

B8P Baskc Solings u
m IPsec General S ettings

Advanced Psec Options

Connection Mode: manual -]

0
Data (Tx) inByte: 0 Time oniine:  00:00:00 Spit Tunneing
Data (Rx) in Byte: 0 Timeout (sec): 0 sec Certificate Check

Speed (KBytels): 0,000 Encryption

Software not yet activated
(Valid for another 69 days)

Activation

Hep ok | e |

Profile Settings Juniper Junos VPH ‘_ onfiguration i . ]
IPsec General Settings: r—

Line Management @ Frerm o B

POlICY Edltor Advanced [Psee Options [10z011210

Identiies

1
YT PSKAEST286HADH2
YT PSKADES-SHADH2
¥7 PSKAES25E.SHADH2
%5 IPsec Policy
Y1 ESPAEST2BSHA
%7 ESPDES-MDS
YT ESPAESZGE-GHA

IPsec Address Assignment

Edit and/or Add the appropriate policies B e
as needed

[atomatcmede ]
FPeecFolicy  [aomaticmode 7]
Euch Mode  |aggessvemode  ¥]
PFSGioup  [DHGowpz(i02eB) 7]

Policy Lifefimes Policy Editor

I Hep

| IKE Policy
Basic Getlings e
Li o @ Gatewsy (Tunnel Endpaint) e
02011210
I Atherticaticn | Encryplion | Hash | DH Group:
Psec Address Assignmert PrechoredKey  AES 2568t SHA DH Group 2 (1024 B
S piit Tunneling Foicies
Cetfcats Check @ IKE Policy automalic mode -
1Psec Policy: [autamatic mode -
Exch Mode:  [agmressive mode -
Pre-shared Key ha Add
EFSGoup  [DH-Group 2 (1024 Bi) =
Enciyption: [AES 256 Bit ha P— |
Folcy Lifetimes Folicy Editor
Hash: [sHa =l
DH Group DH-Group 2 (1024 Bit) =

Hee | ok | cendl | He [ o concel |

Psec Policy

r Junos VPN

IR - IPsec General Settings
Line Managenent @ Bty e Erdsr) Hlame:
[Advanced IPsec Optons [i0z011.20
| deriites Protocol [ Enciypiion |
Psee Addtess Assignment £SP AES 256 Bt SHA
St Tunneing Polisies
Cefivate Check @ IKE Policy automatic made -
IPsec Palicy: [ automatic made -
Exch. Mode: aggressive mode A
FFSGoup | DH-Group 2 (1024 B - Protocol ER 2 add
Policy Liclimes Polioy Edior Enciyplion ES 286 Bi - |
Authentication: [sha =

o | o | o S Concel |

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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Select the configured policies from the IKE
Policy and IPsec Policy drop-down menu

Advanced IPsec Options:
Disable DPD (Dead Peer Detection)
Enable this option by marking the checkbox

Split Tunneling:

In Remote Networks

enter the VPN network address: 192.168.66.0
/ 255.255.255.0

SECURE COMMUNICATIONS Wl

Profile Settings Juniper Junos VPN [ x|
Basic Settngs — |IPsec General Settings
ﬂE Gateway [Tunnel Endpoint]:
‘ [102010210

|dentities

IPzec Addiess Aszsignment o

Split Turimeling Palicies

Certificate Check @ IKE Folicy: [Pak-AES128-5HADH2 =l
IPsec Policy:  [ESPES128-5HA |
Exch. Made: Iaggrassive mode j
PFS Group: {DH-Group 2 (1024 Bit |

Palicy Lifetimes .. | Palicy Editar ... I

Help | Ok | Cancel |

| P secure client - Juniper Edition EIES| | | profile 98 [=] 3

| Connection Configuration Log View Help

Avaiable Profi

[ Connestion s
I
uriper Junas VRN LIS O | [Show il profies = | Group
| Profile Name. [t Medium_| Phane Number ]
l Juniper |/ Juriper Junos Ve
‘ . Sl [rreT—— ]
YW, i S r~ Advanced Psec Opion

Line Management [ Disable DPD (D ead Peer Detection)

Intervat 20 Sec.

| Lo
—

Statistics:
Data (Tx) in Byte: 0
Data (Rx) in Byte: 0
Spesd (KBytels): 0,000

IPsec Address Assignment
Split Turneling
Certficate Check

“Time online: 00:00:00 T elEtis

Timeout (sec): 0 sec

Encryption:
Activation.

Software not yet activated
(Valid for another 69 days)

[
Profile Settings Juniper Junos VPN [ ]

— Split Tunneling

Concel |

Basic Settings

Line Management

|IPsec General Settings
Advanced |Pzec Options
|dentities

|Psec Address Assignment

Enter the remate |P networks the tunnel should be used for, “Without
entries tunneling will always be uzed.

Fiemate Metworks | Remate |F Met Masks |

Certificate Check

Add N
I Full Local Metwork Enclosure Mode
Help | Ok | Cancel |

ll Profile Settings Juniper Junos VPN [ x|

i Split Tunneling

B asic Settings

Line Management

|Psec General Settings
Advanced IPzec Options
Idertities

|Psec Address Assignment

Enter the remote |P netwarks the tunnel should be used for. without
entries tunneling will always be used.

Remote Metworks

| Remote IP Net Mazks |

Certificate Check

192168 66.0

Add Edit

256,256 265.0

| Delete |

™| Full Lozal Metwark Enclasure Mode

Help | k. | Cancel

© NCP engineering = info@ncp-e.com
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Select OK and close all the windows.
Click the connection button to establish the VPN gateway connection.

Log Book

6772010104828 AM _ [PSec: Phase is Ready - kelnde=21 Al skep-1 = - -

B47/201010:4828 A IkeXauthy RECV_<AUTH_REQUEST T =L

/772010104828 AM IkeXouth }IT_XAUTH_REFLY nnection Configurstion Log View Help

672010104828 AN Iksauthy RECV_XALTH_SET ol e

6772010104823 AM  Ikeauth: XMIT_XALTH_ACK. T —— .

6/7/20101048:23AM  IkeCig: name cJuniper > - keXaulh: ener tate open

6/7/201010:48:23 AM  SUCDESS: Ike Extended duthenticaion s ready

6/7/20101048:23 AM  [PSec: Quick Mode is ieady Ikelndiex = 0D0DDDTS, VanSicPart = 500 JunPer

B7/0101048:29AM  [PSes: Assigned IP Address: 102010.11 k =

6/7/20101048:23 M IkeCig: FECY_IKECFG_SET -Juriper Junas VPN _SES—————

647/2010100:48:29 AM  IkeClg: XMIT_ICECF_ACK -Juriper Juncs VPN @9P

6/7/20101048:23 AM  IkeCig name <Juniper > - IeXaulh: e tate apen —~

6/7/201010:48:29 AM  SUCCESS: Ike Extendsd Authentication is ready m

6/7/201010:48:23 AM  [PSec: Quick Mode is Rieady: kel = 00000015, VpnSrcPon - 500

6477200104829 AM  1PSes: Assioned P Address: 192 168.66.101 tatitics:

6/7/20101048:30 AM  IkeBuick: XMIT_MSG1_GUICK - Juriper Junos YPN lta (Tyin Byte: O Time onfne:  00:00:18

6/7/20101048:30 AM  IkeMuiok: XMIT_MSG1_OUICK - Junier Junos VPN joa Ry Byte: 0 Timeout (sec): 0 sec

BA7/201010:48 30 AM  IkeQuick: RECY_MS G2_QUICK - Juniper Junos VPN [peed (KBytels): 0,000 Encryption: AES 128

6/7/201010:48:30 AM  IkeQuick: Turring on PFS mode{luriper Junos VPH) with gioup 2 [ tware not yet actvated

647/201010:48:30 AM  Ikeluick: <MIT_MSG3_GUICK - Juniper Junos PN i e e Activaton
hiid for another 62 days)

6/7/201010:4830 4M  Ikefuick. phase2name{Juriper Junos VPN - connected
6/7/201D10:4330 A SUCCESS: lke phase 2 (quick mods) ready

67/2010 104830 AM  IPSec: Crealed an IPSEC 54 with the following characteristcs -

6772010104330 AM  IpSrcRange=[1020.10111-10.20.10.11111pDstR ange=[182 168 66.0-132.158.65 255 IpProt=0.SrcPor.
672010104830 AM  IPSec: connected: LifeDuration in Seconds = 20160 and in KioBytes =0

67/2010 104330 A IPSec: Connected to Juniper Junas VPN an charnel 1

6/7/2010 14830 A PPP{pcp): connected o Juriper Junos VPN with IP Address: 192.158.66.101

6772010104330 A SUCCESS: IpSee connection ready

6/7/201010:4330 AM  Ikefuick: RECY_MSG2_QUICK - Juniper Junos VRN

6/7/201010:4830 AM  lkefQuick: Turing on PFS mods{Juriper.Junos VPN) with group 2

6/7/201010:48.30 AM  Ikcefuick.: XMIT_MSG3_QUICK - Juriper Junos ¥PN

6/7/201D 104330 AM  Ikefuick. phase2namei{Juriper Junos VPN) - connected

872010104330 A SUCCESS: ke phase 2 (avick mods] ready

6/7/2010 104330 AM  IPSec: Created an IPSEL 54 with the following characteristcs -

7200104330 AM  IpSrcRange=[192.168.65 101-192.168.66.101]JpDstR ange={192 166.66.0-1 92.168.65.255]IpProt=0 5.
67/2010 104330 AM  IPSec: connected: LifeDuration in Seconds = 20160 and in KioBytes =0

6/7/201D10:4333 A SUCCESS: Link > <Juniper Junos VPH> IP address assigned to P stack -link is operationsl

ClarSeren | Create Fie Help

5. Remote Access VPN with Xauth and Active Directory

The following configuration is used for Active Directory configuration.

On the Juniper SRX gateway you need to configure the LDAP Server and options:

access {
profile xauth-users {
authentication-order Idap;
by
Idap-options {
base-distinguished-name cn=users,dc=vpnaccess,dc=local;
search {
search-filter sSAMAccountName=;
admin-search {
distinguished-name cn=Administrator,cn=Users,dc=vpnaccess,dc=local;
password "$9$VebgazZGi.fzDiORSeXxDikgmTz369tu"; ## SECRET-DATA

by
by
by
Idap-server {
192.168.66.11;

SECURE COMMUNICATIONS Wl
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6. Multiple Subnets

If multiple subnets are referenced in the same policy, the proxy-ids 0.0.0.0/0 are used for both local
and remote!

Apr 20 11:13:47 matched configured proxy ids: re-
mote=ipv4 subnet (any:0, [0..7]=0.0.0.0/0) 1lo-
cal=ipv4 subnet (any:0, [0..7]1=0.0.0.0/0) in vpn: INSTANCE-vpn ncp 0002 0005 0000.

You will need to create multiple policies for this situation. Also you will need to configure as many
VPN entries under ipsec and refer to the same gateway, as the same VPN cannot be used in multi-
ple security policies.

Wrong:
policy tr-utr-ncp { match { source-address [ LAN-ONE LAN-TWO LAN-THREE ];

## Cannot have multiple subnets
destination-address any; application any; } then { permit { tunnel { ipsec-vpn vpn-ncp; }

¥ ¥ b

7. Troubleshooting
The following section provides a few troubleshooting tips.

7.1. Verifying Firewall User Authentication

The following section provides information on how to display the firewall authentication user
history.

To provide higher level of debug information, traceoptions can be used in the firewall
authentication:

firewall-authentication {

traceoptions {

flag {

all <detail | extensive | terse>;
authentication <detail | extensive | terse>;
proxy <detail | extensive | terse>;

Use the show security firewall-authentication CLI command to display information on authenticated
firewall users. For more information, see the JUNOS Software CLI Reference.

user@host# show security firewall-authentication history

History of firewall authentication data: Authentications: 2 Id Source Ip Date
Time Duration Status User 1 99.99.99.1 2007-10-12 21:24:02 0:00:24 Failed troy 2
99.99.99.1 2007-10-12 21:24:48 0:00:22 Success voyager user@host> show security
firewall-authentication history identifier 1 Username: troy Source IP: 99.99.99.1
Authentication state: Failed Authentication method: Pass-through using Telnet
Access start date: 2007-10-12 Access start time: 21:24:02 Duration of user ac-
cess: 0:00:24 Policy name: Ilnx2-telnet-1lnxl Source zone: dl2 Destination zone:

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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dll Access profile: wonder Bytes sent by this user: 0 Bytes received by this
user: 2660 Client-groups: Sunnyvale Bangalore user@host> show security firewall-
authentication users Firewall authentication data: Total users in table: 1 Id
Source Ip Src zone Dst zone Profile Age Status User 3 99.99.99.1 dl2 dll
wonder 1 Failed TechPubs wuser@host> show security firewall-authentication
users identifier 3 Username: TechPubs Source IP: 99.99.99.1 Authentication state:
Failed Authentication method: Pass-through using Telnet Age: 1 Access time
remaining: 9 Source zone: dl2 Destination zone: dll Policy name: lnx2-telnet-lnxl
Access profile: wonder Interface Name: ge-0/0/1.0 Bytes sent by this user: 0
Bytes received by this user: 1521

What it Means
The output displays information about firewall users authenticating to the network.
Verify the following information:
» Number of firewall users who successfully authenticated and firewall users who failed to log in.

» Details on each firewall user trying to authenticate.

7.2. Traceoptions (Flow)

Syntax

traceoptions {
file filename <files number > <match regular-expression > <size maximum-file-size >
<world-readable | no-world-readable>;
flag flag ;

by

Hierarchy Level
[edit security flow]

Release Information
Statement introduced in Release 8.5 of JUNOS software.

Description
Configure flow tracing options.
This statement is supported on J-series and SRX-series devices.

© NCP engineering = info@ncp-e.com = www.ncp-e.com = v1.1 = Subject to change without notice
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7.3. Traceoptions (IKE)

Syntax
traceoptions {
file filename {
<files number >;
<match regular-expression >;
<size maximum-file-size >;
<world-readable | no-world-readable>;

by
flag flag ;

}

Hierarchy Level
[edit security ike]

7.4. Traceoptions (IPsec)

Syntax

traceoptions {
flag {
all;
next-hop-tunnel-binding;
packet-drops;
packet-processing;
security-associations;

¥
¥

Hierarchy Level
[edit security ipsec]

7.5. Traceoptions General

SECURE COMMUNICATIONS Wl

set system processes general-authentication-service traceoptions flag all

i.e. for authd /var/log/authd

set security firewall-authentication traceoptions flag all i.e. for fwauthd /var/log/fwauthd
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8. Table 1: IPsec Services Operational Mode Commands

Task

Adaptive Services Interface

Delete certificate authority (CA) digital certificates from the router.

Delete manually generated local digital certificate requests from the router.
Delete all CRLs from the router.

Delete local digital certificates, certificate requests, and the corresponding pub-
lic/private key pairs from the router.

Delete local and remote certificates from the IPsec configuration memory cache.
Clear IPsec statistics.

Clear either Internet Key Exchange (IKE) or IPsec VPN security associations.

Request a digital certificate from a CA online by using the Simple Certificate
Enrollment Protocol (SCEP).

Manually load a CA digital certificate from a specified location.

Manually install a CRL on the router.

Manually generate a local digital certificate request in the Public-Key Cryptog-
raphy Standards #10 (PKCS-10) format.

Generate a Public Key Infrastructure (PKI) public and private key pair for a local
digital certificate.

Request a CA to enroll and install a local digital certificate online by using the
SCEP.

Manually load a local digital certificate from a specified location.

Switch between the primary and backup IPsec VPN tunnels.

Display information about certificate authority (CA) digital certificates installed in
the router.

Display information about manually generated local digital certificate requests
that are stored in the router.

Display information about the local digital certificates and the corresponding
public keys installed in the router.

Display local and remote certificates installed in the IPsec configuration memory
cache that are used for the IKE negotiation.

Display IKE VPN security associations for service sets.

Display IPsec VPN security associations for service sets.

Display IPsec VPN statistics for service sets.

Encryption Interface

Clear Internet Key Exchange (IKE) security associations.
Clear IPsec security associations.

Switch between primary and backup interfaces and tunnels.
Obtain a public key certificate from a certification authority.

Generate a public and private key pair.
Add a certificate provided by the Juniper Networks certificate authority.

Command

clear security pki ca-certificate
clear security pki certificate-request

clear security pki crl
clear security pki local-certificate

clear services ipsec-vpn certificates
clear services ipsec-vpn ipsec statistics
clear services ipsec-vpn ike security-
associations

clear services ipsec-vpn ipsec security-
associations

request security pki ca-certificate
enroll

request security pki ca-certificate load
request security pki crl load

request security pki generate-
certificate-request

request security pki generate-key-pair

request security pki local-certificate

enroll

request security pki local-certificate
load

request services ipsec-vpn ipsec
switch tunnel

show security pki ca-certificate

show security pki certificate-request

show security pki local-certificate

show services ipsec-vpn certificates

show services ipsec-vpn ike security-
associations

show services ipsec-vpn ipsec securi-
-associations

show services ipsec-vpn ipsec
statistics

clear ike security-associations
clear ipsec security-associations
request ipsec switch

request security certificate (signed)
request security certificate (unsigned)

request security key-pair
request system certificate add
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Display IKE security association information. show ike security-associations
Display the IPsec certificate database. show ipsec certificates

Display primary and backup interface and tunnel information. show ipsec redundancy

Display IPsec security association information. show ipsec security-associations
Display installed certificates signed by the Juniper Networks certificate authority. | show system certificate
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Network Diagram

The following simple network is used for testing. The Test Server runs on Windows Server 2008 R2 Enterprise. It runs a Web Server (IIS 7) as well as Network Policy and Access Service, which provides for RADIUS authentication.
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In this example, the following configuration applies: 

Internal LAN interface fe-0/0/7

Internal LAN interface ge-0/0/0 in zone you create a new group IKE ID user named”NCP 
Users”. You configure it to accept up to 10 Phase 1 negotiations concurrently from VPN clients with preshared keys containing an IKE ID ending with the string juniper.net. The seed value for the preshared key is Tunneling123. You name the dialup IKE user group Office.

[image: ]

Radius Configuration
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In order for the IP address to be passed to the client 
it is important to define the Framed-IP-Netmask RADIUS attribute as shown here.



[bookmark: _Toc320179762]Juniper Gateway CLI

Interfaces

set interfaces ge-0/0/0 unit 0 family inet address 10.20.10.210/16

set interfaces fe-0/0/7 unit 0 family inet address 192.168.66.1/24



Security Zones

set security zones security-zone trust interfaces fe-0/0/7.0

set security zones security-zone untrust interfaces ge-0/0/0.0



Host-inbound Services

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone untrust host-inbound-traffic system-services ssh

set security zones security-zone untrust host-inbound-traffic system-services ping



Address book

set security zones security-zone trust address-book address local-net 192.168.66.0/24




Access Profiles

set access profile xauth-users authentication-order radius

set access profile xauth-users session-options client-idle-timeout 180

set access profile xauth-users radius-server 192.168.66.10 port 1812

set access profile xauth-users radius-server 192.168.66.10 secret “secret”



IKE Proposals

set security ike proposal PSK-AES128-SHA1-DH2 authentication-method pre-shared-keys

set security ike proposal PSK-AES128-SHA1-DH2 dh-group group2

set security ike proposal PSK-AES128-SHA1-DH2 authentication-algorithm sha1

set security ike proposal PSK-AES128-SHA1-DH2 encryption-algorithm aes-128-cbc

set security ike proposal PSK-AES128-SHA1-DH2 lifetime-seconds 28800

set security ike proposal PSK-AES256-SHA1-DH2 authentication-method pre-shared-keys

set security ike proposal PSK-AES256-SHA1-DH2 dh-group group2

set security ike proposal PSK-AES256-SHA1-DH2 authentication-algorithm sha1

set security ike proposal PSK-AES256-SHA1-DH2 encryption-algorithm aes-256-cbc

set security ike proposal PSK-AES256-SHA1-DH2 lifetime-seconds 28800



IKE Policies

set security ike policy dialup-ike-policy mode aggressive

set security ike policy dialup-ike-policy proposals PSK-AES128-SHA1-DH2

set security ike policy dialup-ike-policy pre-shared-key ascii-text “Tunneling123” 



IKE Gateway (Phase 1) with dynamic peer as U-FQDN

set security ike gateway dialup-ike ike-policy dialup-ike-policy

set security ike gateway dialup-ike dynamic user-at-hostname user@juniper.net

set security ike gateway dialup-ike external-interface ge-0/0/0



Shared IKE User Limit and Xauth

set security ike gateway dialup-ike dynamic connections-limit 10

set security ike gateway dialup-ike dynamic ike-user-type shared-ike-id

set security ike gateway dialup-ike xauth access-profile xauth-users



IPsec Proposals

set security ipsec proposal ESP-AES128-SHA protocol esp

set security ipsec proposal ESP-AES128-SHA authentication-algorithm hmac-sha1-96

set security ipsec proposal ESP-AES128-SHA encryption-algorithm aes-128-cbc

set security ipsec proposal ESP-AES128-SHA lifetime-seconds 28800

set security ipsec proposal ESP-AES256-SHA protocol esp

set security ipsec proposal ESP-AES256-SHA authentication-algorithm hmac-sha1-96

set security ipsec proposal ESP-AES256-SHA encryption-algorithm aes-256-cbc

set security ipsec proposal ESP-AES256-SHA lifetime-seconds 28800






IPsec Policies

set security ipsec policy dialup-ipsec-policy perfect-forward-secrecy keys group2

set security ipsec policy dialup-ipsec-policy proposals ESP-AES128-SHA



IPsec VPN with IKE Gateway and IPsec Policy

set security ipsec vpn dialup-vpn ike gateway dialup-ike

set security ipsec vpn dialup-vpn ike ipsec-policy dialup-ipsec-policy

set security ipsec vpn dialup-vpn establish-tunnels on-traffic


IPsec VPN Security Policy for incoming Tunnel Traffic

edit security policies from-zone untrust to-zone trust

	## [edit security policies from-zone untrust to-zone trust]

set policy dialup-unt-tr match source-address any

set policy dialup-unt-tr match destination-address local-net

set policy dialup-unt-tr match application any

set policy dialup-unt-tr then permit tunnel ipsec-vpn dialup-vpn

exit



Security Policy for Internet Traffic

edit security policies from-zone trust to-zone untrust

	## [edit security policies from-zone trust to-zone untrust]

set policy any-permit match source-address any

set policy any-permit match destination-address any

set policy any-permit match application any

set policy any-permit then permit source-nat interface

exit



TCP-MSS to eliminate fragmentation of TCP traffic across Tunnel

set security flow tcp-mss ipsec-vpn mss 1350



Save and commit configuration

commit
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[bookmark: _Toc320179763]NCP Client Wizard:

[bookmark: _Toc320179764]Connection Type

Configuration > Profiles > Add/Import

Link to Corporate Network Using IPsec: (select)


> Next


















[bookmark: _Toc320179765][image: ]Profile Name

Configuration

Profile Name: 	Juniper Junos VPN

> Next
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[bookmark: _Toc320179766]VPN Gateway Parameters

Gateway (Tunnel Endpoint): 10.20.10.210

Extended Authentication (XAUTH): (select)

	UserID: 		vpnuser1

	Password:		Password12

	Password (confirm):	Password12


> Next







[bookmark: _Toc320179767][image: ]Exchange Mode

Exchange Mode:	aggressive mode

PFS Group: 	DH-Group 2


> Next
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[bookmark: _Toc320179768]Pre-shared Key

Shared Secret:	Tunneling123

Confirm Secret:	Tunneling123

Local Identity (IKE):	Fully Qualified Username

ID:	user@juniper.net


> Next















[bookmark: _Toc320179769][image: ]IPsec Configuration: IP Addresses

IP Address Assignment:  Local IP Address











> Next > OK



















[image: ]Edit the Profile to specify specific 

Profile > Juniper Junos VPN > Edit
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Line Management:

Inactivity Timeout: set to 0
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IPsec General Settings:

Policy Editor

Edit and/or Add the appropriate policies 
as needed
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[image: ]Select the configured policies from the IKE Policy and IPsec Policy drop-down menu






















[image: ]Advanced IPsec Options:

Disable DPD (Dead Peer Detection)

Enable this option by marking the checkbox
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Split Tunneling:

In Remote Networks

enter the VPN network address: 192.168.66.0 / 255.255.255.0
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Select OK and close all the windows.

Click the connection button to establish the VPN gateway connection.
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[bookmark: _Toc320179770]Remote Access VPN with Xauth and Active Directory

The following configuration is used for Active Directory configuration.



On the Juniper SRX gateway you need to configure the LDAP Server and options:



access {

    profile xauth-users {

        authentication-order ldap;

}

    ldap-options {

        base-distinguished-name cn=users,dc=vpnaccess,dc=local;

        search {

            search-filter sAMAccountName=;

            admin-search {

                distinguished-name cn=Administrator,cn=Users,dc=vpnaccess,dc=local;

                password "$9$VebgaZGi.fzDiORSeXxDikqmTz369tu"; ## SECRET-DATA

            }

        }

    }

    ldap-server {

        192.168.66.11;




[bookmark: _Toc320179771]Multiple Subnets

If multiple subnets are referenced in the same policy, the proxy-ids 0.0.0.0/0 are used for both local and remote!



Apr 20 11:13:47 matched configured proxy ids: remote=ipv4_subnet(any:0,[0..7]=0.0.0.0/0)  local=ipv4_subnet(any:0,[0..7]=0.0.0.0/0) in vpn: INSTANCE-vpn ncp_0002_0005_0000.     



You will need to create multiple policies for this situation. Also you will need to configure as many VPN entries under ipsec and refer to the same gateway, as the same VPN cannot be used in multiple security policies.



Wrong:

policy tr-utr-ncp { match { source-address [ LAN-ONE LAN-TWO LAN-THREE ]; 

					## Cannot have multiple subnets                     destination-address any; application any; } then { permit { tunnel { ipsec-vpn vpn-ncp; }                     }                 }             }




[bookmark: _Toc320179772]Troubleshooting

The following section provides a few troubleshooting tips.



[bookmark: _Toc320179773]Verifying Firewall User Authentication

The following section provides information on how to display the firewall authentication user 
history.

	

To provide higher level of debug information, traceoptions can be used in the firewall 
authentication:



firewall-authentication { 

traceoptions {

flag {

all <detail | extensive | terse>; 

authentication <detail | extensive | terse>; 

proxy <detail | extensive | terse>; 



Use the show security firewall-authentication CLI command to display information on authenticated firewall users. For more information, see the JUNOS Software CLI Reference.

user@host# show security firewall-authentication history

History of firewall authentication data: Authentications: 2 Id Source Ip Date Time Duration Status User 1 99.99.99.1 2007-10-12 21:24:02 0:00:24 Failed troy  2 99.99.99.1 2007-10-12 21:24:48 0:00:22 Success voyager  user@host>  show security firewall-authentication history identifier 1 Username: troy Source IP: 99.99.99.1 Authentication state: Failed  Authentication method: Pass-through using Telnet Access start date: 2007-10-12 Access start time: 21:24:02 Duration of user access: 0:00:24 Policy name: lnx2-telnet-lnx1 Source zone: dl2 Destination zone: dl1 Access profile: wonder Bytes sent by this user: 0 Bytes received by this user: 2660 Client-groups: Sunnyvale Bangalore user@host>  show security firewall-authentication users Firewall authentication data: Total users in table: 1 Id Source Ip Src zone Dst zone Profile Age Status User  3 99.99.99.1     dl2   dl1   wonder   1 Failed TechPubs  user@host>  show security firewall-authentication users identifier 3 Username: TechPubs Source IP: 99.99.99.1 Authentication state: Failed  Authentication method: Pass-through using Telnet Age: 1 Access time remaining: 9 Source zone: dl2 Destination zone: dl1 Policy name: lnx2-telnet-lnx1 Access profile: wonder Interface Name: ge-0/0/1.0 Bytes sent by this user: 0 Bytes received by this user: 1521 



What it Means

The output displays information about firewall users authenticating to the network. 
Verify the following information: 

Number of firewall users who successfully authenticated and firewall users who failed to log in. 

Details on each firewall user trying to authenticate. 


[bookmark: _Toc320179774]Traceoptions (Flow)


Syntax

[bookmark: jN33147]traceoptions {

file filename <files number > <match regular-expression > <size maximum-file-size >

<world-readable | no-world-readable>;

flag flag ;

}


Hierarchy Level

[bookmark: jN33188][edit security flow]


Release Information

Statement introduced in Release 8.5 of JUNOS software.


Description

Configure flow tracing options.

This statement is supported on J-series and SRX-series devices.




[bookmark: _Toc320179775]Traceoptions (IKE)


Syntax

traceoptions {

file filename {

<files number >;

<match regular-expression >;

<size maximum-file-size >;

<world-readable | no-world-readable>;

}

flag flag ;

}


Hierarchy Level

[edit security ike]



[bookmark: _Toc320179776]Traceoptions (IPsec)

Syntax

traceoptions {

flag {

all;

next-hop-tunnel-binding;

packet-drops;

packet-processing;

security-associations;

}

}


Hierarchy Level

[edit security ipsec]



[bookmark: _Toc320179777]Traceoptions General

set system processes general-authentication-service traceoptions flag all 
i.e. for authd /var/log/authd

set security firewall-authentication traceoptions flag all i.e. for fwauthd /var/log/fwauthd




[bookmark: _Toc320179778]Table 1: IPsec Services Operational Mode Commands

		Task

		Command



		
Adaptive Services Interface



		Delete certificate authority (CA) digital certificates from the router.

		clear security pki ca-certificate



		Delete manually generated local digital certificate requests from the router.

		clear security pki certificate-request



		Delete all CRLs from the router.

		clear security pki crl



		Delete local digital certificates, certificate requests, and the corresponding public/private key pairs from the router.

		clear security pki local-certificate



		Delete local and remote certificates from the IPsec configuration memory cache.

		clear services ipsec-vpn certificates



		Clear IPsec statistics.

		clear services ipsec-vpn ipsec statistics



		Clear either Internet Key Exchange (IKE) or IPsec VPN security associations.

		clear services ipsec-vpn ike security-associations
clear services ipsec-vpn ipsec security-associations



		Request a digital certificate from a CA online by using the Simple Certificate Enrollment Protocol (SCEP).

		request security pki ca-certificate enroll



		Manually load a CA digital certificate from a specified location.

		request security pki ca-certificate load



		Manually install a CRL on the router.

		request security pki crl load 



		Manually generate a local digital certificate request in the Public-Key Cryptography Standards #10 (PKCS-10) format.

		request security pki generate-certificate-request



		Generate a Public Key Infrastructure (PKI) public and private key pair for a local digital certificate.

		request security pki generate-key-pair



		Request a CA to enroll and install a local digital certificate online by using the SCEP.

		request security pki local-certificate enroll



		Manually load a local digital certificate from a specified location.

		request security pki local-certificate load



		Switch between the primary and backup IPsec VPN tunnels.

		request services ipsec-vpn ipsec switch tunnel



		Display information about certificate authority (CA) digital certificates installed in the router.

		show security pki ca-certificate



		Display information about manually generated local digital certificate requests that are stored in the router.

		show security pki certificate-request



		Display information about the local digital certificates and the corresponding public keys installed in the router.

		show security pki local-certificate



		Display local and remote certificates installed in the IPsec configuration memory cache that are used for the IKE negotiation.

		show services ipsec-vpn certificates 



		Display IKE VPN security associations for service sets.

		show services ipsec-vpn ike security-associations



		Display IPsec VPN security associations for service sets.

		show services ipsec-vpn ipsec security-associations



		Display IPsec VPN statistics for service sets.

		show services ipsec-vpn ipsec statistics



		
Encryption Interface



		Clear Internet Key Exchange (IKE) security associations.

		clear ike security-associations



		Clear IPsec security associations.

		clear ipsec security-associations 



		Switch between primary and backup interfaces and tunnels.

		request ipsec switch



		Obtain a public key certificate from a certification authority.

		request security certificate (signed)

request security certificate (unsigned)



		Generate a public and private key pair.

		request security key-pair



		Add a certificate provided by the Juniper Networks certificate authority.

		request system certificate add



		Display IKE security association information.

		show ike security-associations



		Display the IPsec certificate database.

		show ipsec certificates



		Display primary and backup interface and tunnel information.

		show ipsec redundancy



		Display IPsec security association information.

		show ipsec security-associations 



		Display installed certificates signed by the Juniper Networks certificate authority.

		show system certificate
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6/7/20101048304M  kelQick:phaseZnamelluniper unos VPN) - connecled

G/7/2010 104830AM  SUCCESS: ke phase 2 quick mode) ready

6/7/2010104830AM  IPSec: Created an IPSEL SA withth following characteisics

6/7/2010104830AM  IpSrcRange={10.20.10.111-10.20.10111]IpDstRange={132 168.66.0192.168 66 2551 P
6/7/2010104830AM  PSec: connectec LeDuralion n Seconds = 20160 and i KibBes =0
6/7/201010:4830AM  PSec: Cornested o Jurper Junos YPH on charnel

6/7/2010104830AM  PPP{pca}. connected t Juniper Junas VPN with P Acdress: 192.166.66.101
6/7/2010104830AM  SUCCESS: Ipee connection ready

6/7/20101048304M  IkefQuick: RECY_MSG2_0UICK - Juniper Junos VPN

6/7/20101048304M  IkefQuck: Tuming on PFS modefluriper Junos VP) with group 2

67772010 1048304M  kelQuick: XMIT_MSG3_OUICK - Juipet unos VPN

6/7/20101048304M  kelQick:phaseZnamelluniper unos VPN) - connecled

G/7/2010 104830AM  SUCCESS: ke phase 2 quick mode) ready

6/7/2010104830AM  PSec: Created an IPSEL SA withthe following characteisics

6/7/2010104830AM  IpStcRange=[192.166.66.101-192 168.66.101)JpDsange=[192166.66,0-192 168.66. 255 IpProt-0.5
6/7/2010104830AM  IPSec: connectec LteDuralion n Seconds = 20160 and i KibBes =0

6/7/20101048338M  SUCCESS: Lik > uripet Junos VPH> P addtess assigned o 1P stack -k i opertonal.
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