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SECURE COMMUNICATIONS W

NCP Secure Client — Juniper Edition

Revision History

NCP Client Version Date Changes
9.23 Build 64 2011-01-06 Initial document
9.23 Build 72 2011-03-14 Updated Client version

This document outlines the installation and configuration of the Juniper NCP VPN client.

A. How to obtain the client software
The NCP software can be downloaded from the NCP web site at the following URL:

http://www.ncp-e.com/en/downloads/software.html

Scroll down to the entry "NCP Secure Client - Juniper Edition™ and click on the Download button.

B. How to install the client software

Extract the zip archive into a temporary folder. You will see a folder called “Disk 1” which
contains the installation files.

1. From the Disk 1 folder execute “setup”

1_'1} datal 12{1/2010 4:43 PM iZip archive file

|| datat.hdr 1212010 4:44PM HDR File

453 dataz 12/1/2010 :44PM  iZip archive file

) engine32 9/18/2003 10:21PM  jZip archive file

L | layout.bin 1212010 4:44PM BIM File

L | prod.si 1212010 4:43 PM 51 File
9/3/2003 4:18 AM Application

|| setup.ibt 1212010 4:43 PM IET File

| setup 12/1/2010 443 PM Configuration settings

| setup.inx 1212010 4:39 PM INYX File

Ly -

Select the language for the installation from
i the choices below.
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2. Follow the installation wizard step by step. 3. Click Yes on the License Agreement.

NCP Secure Client - Juniper Edition - Installshield Wizard ﬂ NCP Secure Client - Juniper Edition - InstallShield Wizard 5[

Licenze Agreement Setup Type
Please read the following license agreement carefully “cp Select the setup type that best suits your needs. “cp

SECURE COMMUNICATIONS SECURE CoMMUNCATIONS B
Press the PAGE DOWMN key to see the rest of the agreement. Click the type of setup you prefer.
MCP enginesring Software License Agreement ﬂ
[as of March 2010)
' Typical Program will be installed with the most common options. Recommendsd

The terms of the License for uge by pou, the end user
[referred to herginafter as "the Licensee") of NCP software
are set out below. By reading and accepting this notice,
pou agree to these terms and conditions, so please read the
text below carefully and completely. If vou do not accept

for most ugers.

i Custam You may zelect the optiohs you want to install. Recommended for
the terms of this agreement, pou cannot uze or install the e B
software. LI
Do vou accept all the terms of the preceding License Agreement? If you select Mo, the setup Destination Folder
will close. Ta install MCP Secure Client - Juniper Edition, pou must accept this agreement C:\Program Files [»8E]\MCP4Securellient Browse.. |

IristallEhisld InstalShield

< Back Yes | No I < Back I et » I Cancel |

4, Setup Type is Typical. Click Next. 5. At the end click Finish and reboot the computer.
The restart is a required step and may not be skipped!

iper Edition - InstallShield Wizard

NCP Secure Client - Juniper Edition - InstallShield Wizard x| NCP Secure Client

Setup Status
“cp HC? InstallShield Wizard Complete

SECURE coumUmcATions W

aEcinE couaLmEATIoNS B

MCP Secure Client - Juniper Edition is configuring pour new software installation. ThE InstalShield W.iZﬂ'd has successfuly installed NCF Secure
Client - Juniper Edition. Before pou can use the program, you
must restart your computer.

Installing networking software.
¥ Yes, | want to restart my computer now.

I

€ Mo, | will restart my computer later.

Remove any disks from their drives, and then click Finish to
complete getup.

]
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| rstallShigld

o
< Back Firiish

[Earre

The client installer will sit here for a moment while
installing the networking software. Please be
patient.
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6. Once the computer is booted up again click Yes on the Confirmation dialogue.
{: =T

Connection Configuration Log View Help

Profie Connecian:

| { L Juniper

L RN

Statistics:
<o Tt
Data (Rx) in Bytes: 0 Timeout

Speed (KBytefs): 0 Encrypt ‘wfithout any infringements of features. the software can be used for a testing period of 30 days. After

this periad you cannot use the soltware anymare and pou have to puichase the fcense key
Software not yet activated
Trial version (not started) 1 you wish to start testing the software immeciately or i vou wish to enter the license key, confim
with "yes'.
1f yous wish to start testing the software at 2 later point of time. enter "o’

7. On the next Confirmation screen select No — no need to create a profile at this point.
[ 1P Sccure Clent - Juniper i ol

Connection Configuration Log View Help

Profile: LConnection,

| El
a Juneer

l @S
NG

Statistics:

Data (Tx) in Bytes: 0 Time online: 00:00:00
s wonoses 0 | Tasasiesor 0 x
Speed (KBytels): 0 Encryption:

@ There iz no profile for the YPN dial-up!
Smre not yet activated Activation... .
(Valid for another 30 days) | Do you want ta use the configuration wizard

for creating a profile now?

"

C. How to import a Profile into the client software

Once the client is up and running you can import the provided connection profile as follows.

1. From the client UI chose Configuration - Profiles

- NCP Secure Client - Juniper Edition i im] 5
Connection ConﬁguraﬁoniLog View Help

Profile: Profiles Connection:
I Certificates J

¥ o
&®L -

Statistics:

Data (Tx) in Byte: 0 Time online: 00:00:00
Data (Rx) in Byte: 0 Timeout (sec). 0O sec
Speed (KByte/s):  0.000 Encryption:

Software not yet activated Aty
(Valid for another 30 days) aton... |
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2. In the Profile dialogue window chose “Add/Import” 3. Chose radio button “Profile Import” and click Next
[ < Sccure rent Sunpereiis ST

Connection Configuration Log View Help

i

Connection Configuration Log View Help

Frolile Connection

I
n 0

Frofie: Connecion

Available Profi

[ Awailable Profil

Group: Gioup

[ dpes Show al profies New Profile Wizard
[~ Connection Type [PoficName Connection Type
Profle Name Doe ool o amon NG |PofleName  Gefine typs of comnection

 Manually configure profile © Manually configure profile
Create an Psec YPH profile o a Juniper device. Create an |Psec VPN profii to a Juriper device
" Profile Import & Profile Import
Import a configuration file pou may akeady have [*iri, *<pd]. Impart & configuration file you may alieady have (*ini, *spd)

ddd / Innport Edit Add / Import Edit

< Back | et » I Caneel < Back | Nest > I Cancel

4. In the Import File window navigate to the 5. Select the appropriate file and click Next.
provided configuration ini file.

_ profile =

Available Profil

[“Available Profile:

Group:

[Show all pofiles Group:
Show all profiles - Group
New Profile Wizard x| I P J
New Profile Wizard
=
C )g‘ + Computer - Local Disk (C1)  NCP = v (23 | searchiice Impoit File
Select the import file.
Organize =  New foider = - 0 @ P
X Favorttes Name - | pate modifed [ Tvpe
Juniper _SecureCl_ Win_923_072 3/14/2011 12:05PM  File folder Type or select the location of the file you want to import, The full path has to be entered.
3 Lbrartes | NCPShonLicDB 12/6/2010 10:36 AM e folder
88 juniper.ini 11 12:11PM quratiof
| nepeonfigdunos.ni 6/23/1010 11:01AM  Configuratior
] nepeanfigdscreencs.ini 6/29/2010 11:02AM  Configuratior
@ Filename:
Network —
. IE'\N CPjuniper.ini D
4 | i
File name: IJunlpEr.\m | [import files ini*.spd) |
mE < Back Hest > Cancel
4
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6. In the Profile Import wizard a new Profile will
appear in State “add”. Click Next.

| Profile I8 [=]E3
[~vailable Profie:
Group
|Show ol profiles | Group.
New Profile Wizard [x]

Import Profile
Select the profiles to be imported. m

Allthe profle entries within the imparted fle are listed belaw, Esisting prafile names with the same
name will be overnitten!
Please sslect the profies to be imported.

State
adc

<Back [ Mew> | Concel

SECURE COMMUNICATIONS W

7. Wait for the profile import process to complete
successfully and confirm “Errors: 0” which indicates an error
free installation. Click Finish to complete the process.

. Profile ol
Availatle Profi

Group:

[ Show all profiles = Group

New Profile Wizard [x]

Importing Profiles
Mew profiles are being imported m

The selected prafiles will be mpatted and then added ta yaur profl setfings.

IPsec FOLICY "E
PROFILE "Junipex VEN'

Errors: 0

Creating log file

C:\Users\dems\Documencs\impore . log

‘ | , |:1
< Back | et > | Finish I

8. You will see a new connection profile in the Profile selector window of the client.

= MNCP Secure Client - Juniper Edition [_ 00} I

Connecticn Configuration Log View Help

Profile: LConnection:
IJumiDer WPN j I:ﬁ

‘/ JuniPer

Statistics:

Data (Tx)in Byte: 0 Time online: 00:00:00
Data (Rx) in Byte: 0 Timeout (sec): 0 sec
Speed (KByte/s):  0.000 Encryption

D. How to activate the client software

Once the client is up and running you can enter your license keys and activate the client.

1. First select “License Data and Activation” from the Help menu.

+: NCP Secure Client - Juniper Edition
Connection Cenfiguration Log View

Praofile; Help
IJumipal WM

License Data and Activation

Search for Updates
Client Info Center
‘,.-— Support
3 - Info
#eD

Statistics:

Data (Tx)in Byte: 0 Time cnline: 00:00:00
Data (Rx) in Byte: 0 Timeout (sec): 0 sec
Speed (KByte/s):  0.000 Encryption:
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2. In the License Data window select Activation.

- MNCP Secure Client - Juniper Edition =1 B3

Connection Configuration Log View Help

FErofile: LConnection:

| Juniper VPN =] Eoi

‘ Junieer
=

@ rnstalled S oftware Yersior

Product; MCP Secure Client - Juniper Edition
Wersion: 9.23 Build 72
ServicePack:

Statistics:
Data (Tx) in Byte: 0
Data (Rx) in Byte: 0

rLicensed Software Versioty

Speed (KByte/s):  0.000 ? \P;;D[gizﬁt.: HCF‘ Secure Client - Juniper Edition
: Serial Number:
B TS AR S Type: Trial Yersion [valid for another 30 days)
(Valid for another 30 days) Activation: not activated

—Activation £ Licensing
To enable the full version of the software you have to
purchaze a licenze key from your Juniper reseller and
activate the software.

By hcensing the software you agree to abide by the

termns of the license

Help | Cloze |

3. Select Online Activation

NCP Secure Client [_[O]
Connection Configuration Log View Help

Profile: LConnection:

IJuniper VRN j :E

‘ Junieer
=

Activation Mode
‘wéhat kind of activation mode should be used? m

Statistics:

Data (Tx) in Byte ) o
Data (Fx) in Byte & Online Activation

Speed (KBytels) During the online activation process, icense data will be generated, submitted to and
verified by an MCP activation server.
Software not ye After a successful verification the MCF Secure Client - Juniper Edition software is then

(Valid for anoth enabled as a full version,

" Dffline Activation

The licensing infarmation has to be entered, which iz used to generate an activation data
file (step 1] and then must be submitted [via the browser] ta the MCP activation server

The Activation Server will respond with an activation code which is reguired in step 2. The
activation code is needed to enable the full version,

< Back | Mext » I Cancel
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4. In the License Data window enter your License Key and Serial Number. Then click Next.

+ NCP Secure Client - Juniper Edition M=
Connection Cenfiguration Log View Help

Profile: Connection:
[ =10 e

‘ Juniper
=

License Data
Flease insert license data

Statistics:

Data (Tx} in Byte Flease enter the following data for the MCP Secure Client - Juniper Edition Software.
Data (Rx) in Byte

Speed (KByte/s)

Software not ye {‘/9 License key:
(Valid for anoth

[z - [3458 - [7e30 - 1234 - [s678

Serial Number:

| 22486724

< Back | Next > I Cancel |

Now wait and observe for the Online Activation process to be completed.

5. Wait for the status “Successful software activation”. Then click Finish.

- NCP Secure Client - Juniper Edition [_[E] ]
Connection Configuration Log View Help

Profile: Connection:
[inrven A wow

‘ Juniper
- Software Activation Wizard

Online Activation Status
Online activation has been processed. m

Statistics:

Data (Tx} in Byte Cannection ta the internet will be established and online activation processed
Data (Rx) in Byte
Speed (KByte/s)

¥ Activation data have been generated
Software not ye v Aclivation data have been transmitted
(Valid for anoth: v Software has been activated

v Licenze data hags been updated

< Back | Finish I Cancel
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6. Your client is now licensed and ready to use. Click on the Close button to finish the process.

- NCP Secure Client - Juniper Edition 9 =1

Connection Configuration Log View Help

Profile: Lonnection:

IJuniper WPM j LEI

l L i{nlper

@ r~Installed Software Yersior
Product: MCP Secure Client - Juniper Edition
Wersion: 9.23 Build 72
ServicePack:

Statistics:
Data (Tx)in Byte: 0
Data (R=) in Byte: 0

rLicenzed Software Yersion

. Froduct: MCP Secure Client - Juniper Edition
Speed (KByte/s):  0.000 ? o e
_ Sernial Number:
Soﬂ_ware not yet activated Tupe: Full Wersian
(Valid for another 30 days) Ayt oK

—Activation £ Licensing

To enable the full verzion of the software pou have to
purchase a license key from vour Juniper reseller and
activate the software.

By hcensing the sotbware pou agree to atide by the

termns of the license

Help | Cloze |
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