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1. Introduction
Welcome to the Easy Guide “Connecting an iOS Device to a NCP Secure VPN Server”.

The Easy Guides are meant to provide an easy step by step installation guide to achieve a special
VPN setup in less than 20 pages. If you need more information about how a VPN works or a more
detailed description how to set a NCP Secure VPN Server up, please have a look at the Quick Confi-
guration Guide for Secure VPN Server or the manual of the Secure VPN Server.

Please note that we also offer a wide range of easy to use VPN Clients for different operating sys-
tems (like Windows 7) and support the native IPsec client on iOS devices like the iPhone and iPad
or the native L2TP over IPsec Client on Android devices. For more Information please visit us at
http://www.ncp-e.com .

If you should encounter any error in this document, if you have any suggestions for improvement
or if you have any trouble setting up the scenario, please send an email to easyguide@ncp-e.com.

2. Installation of the Secure VPN Server

We provide a 30 day test version of the Secure VPN Server for Windows and Linux operating sys-
tems which is only limited to 5 concurrent connections.

To get a test version please write an email to sales@ncp-e.com or register on our web site at
https://www.ncp-e.com/en/service/login/userregistration.html?no cache=1

2.1. Virtual VPN Network

Upon installation each VPN server requests a virtual IP address. The virtual VPN network is shared
between the VPN Server and the VPN Clients. Effectively the VPN Server acts as a router for the
virtual network and thus the routes in your network have to be adopted accordingly.

PN Clients VEN Server — t _

? e—— N P

Y > s

VPN Network Intermal Metwork
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Let's look at a practical example for this:

The virtual IP address of the server is set to 192.168.100.1 in a class ¢ network (netmask
255.255.255.0). Each VPN Client will get an IP address from the same IP range. For example a VPN
client will get the IP address 192.168.100.150.

If the VPN connection is established and your system tries to connect to your internal mail server
that resides in a 192.168.200.x network, it will see an incoming connection request from the IP ad-
dress 192.168.100.150. The mail server (or your central router) has to know where to route the
192.168.100.x network to and that is to the VPN Gateway respectively the internal IP address of the
VPN Gateway on your LAN.

The VPN Server has to be reachable from the Internet for the following ports:
UDP 500 (IKE), UDP 4500 (NAT-T), IP Prot. 50 (ESP)

2.2. Installing a Windows VPN Server

The prerequisite for installing the VPN Server on a Windows system is the SNMP Service of Win-
dows installed on that system. In Windows Server System starting from Windows 2008 you can find
the SNMP Service in the list of Features that can be installed.

After installing the SNMP service start the installation package and select a user defined installation.
You will be asked for the virtual IP address of the VPN Server (see section Virtual VPN Network).
After a reboot the installation of the VPN server is complete.

2.3. Installing a Linux VPN Server

The installation package for Linux comes as an executable shell script installation. Just transfer the
installation package to your Linux system, make the file executable and start the script as root.
You will be guided through the installation by the script. Make sure to assign a proper virtual IP
address to the server as described in the section “Virtual VPN Network”.

3. First login to configuration web interface

After installing the server in Windows or Linux you can access the web interface at
https://<ipofserver>:20112.

A login page will be displayed where you will be asked to enter a login name and a password.
Please login with “"Administrator” and empty password. You will be prompted to enter and confirm a
new password. As soon as you save the new password by clicking the save button, you will be for-
warded to the NCP Secure VPN Server web Interface.
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4. Basic Configuration

On the left side of the window you can see a tree menu. Please click on the menu item “Configura-
tion” and the entry “Local System”. On the right side of the screen you should see the “Local Sys-
tem” menu, which has its own list of categories. The category “General” is selected by default.

Please click on the “VPN/IPsec” category of the “Local System” menu. Go to the headline “IPsec”.
Activate the drop-down of the entry “IKE Policy” and select “"PRE Shared Key"”. Now activate the
drop-down of the entry “IPsec Policy” and select "ESP AES-3DES-MD5".

Additionally you have to enter a Pre-shared Key which later will be used by the the iOS Device.

VPN

- Filter Networks L2TP Local Tunnel Endpoint :

- Filters ' L2TP Tunnel Secret:

-~ Filtergroups

- IKE Policies

- |Psec Policies

- Server Certificates c
A e PKI options IKE Policy PRE Shared Key
- Domain Groups
- Endpoint Policies {local) Endpoint Policies Download IPsec Policy : ESP AES-3DES-MD5

* SSLVPN
- Static Network Routes

DPD Timeout :

IPsec

CAP1/Modem Pre-shared Key :

DynDMNS Alternative IKE Port :

1. Path Finder Listener :

Click on the save button above the “Local System” category list in order to save the changes.

5. Set up DNS Server and IP address pool

Now go back to the tree menu on the left side of the window and click on the entry “Domain
Groups”. On the right side of the screen you will not see any configuration options, since you have
to choose a domain group first. You can see the existing groups in a list below the tree menu. Click
on the entry “Default Group”. You now have access to the settings of the Default Domain Group.

Again you have a separate list of categories. The category “General” is selected by default.
Therein you should look for the headline “Server Extension” and the entries “Primary DNS Server”
and “Secondary DNS Server”. Enter the IP addresses of your primary and (if available) secondary
DNS server here.
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Backup RADIUS
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General Settings
MName :
State :
Suffix :

Certificate matching :

Server Extension

Primary DNS Server :

Secondary DNS Server:
Primary WINS Server :

Secondary WINS Server :

Default Group

enabled

Primary Management Server
Backup Management Server :

DNS Suffix :

S5L VPN DNS Suffix :

Please click on the “Pools” category of the Default Domain Group. Click on the button with the plus
symbol (+) in order to create a new IP address pool. Please assign 1 as “Pool No” and enter a
Lease time of 3600.

The text boxes “Pool Begin” and “Pool End” have to be filled with the first, respectively the last IP
address from the range of IP addresses from the virtual subnet that will be assigned to the clients
(see 2.1 Virtual VPN Network).

rlielielie)

outing Interface:

ink Profiles E Tu?_‘,l' Pools
ilter Networks J E E
General

KE Policies | |PoolNo.  [PoolBegin__ [PoolEnd _ |Leasetime (sec)

Psec Policies ' [ [szeszsro ] [iszieszszes ] oo 1 |

arver Cerie e Backup RADIUS

-A Certificates OTP
ndpoint Policies (local) Loe
VPN
atic Network Routes
Statistics

Default Group Resfrictions

Click on the save button above the “Domain Group — Default Group” category list in order to save
the changes you have made.
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6. Creating a local IPsec Link Profile

To authenticate devices you can either create local profiles or use Active Directory with LDAP for
authentication.

In this chapter we will describe the authentication with local profiles. If you want to do Active Direc-
tory authentication please have a look at chapter 8.

Click on the entry “Link Profiles” in the tree menu on the left side of the browser window. By default
the list of link profiles is empty. To create a new profile, click on the “Add a list entry” button (+) in
the center of the window, right below your login and server name. A new link profile has been
created with the category “Basic Settings” selected by default. Enter a distinctive name into the
“Profile Name” text box.

Local System i
- Routing Interfaces & Basic Settings

- Filter Networks FHECR TR

- Filters = State : enabled
- Filtergroups :
- IKE Policies - Filtergroup : nene
- IPsec Policies - Direction :
- Server Certificates b ¥
A Certificates . Link Type :
- Domain Groups :
VPN Mode :
ndpoint Policies (local) HA Support

Now go to the category “Authentication” and enter a username and password for “Incoming Con-
nections”.

B System

Local System

Routing Interfaces

Filter Networks
Filters

Filtergroups

KE Policies

Psec Policies
Server Certificates
CA Certificates

Outgoing Connections

Usemnmame :

Password :

Incoming Connections

Usemnmame :

Password :

The next step is to go to the category “Routing” of the “Link Profile” menu. Enter the number you
assigned to the IP Pool earlier to the text box labeled “IP Address Pool” (in our example this would
be the number 1).
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outing Interfaces 1 ( Routing

Filter Networks — IP Address : 0.0.00

- Filters _' == IP Address Poal :

- Filtergroups
- IKE Policies IP Network Address Translation
- IPsec Policies Adopt Network Routes
- Server Certificates . ¥
-A Certificates "
- Domain Groups DMS Mame : _
ndpoint Policies (local) / op
SLVPN Forwarding
tatic Network Routes '
t- Statistics
[ Histo
S

Click on the save button above the “Link Profiles” category list in order to save the changes you
have made.

7. Create connection on iOS Device
Please add a new VPN connection on your iOS Device, enter any Description, the IP address where
the VPN Server can be reached and the username and password you have entered in chapter 6.
Additionally you will have to enter the pre-shared key you entered in chapter 4.
‘No SIM = 01:35 =  NoSIM = 01:36 =
cancel Add Configuration  save cancel | Add Configuration = save
Description Test

e
Server 192.168.1.1

ol I hi l I Account IPSec User
CISCO

Password esesesesse
Description Test

Use Certificate | OFF
Server 192.168.1.1 —
Group Name
Account IPSec User
Secret
Password eessssss
Proxy

Use Certificate | OFF

“ Manual Auto
Group Name J
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8. Active Directory Authentication with LDAP

Instead of using locally configured profiles you can use your Active Directory for authentication.

Please go to the web interface of the Secure VPN Server again and select the entry “Domain
Groups” in the tree menu and select the “Default Group”.

In the Default Group please select "LDAP / Active Directory”.

Enable the LDAP configuration and enter the IP address of your Active Directory server here. Op-
tionally you can use the more secure LDAP over SSL here, but you will have to change the port to
the standard port for LDAP over SSL (636) manually.

You will need an account that has at least read permissions to your directory service and enter the
username in form of a fully qualified LDAP name and the password here.

In the field for “Link Profiles Base DN” you can specify in which Organizational Unit your users are
located. The entry has to be in form of a fully qualified LDAP name again

Per default all users within the Group you specified in “Link Profiles Base DN” will have access to
the VPN. It is possible to restrict access with two different settings on the LDAP configuration page.

The first possible restriction is the attribute filter. If you set the attribute filter to “(msNPAllowDia-
lin=TRUE)" you only allow access for users that have the Active Directory setting “Allow Dialin” set.

You can also filter the users by Active Directory Group Membership. If you enter “cn=VPN Group,
dc=myCompany, dc=com” in the field for “Member of” you only allow access to users that are
members of the VPN Group.

- Local System L,
- Routing Interfaces 5
- Link Profiles 5 LDAP [ Active Directory

- Filter Networks |

- Filters . State : enabled
- Filtergroups G :
e EEEE Protocal LDAP
- IPsec Policies RADIUS Host -
- Server Certificates _

[ad mycompary.com

- CA Certificates Backup RADIUS Port - Jaes |

- Endpoint Policies (local) oTP Version:
- SSLVPN

LDAP [ Active Directory Administrator DM : cn=Administrator,cn=sers do=mycompary

Backup LDAF / AD Administrator Password : sessssessasesee

DDNS Link Profiles Base DN : lou=company,dc=mycompany dc=com
Pools Default Link Profile Base DM :
Certificate Check Attribute Filter :

Member of :

El Use LDAP Bind for Authentication -

User Mapping
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1. [bookmark: _Toc299954155]Introduction

Welcome to the Easy Guide “Connecting an iOS Device to a NCP Secure VPN Server”.



The Easy Guides are meant to provide an easy step by step installation guide to achieve a special VPN setup in less than 20 pages. If you need more information about how a VPN works or a more detailed description how to set a NCP Secure VPN Server up, please have a look at the Quick Configuration Guide for Secure VPN Server or the manual of the Secure VPN Server.



Please note that we also offer a wide range of easy to use VPN Clients for different operating systems (like Windows 7) and support the native IPsec client on iOS devices like the iPhone and iPad or the native L2TP over IPsec Client on Android devices. For more Information please visit us at

http://www.ncp-e.com .



If you should encounter any error in this document, if you have any suggestions for improvement or if you have any trouble setting up the scenario, please send an email to easyguide@ncp-e.com.





[bookmark: _Toc299954156]Installation of the Secure VPN Server

We provide a 30 day test version of the Secure VPN Server for Windows and Linux operating systems which is only limited to 5 concurrent connections. 



To get a test version please write an email to sales@ncp-e.com or register on our web site at

https://www.ncp-e.com/en/service/login/userregistration.html?no_cache=1



[bookmark: _Toc299954157]Virtual VPN Network

Upon installation each VPN server requests a virtual IP address. The virtual VPN network is shared between the VPN Server and the VPN Clients. Effectively the VPN Server acts as a router for the virtual network and thus the routes in your network have to be adopted accordingly.
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Let’s look at a practical example for this:



The virtual IP address of the server is set to 192.168.100.1 in a class c network (netmask 255.255.255.0). Each VPN Client will get an IP address from the same IP range. For example a VPN client will get the IP address 192.168.100.150.



If the VPN connection is established and your system tries to connect to your internal mail server that resides in a 192.168.200.x network, it will see an incoming connection request from the IP address 192.168.100.150. The mail server (or your central router) has to know where to route the 192.168.100.x network to and that is to the VPN Gateway respectively the internal IP address of the VPN Gateway on your LAN.



The VPN Server has to be reachable from the Internet for the following ports:

UDP 500 (IKE), UDP 4500 (NAT-T), IP Prot. 50 (ESP)



[bookmark: _Toc299954158]Installing a Windows VPN Server

The prerequisite for installing the VPN Server on a Windows system is the SNMP Service of Windows installed on that system. In Windows Server System starting from Windows 2008 you can find the SNMP Service in the list of Features that can be installed.



After installing the SNMP service start the installation package and select a user defined installation. You will be asked for the virtual IP address of the VPN Server (see section Virtual VPN Network). After a reboot the installation of the VPN server is complete.



[bookmark: _Toc299954159]Installing a Linux VPN Server

The installation package for Linux comes as an executable shell script installation. Just transfer the installation package to your Linux system, make the file executable and start the script as root. 

You will be guided through the installation by the script. Make sure to assign a proper virtual IP address to the server as described in the section “Virtual VPN Network”.





[bookmark: _Toc299954160]First login to configuration web interface

After installing the server in Windows or Linux you can access the web interface at https://<ipofserver>:20112. 

A login page will be displayed where you will be asked to enter a login name and a password. Please login with “Administrator” and empty password. You will be prompted to enter and confirm a new password. As soon as you save the new password by clicking the save button, you will be forwarded to the NCP Secure VPN Server web Interface.






[bookmark: _Toc299954161]Basic Configuration

On the left side of the window you can see a tree menu. Please click on the menu item “Configuration” and the entry “Local System”. On the right side of the screen you should see the “Local System” menu, which has its own list of categories. The category “General” is selected by default.



Please click on the “VPN/IPsec” category of the “Local System” menu. Go to the headline “IPsec”. Activate the drop-down of the entry “IKE Policy” and select “PRE Shared Key”. Now activate the drop-down of the entry “IPsec Policy” and select “ESP AES-3DES-MD5”. 

Additionally you have to enter a Pre-shared Key which later will be used by the the iOS Device.



[image: ]



Click on the save button above the “Local System” category list in order to save the changes.





[bookmark: _Toc299954162]Set up DNS Server and IP address pool

Now go back to the tree menu on the left side of the window and click on the entry “Domain Groups”. On the right side of the screen you will not see any configuration options, since you have to choose a domain group first. You can see the existing groups in a list below the tree menu. Click on the entry “Default Group”. You now have access to the settings of the Default Domain Group. 



Again you have a separate list of categories. The category “General” is selected by default.

Therein you should look for the headline “Server Extension” and the entries “Primary DNS Server” and “Secondary DNS Server”. Enter the IP addresses of your primary and (if available) secondary DNS server here.



[image: ]



Please click on the “Pools” category of the Default Domain Group. Click on the button with the plus symbol (+) in order to create a new IP address pool. Please assign 1 as “Pool No” and enter a Lease time of 3600.

The text boxes “Pool Begin” and “Pool End” have to be filled with the first, respectively the last IP address from the range of IP addresses from the virtual subnet that will be assigned to the clients (see 2.1 Virtual VPN Network).



[image: ]



Click on the save button above the “Domain Group – Default Group” category list in order to save the changes you have made.





[bookmark: _Toc299954163]Creating a local IPsec Link Profile

To authenticate devices you can either create local profiles or use Active Directory with LDAP for authentication.



In this chapter we will describe the authentication with local profiles. If you want to do Active Directory authentication please have a look at chapter 8.



Click on the entry “Link Profiles” in the tree menu on the left side of the browser window. By default the list of link profiles is empty. To create a new profile, click on the “Add a list entry” button (+) in the center of the window, right below your login and server name. A new link profile has been created with the category “Basic Settings” selected by default. Enter a distinctive name into the “Profile Name” text box.



[image: ]



Now go to the category “Authentication” and enter a username and password for “Incoming Connections”. 



[image: ]

The next step is to go to the category “Routing” of the “Link Profile” menu. Enter the number you assigned to the IP Pool earlier to the text box labeled “IP Address Pool” (in our example this would be the number 1).



[image: ]



Click on the save button above the “Link Profiles” category list in order to save the changes you have made.





[bookmark: _Toc299954164]Create connection on iOS Device

Please add a new VPN connection on your iOS Device, enter any Description, the IP address where the VPN Server can be reached and the username and password you have entered in chapter 6.

Additionally you will have to enter the pre-shared key you entered in chapter 4.



[image: ]

[bookmark: _Toc299954165]Active Directory Authentication with LDAP

Instead of using locally configured profiles you can use your Active Directory for authentication. 



Please go to the web interface of the Secure VPN Server again and select the entry “Domain Groups” in the tree menu and select the “Default Group”.

In the Default Group please select “LDAP / Active Directory”.

Enable the LDAP configuration and enter the IP address of your Active Directory server here. Optionally you can use the more secure LDAP over SSL here, but you will have to change the port to the standard port for LDAP over SSL (636) manually.



You will need an account that has at least read permissions to your directory service and enter the username in form of a fully qualified LDAP name and the password here.



In the field for “Link Profiles Base DN” you can specify in which Organizational Unit your users are located. The entry has to be in form of a fully qualified LDAP name again



Per default all users within the Group you specified in “Link Profiles Base DN” will have access to the VPN. It is possible to restrict access with two different settings on the LDAP configuration page.



The first possible restriction is the attribute filter. If you set the attribute filter to “(msNPAllowDialin=TRUE)” you only allow access for users that have the Active Directory setting “Allow Dialin” set.



You can also filter the users by Active Directory Group Membership. If you enter “cn=VPN Group, dc=myCompany, dc=com” in the field for “Member of” you only allow access to users that are members of the VPN Group.
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