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Software Activation of the "CP

Secure Enil’y CIien'l' SECURE COMMUNICATIONS W

This document describes the software activation
of the Secure Entry Clients

Overview of Contents

configurations you will find in the documents
Secure Client Monitor and Secure Client Para-
meters.

— Activation Further descriptions of profile settings and 1PSec
—Test Version Validity Period

— Softwar e Activation

is via the Client Navigator. All available docu-
ments about your product are recorded in this pdf

n.  The easiest way to receive the desired information
—Online Variant o

— Offline Variant file.

— Search new Updates Starting from navigator, you can jump directly into
all relevant documents and download them from

— Software Updates the NCP homepage in case they are not yet saved

in your navigator directory.
— Upgrade to the Secure Enterprise Client
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in the directory of the navigator! 
Please make sure to download
any missing files from the NCP homepage.


ENTRY CLIENT ACTIVATION

ACﬁVCﬂiOI’I License Data
Installed 5oftware Wersion

The “Help” monitor menu item shows the software Praduct: MNCF Secure Entry Client
version, and possibly the licensed version with seri- g sl et
al number under the menu option “License Data
and Activation”. (Fig. on the right) Licensed Software Yersion

- Product: MCP Secure Entry Client
The client software is always installed as a test ver- “'J S
sion. If the client software has not yet been instal- Type: Trial Wersion [valid for anather 30 days]
led, or if there is a previously installed older versi- Activation: not activated
on, which has not yet been activated. This also app- Activation / Licensing
lies if anolder version has a]ready been licensed - To enable the full version, the software must be activated
then this older version will be reset to the status of requiring & serial number and matching activation key.
atest VerSion: and the license data must be re-ente- By licenzing the software you agree to abide by the
red within 30 days using the activation dial og. L R

. L . i . i Activation......
The time remaining until software activation, i.e.
the validity period of the test version, is displayed [ bee [ Cee |
in the message bar of the monitor next to the acti- — =
vation button. (Fig. on the right)
t MCP Secure Entry Client E = @

In order to use a full version with no time limitati-
ons the software must be released in the activation
dialog with the license key and the serial humber Prafile: Cornection:

that you have received. With activation you accept | Test Connection |Psec Native M O |
the license conditions that you can view in the acti-
vation dialog after clicking on the appropriate but-

ton. ‘
o

Connection Configuration Log View Help

The activation dialog can be opened using the acti- : 5
vation button in the message bar of the monitor, as @ @ o ‘f F
well as using the the monitor menu “Help / License m
Data and Activation”. The license data can be ente-
red either online or offline using a wizard. Statistics:
Time online: 00:00:00 Timeout (sec). 0 sec
In the offline version, a file that is generated after D (Patye © R .
ntering the license key and serial number has to be Sl o Lk Type e
e g Yy Speed (KByteis): 0,000 Encryption:

sent to the NCP authentication server, and the acti-
H H H i P How to buy?

vation key that will pe dls_played on the web site [ Glickt_ > fioni nisgiaris

has to be recorded. This activation key can be ente- 3 P How to activate?

red in the licensing window of the Monitor menu at P Yourlogo here?

alater point in time. Software not yet activated S
(Valid for another 30 days)

In the online version, an assistant forwards the li-

censing data to the web server immediately after

entry and in this way the software is released im-
mediately.
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ENTRY CLIENT ACTIVATION

Test Version Validity Period

The test version is valid for 30 days. Without soft-
ware activation or licensing it will no longer be
possible to setup a connection after this 30-day pe-
riod expires.

Installation under the operating system Win-
dows 7 demands a license key of version 9.2.

In case of an update from Windows Vista to
Windows 7, the monitor of a Client version 9.2,
licensed with a license key 9.1, can only be star-
ted in order to enter alicense key of version 9.2.

After installation, each time the software is started
the validity period will be shown in the popup win-
dow. Moreover in a footer of the Monitor the sy-
stem will display how long the test version can still
be used, and when 10-days validity remain, a mes-
sage box will be displayed to remind you that the
software has not yet been licensed. This message
box will appear once a day.

Activation of the Client Software under Win-
dows Vista requires a license key of version 9.0
at least. If you are entitled to a free-of-charge
update to version 9.0, you receive the affiliated
license key when carrying out software activati-

on. In order to purchase the update to version 9.0
== please contact your reseller.

Error

IQI The 30 day test haz expired!
g’ Please activate or uningtall the softwarel

—

When the trial period has expired, only those con-
nections can be setup with the Entry Client soft-
ware that are used for software activation/licensing.
Thus one of the profiles of the Entry Client can be
used to set-up an Internet connection for licensing
purposes. Or a connection to the NCP Secure En-
terprise Management can be established in order to
download alicensed version of the software.

5 © NCP engineering GmbH / 9.20



License Data
Installed Software Yersion
Product: MCF Secure Entry Client
Wersion: 9.20 Build 33
ServicePack:

Licenzed Software Version

- Product: MCP Secure Entry Client
‘(J Wersion:
Serial Murnber:
Type: Trial Yersion [valid for another 30 days]
Activation: not activated

Activation £ Licensing

To enable the full version, the software must be activated
requiring a zerial number and matching activation key.

By licenzing the software you agree to abide by the
terms of the licenze

FI g 1 [ Help | [ Lloze l

Activation Mode
‘What kind of activation mode should be uzed?

@ Online Activation

During the online activation process, license data will be generated, submitted to and
verified by an NCP Activation Server.

After a successiul verification the NCP Secure Entr Client software is then enabled as a
full wersion

(") Dffline Activation
The licensing information has to be entered, which is used to generate an activation data
file [step 1) and then must be submitted [via the browser) ta the MCP Activation Server.

The Activation Server will respond with an activation code which is required in step 2. The
activation code is needed to enable the: full version,

Software Activation Wizard @

License Data
Flease inzert licenze data

Please enter the following data for the NCP Secure Entry Client Software.

e;_j License Key:

Senial Mumber:

Fig.3

Fig. 2 T T
Software Activation Wizard =5

ENTRY CLIENT ACTIVATION

Software Activation

When the test phase has expired the software must
be either activated or de-installed. To activate, se-
lect the menu option “License data and activation”
in the monitor menu “Help”.

Here you can see which software version you have
and how the software is licensed, i.e. you can see
that the test version has expired and that the soft-
ware has not yet been activated/licensed. (Fig. 1)

Click on the license conditions to display the licen-
se agreement text. By activating/ licensing the soft-
ware you accept the license conditions. Click on
the “Activation” button to license the software.

In the window that appears, select whether you
wish to activate the client online or offline by se-
lecting “Online Activation” or “Offline Activati-
on”. (Fig. 2)

In the offline version, a file that is generated after
entering the license key and serial number has to be
sent to the NCP activation server, and the activati-
on key that is then displayed on the web site has to
be noted. In the online version, an assistant for-
wards the licensing data to the web server immedi-
ately after entry and in this way the software is re-
leased immediately.

After selecting the type of activation the license
datais to be entered in the appropriate fields. Click
on “Next”! (Fig. 3)

© NCP engineering GmbH / 9.20
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Software Activation Wizard

Internet Connection
Hoow to connect to the Internet?

pro=y server, if defined, can be uzed.

The firewall's port 80 [HT TP) must be apen

[7] Establizh an intemet connection using a profile entry

==

NCP

To proceed with the online activation please ensure that you are connected to the Intemet. A

Online Activation Status
Online activation haz been processed

Connection to the internet will be established and online activation processed.

v Connection to the intermet will be established
¥ Activation data have been generated

v Achivation data have been tansmitted

v Software has been activated

v License data has been updated

v Disconnected

< T C[t,m ) -]
Prosy Settings ...
FI g 1 < Back H Mest > | l LCancel ]
Software Activation Wizard ==

NC?

Installed Software Wersion

Product:
Wersion:

ServicgPerr.

MCP Secure Entry Client
9.20 Build 33

Licensed Hoftware Version

2

Product: MCP Secure\Entry Client
Wersion; 9.2
Serial Mumber: 000
Type: Fullerzion
Activation: ok

Activation

To enable the op. the-etftware must be activated
requiring a zernial number and matching activation key.

By licenzing the software you agree to abide by the
terms of the license

l Licensing... ]

Fi g. S [ Help | [ Cloze

l

Fig. 2 Bk Corcel
License Data

Online Version

With the online version the license data will be trans-
mitted to the NCP Activation Server via an Internet
connection. This Internet connection can either be es-
tablished via the Data Communications Dialer, via
D4, or via the Entry Client.

If the Internet connection is not set-up via the En-
try Client, the connection must first be established
in order to then start the activation assistant via the
Monitor menu option, “Help” / License data and
activation".

If the Entry Client is used to set-up the connection
to the internet (Fig. 1), a suitable profile must first
be established for the Entry Client. Ensure that port
80 is released (for HTTP) if the firewall is activa-
ted. (If a proxy server has been configured in the
operating system, then these settings can be trans-
ferred.) After the profile has been selected, click on
“Next” to continue.

The internet connection via the Entry Client does
not have to be set-up prior to activation. It is set-up
automatically after the desired existing profile has
been selected in the assistant for software activati-
on, and after clicking on the “Next” button.

The software is activated automatically in the spe-
cified sequence. (Fig. 2)

As soon as the activation server detects that you
are entitled to a newer software license and that the
license key agrees with the installed software, then
with online activation the new license key will be
transferred automatically (license update), and in
this way the new features of the software will be
released. Please see the section “Updates’ at the
end of this section for more information.

After concluding the activation process, in the win-
dow for the license data (Fig. 3) you can see that
you now have a correctly activated full version.

The number of the software version and of the li-
censed version should not differ, if they do the li-
cense has to be updated with a newer license key.
To do this click on the “Licensing” button. For
more information see the description at the end of
the offline version.

© NCP engineering GmbH / 9.20



ENTRY CLIENT ACTIVATION

. .
Software Activation Wizard =% OH' ine Ve rsion
Oifline Activation
‘which step should be used? p

Offline activation requires 2 steps. Please select the comesponding step.

The offline variant is executed in two steps. In the first
step a file is generated after entering the license key
and serial number, and is sent to the NCP activation
server. An activation key will be shown on the web site,

@ Step 1: Generate Activation Data

The license key and serial number are required to generate the activation data and yOu haVe to Wr|te dOWn th| S number | n or der toen-
file. This file must then be submitted to the MCP Activation S erver using a web . . . . . .
browset. ter the license key in the licensing window of the Moni-

tor menu in a second step. (This can also be executed
at alater point intime.)

"1 Step 2: Enter Aclivation Code
Enable the software with the activation code provided by the NCP Activation

Server
The offline version is initiated via the monitor
_ menu “Help / License Data and Activation”, and
P L ] ) this version can be selected in the first window of
the activation wizard. Click on “Next”. In the se-
Software Activation Wizard == cond window of the activation wizard the two steps
License Data "cp of the offline activation process are explained

(Fig. 1). The first step, creation of the activation
file is selected automatically. Click on “Next” to
continue. In the following window enter the license
data and click on “Next”. (Fig. 2)

Flease enter the following data for the NCP Secure Entre Client Software.

‘{g License Key:

Senal Mumber:
Fig. 2
T — = Enter name and path f(_)r the activation file. As de-
Activation File N fault the mstal!anon d|rect9ry of Fhe software and
Seelleroetlocaliof o sanation s HCP the name ActiData.txt (with serial number) are
used. (Fig. 3)

The activation data file has been generated. This file has to be submitted via

"hitp:/ e nep-e.comden/service-suppait/software-activation.html'' to the HCP Activation
Server,

Fleaze enter the path and name where the file should be stored

Antivation File:

[
FI g 3 < Back H Mest > | [ Lancel 1
I Now the activation file is created and this file has
SemeActon e =] to be transferred to the Activation Server (Fig. 4).
Rty shon i b o narted NCP For this the NCP web site has to be opened:

http://www.ncp-e.com/en/service-support/
software-activation.html

Activation data file has been generated:

v License key and serial number have been verified
v Activation data have been generated
v Activation data file has been saved

v Updating the license data

The aclivation data file haz been generated!

E:\Uzershidmint D esktophactiD ata00000094. bt
Please transher the activation file to the NCP Activation Server
[http: /v nop-e.comden/service-support/ sofware-activation. html].

Fig. 4
g < Back LCancel
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ENTRY CLIENT ACTIVATION

WeNIGlientifordWindowsy7)

NCP Secure Entry Client (Win 32/64)

55 search .

» Lonin » Contact
Download and test!

About us Solhrtions Purchase Downloads m- Press & Events

SECURE COMMUNICATIONS

. Software Activation You are here: » Home b Support » Software Activation
. SR Mot Activation of NCP secure entry clients
Update Key MCP Secure Entry Clients Win32064 ifrom Yersion 8 3) and NCP Secure Entry CE Clients (from Version 2.3)

must be activated via the Internet. The soffware is only licensed after successful activation. This is necessaryin

Compatibility the case of new installations or major hardware changes to the end device.

Windows Vista / Windows 7 ) ) ) : . . . .
z Licenses can he issued online or offline. In the case of software updates, yvou will be issued with a new license

Trainings key.
Support The fallowing brachures contain details about software activation:
FAOS » MNCP Secure Entry Client Software Activation din32064

» NCP Secure Entry Windows Maobile Client (CE) Software Activation
b MNCP Secure Entry Symbian Client Software Activation

Answers to FAGS can be found under FAQs [ kKnowledgebase.

Content of the activation file:

Filen.'nne:| Durchsuchen..
I

=] » Home # Contact b Siternap # Imprint » Disclaimer » General Terms ob Support

There are two ways to transfer the activation file to
the Activation Server. Either copy the content of
the activation file with Copy & Paste, after you
have opened the activation file with the Notepad
(ASCII editor), into the window that is open on the
web site, or click on the “Browse” button and se-
lect the activation file. Click on “ Send”!

9 © NCP engineering GmbH / 9.20



ENTRY CLIENT ACTIVATION

New activation code

Activation code. 123 ENCRYPT

Please note the activation code above and proceed with Offline
Activation under the menu item "Help — License info and activation”
Step 2.

Print Message

Then the activation code is generated and displayed
on the web site. Write down the activation code
and continue the activation process under the menu
option “Help” / License data and activation", by
executing the second step of the activation in the
offline version.

If the Activation Server detects that you are entit-
led to a newer software license and that the license
key agrees with the installed software, then with
the online activation the new license key will be
displayed automatically. If you want to activate the
new features then write down the new license key,
conclude the activation process, and then use the
new license key.

© NCP engineering GmbH / 9.20 10



Software Activation Wizard @
Offline Activation
‘Which step should be used?
Offline activation requires 2 steps. Please select the comesponding step.

(71 Step 1: Generate Activation Data

The licenge key and zerial number are required to generate the activation data
file. This file must then be submitted ta the NCP Activation Server using a web
browser,

@ Step 2: Enter Achivation Code

Enable the software with the activation code provided by the NCP Activation
Server.

Fig. 1

< Back ” Mest = l l Lancel \

Software Activation Wizard =5
Activation Code
Ingert activation code from the web side

Flease enter the received activation code. After a successful verfication the software wil be
enabled as a full version.

If you have received a new license key, please enter it in the appropriate figlds belaw,

‘[rJ Activation Code:

Mew License Key:

Mote: Microsoft \Windows Vista users must have a dlient and license version 5.0 o

ahove.
Fig. 2
g < Back ” Mest > | [ Lancel 1
Software Activation Wizard @

State offline activation
Activation has been processed.

Continue software actvation

v Licenze data has been verified
¥ Proceeding with enabling the full version of the software
v Updating the license data

ENTRY CLIENT ACTIVATION

The second step of the offline version is triggered
via the monitor menu “Help” “License data and ac-
tivation”. After the offline version has been selec-
ted, select the second step. (Fig. 1)

An activation wizard opens where you can enter
the activation code (Fig. 2). After you have entered
the activation code click on “Next”.

If you have received a new license key from the
Activation Server during the offline activation
process (see above in the display of the activation
code), then enter this license key for a license up-
date, by clicking on the “Licensing” button.

Click on “Next”. The license data will be checked
and entered.

Offline activation is completed with the following
window. (Fig. 3)

After completing the activation you will see in the
window with the license data that the number of
the software version and the number of the licensed
version now agree. (See illustration below)

o full bled the sof |
License Data
Installed S oftware Wersion
Fi g. 3 Product: MCF Secure Entry Client
¢ Back Canedl Wersion: 9.20 Build 33
ServicePack:
Licenzed Softyre Version
!:. ecure Entry Client
Senal Number:
Type: Full WYerdion
Activation:
Activation
To enable the fullwersert The software must be activated
reguiring a senal number and matching activation key.
By licenzing the software you agree to abide by the
terms of the license
| Licenzing... I
[ Help | [ LCloze ]
11 © NCP engineering GmbH / 9.20



Search new Updates

Under the menu option “Check for updates” in the
Monitor menu under “Help” you can check whether
aversion of the software that is newer than the ver-
sion you have installed is available at NCP. Thisis
also possible if a test installation has been instal-
led. If a newer version is available at NCP, then a
software update is always possible.

=] B (]

h MNCP Secure Entry Client
Connection Configuration Log Yiew |Help

Profile; Help

IiNEF’ 007 ipzec200 TO pppoe200

License Dats and Activation
g il L

i @EEI’d‘I for Updates 3

== CentToTETET

. ']
N @S8LP
Tip of the day: How to use m
auto-connect.
» How to buy?
F Need support?

» How to activate?
P Your logo here?

é

Software not yet activated
(Valid for another 29 days)

The software update has to be purchased if the ne-
wer version is a major release, which is indicated
by the change on the first decimal place. For ex-
ample: If a version 8.26 is installed and the next
software version has the number 8.3 then a soft-
ware update from 8.26 to 8.3, as well as use of the
new features, has to be purchased. The new license
key was activated as described above under soft-
ware activation. The new license key is generated
by entering the serial number and the update key
that can be purchased locally from the reseller, on
the following web site:

http://www.ncp-e.com/de/service-support/
update-key.html

The software update always available free of char-
ge if the newer version is a service release, which
is indicated by the change of the second decimal
place. The new features can be used without activa-
tion with 8.2x license key, as soon as the new soft-
ware has been installed. A service release contains
bug fixes, an extension of hardware support and
compatibility extensions.

ENTRY CLIENT ACTIVATION

Software Updates

After you have selected the menu option “Search
for Updates” the software update wizard opens,
which helps you to search for available updates.
Y ou need an internet connection in order to do so.
If the Entry Client is to be used to set-up the Inter-
net connection, then ensure that port 80 (for HTTP)
isreleased if the firewall is enabled.

Software Update Wizard @
‘Welcome to the software update wizard
Do pou want tearch for new zoftware updates?

Software Update Wizard

Thiz wizard will azsist in searching for new available software
updates for the MCP Secure Entry Client software.

To zearch for new updates. & connection to the internet is
required.

l Prosy Settings ... ]

32
=]
E
(1]
=
>
o
=
3
o
(]
7]
=
=
£=

oo (e ) (s ]

If a proxy server is to be configured in the opera-
ting system, these settings can be transferred. If the
proxy settings are correctly configured, click on
“OK”. The wizard now searches for newly
available software updates via the internet connec-
tion.

Software Update Wizard [=3a]
c hing for soft dat.
Searching for available software updates. "cp

The wizard is searching for new available software updates for the NCP Secure Entry Client
software.

Installed version: Available Version:
Product:  MCP Secure Entrp Client Search update data
Version: 510

Build 55
Licenzed 3.1
L=

< Back Hexst

If a software update is available, it is displayed. (It
may well be that the versions only differ in regard
to the build number.) Click on “Next” if you want
to use the more current version. This downloads
the installation package for the latest software.

Click on “Finish” to end the Monitor and start the
installation of the software update.

After starting the Install Shield Wizard select the
installation language (as you would for the stand-
ard installation), and then confirm the update

© NCP engineering GmbH / 9.20
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ENTRY CLIENT ACTIVATION

process with “Yes’. Then the installation will be Upgrade to the Secure En’rerprise
executed automatically. It is concluded when you .
reboot the computer. Client

Y ou upgrade from a Secure Entry Client to a Secu-
re Enterprise Client by replacing the licensing and
the software. This can be done manually on-site, or
via an update server.

For a manual upgrade the software is reinstalled
from the CD, and “NCP Secure Enterprise Client”
is entered as the product to be installed. In this
process the install program recognizes that a soft-
ware version has already been installed and execu-
tes an update after appropriate confirmation. Then
the new activation key with serial number has to be
entered in the pop-up menu.

For an upgrade via an Update Server the IP address
of the Update Server is entered in the client’s profi-
le settings. In this case the Secure Client software
will be downloaded automatically the next time the
client dials into the corporate network. At the next
dial-in with this new software a CNF file (profile
settings) with licensing key will be downloaded.
This concludes the update process.

13 © NCP engineering GmbH / 9.20



