
Cerrando las grietas en la detección del malwareAudit Service
Audit Service sees what others cannot
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IS YOUR ORGANIZATION AWARE OF THE 
APPLICATIONS USED BY THE EMPLOYEES?

The usage, willingly or not, of non-work related 
applications is an increasingly common reality.

This activity compromises your personnel’s 
productivity, the bandwidth consumption, the 
operational costs due to different incidents 
generated when using uncertified software, and 
the security of your organization.

Panda Audit Service offers full visibility of all 
running applications in your organization. 

IS YOUR ORGANIZATION PROTECTED AGAINST 
TARGETED ATTACKS AND OTHER ADVANCED 
THREATS?

These new types of attacks challenge most of the 
traditional antivirus. They are indeed very complex 
with highly sophisticated distribution. 

Traditional antivirus detect almost 18% of the 
new malware in the first 24 hours. After three 
months 2% of the malware is still undetected. 

But Panda Audit Service unveils what others 
fail to see. It can diagnose the risk level of 
all applications running in your organization, 
monitoring and granular controlling each 
executable process in every single computer of 
your IT infrastructure.

IS YOUR ORGANIZATION IN CONTROL OF WHO 
ACCESS CONFIDENTIAL INFORMATION AND 
WHEN?

Since the beginning of the Advanced Era of 
Malware, these attacks have been motivated by 
economic or political interests.

Economic gain, industrial sabotage, simple 
curiosity or industrial espionage have become the 
main target of these attacks. 

Panda Audit Service offers full visibility over 
all applications accessing data files and the 
possibility of making forensic analysis of the 
actions executed by the malware. 

MALWARE’S WINDOW OF OPPORTUNITY

Fuente: Panda Research. Enero-Junio 2014, con más de 10 
millones de muestras.
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PANDA AUDIT SERVICE CERTIFIES ALL THE 
APPLICATIONS RUNNING IN YOUR ORGANIZATION
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Audit Service

CONTROL ALL RUNNING APPLICATIONS

Panda Audit Service displays what is happening, 
where is being carried out and which is the 
activity’s origin of any running process. 

Panda Audit Service offers real-time detailed 
information about each action executed and 
identifies critical vulnerabilities.

STOP TARGETED ATTACKS

From the beginning of the audit you will see if you 
have been or if you are victim of an attack.

Continuous monitoring of the activity and 
the analysis carried out with the Big Data 
technologies in our cloud environment will allow 
detecting targeted attacks and other advanced 
threats before they undertake any action. 

VISIBILITY OF THE ACCESSED DATA

With Panda Audit Service you will know who and 
when is accessing which files or folders.

IDENTIFICATION OF VULNERABLE 
APPLICATIONS

Over 90% of the attacks take advantage of 
known vulnerabilities.

Panda Audit Service allows you to identify critical 
vulnerabilities in the running applications.

REAL-TIME REPORTS

Panda Audit Service displays real-time 
information about the audited endpoints and 
applications.

Based on this information it generates detailed 
reports for your organization to establish 
preventive measures.

LIGHT AND EASY TO DEPLOY SOLUTION

Panda Audit Service is based on a light agent 
(20Mb) which can be easily deployed in your 
infrastructure through software distribution tools 
within minutes.

It does not require any other configuration, server 
infrastructure or database to begin the audit 
service.

TECH SPECS

Web Console (only monitoring)

-Internet connection

-Internet Explorer 7.0 or later

-Firefox 3.0 or later

-Google Chrome 2.0 or later

Agente

-Operating systems (workstations): Windows XP SP2 or 
later (Vista, Windows 7, 8 and 8.1).

-Operating systems (servers): Windows Server 2003, 2008 
and 2012.

-Internet connection (direct or via proxy)

OBTAIN VISIBILITY OVER THE APPLICATIONS USED 
IN YOUR ORGANIZATION AND THEIR ACTIVITY; 
IDENTIFY TARGETED ATTACKS, VULNERABILITIES 
AND OTHER THREATS


