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BUSINESS OVERVIEW

Cradlepoint provides a robust Application Program Interface (API) allowing customers and partners powerful means to
integrate ECM data into their applications. The API enables automated data transfer based on consistent and efficient
programmatic methods. It simply provides the building blocks developers need to craft applications that access the
data from a software platform.

Examples of powerful integration opportunities include:

+ Network management systems + Embed ECM data + (Customized vertical applications
in customer/partner portals
+ Security Information & Event + Network health monitoring
Management Systems (SIEM) + 3rd party applications
TECHNICAL OVERVIEW - ACCESS API
Cradlepoint provides an open RESTful JSON API : + (Cradlepoint ECM API is included with ECM licenses

available through ECM. The ECM API is accessed (Standard or Prime)*

via HTTPS to the JSON RESTful interface.
+ Access ECM API Portal through the ECM API

Applications tile (Figure 1:1)

+ (Creates an open architecture for extensibility by : ECM AP
Cradlepoint developer community g Cradlepoint
[ ] Category: Enterprise
+ Efficiently share data & processes g BE° VYersion:2.00

. Cradlepoint’s ECM API provides
+ Automated system to system, machine-to- A et b o eERGTRIE)

i —tn- i i health data. The application grants access
machine, & cloud-to-cloud integration : it e St i

maonitor signal strength, carrier data usage,

+ Up-to-date information delivered automatically : device status; in addition to allowing users
. : to create custom applications and
any time on demand : networking queries specific to their

business needs.

+ Enable creation of a seamless, interoperable
network management solution

+ Expand product & services portfolios
+ Backwards compatible Manage Learn More Figure 1:1. ECM API

Applications tile
+ Standard RESTful open web API
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+ Active documentation (Figure 2:1)

Documentation
+ (ode examples

CradlePoint Enterprise Cloud Manager ECM API Version 2

About ECM AP|

+ APl usage tracking (Figure 2:2) e 7o
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APy Heterence: ‘The ECM AP! is Cradlepaint’s first public AP available to all ECM account holders. Active

+ APl developer key creation and management p— Gocumontation s avatable Tha APl Socumentatan sre subjet 0 hone.
(Figure 2:3) What is a REST API?

An QAP or application programming interfaca. is 2 protoco! that enables communication betwaan
ms. It provides the building biocks programmes t applications
1e data from a software platform — in this case the data from CradiePaint Enterprise
Uloud Manager.

*Threshold limits may apply QREST, o representstional state transfer, is 5 partic

that lav ting technolog:
The REST architectur
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API is & hypertext-driven AP that uses HTTP methods and follows the REST principles. The
nterprise Cloud Manager REST AP! uses the following HTTP methods: GET. POST. PUT.

and DELETE.

Basics

Base URL © htips:/crediepointecm.comiapiivg (vZ designates vers

n32)

ich & request proves who it is coming from. This
onid conkia (abained during normal login to

Figure 2:1. Active documentation
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[ GRAPHS Getting Started

The ECM API requires that you send Two pairs of ke
- requ ic suthentication is deprecated and i

the HTTP header for each
ot longer available. The Cradlepoint API Keys

tradiepoint API kays provide usage tracking for the account.
X-LP-APHID = _

X-LP-APHKEY -

MANASE KEYS

The ECM API Keys provie ECM authentication and authorization. They are
generated using the ECM AP| Managemant tile.
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APl usage information for your acCount is available on the Usage tab. AP
documentation is available on the Dorumentarion tab,

Figure 2:2. APl usage tracking Figure 2:3. API developer key creation & management

GO TO CRADLEPOINT.COM/ECMAPI TO LEARN MORE.
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