CENTRALIZE MANAGEMENT
OF NETWORK DEVICE
CONFIGURATIONS

Automate configuration and
change management for routers,
switches and firewalls on your
network. Archive and audit
network configurations. Get
alerted to changes.
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Configuration
Management

Configuration Management is available as an add-on to WhatsUp’ Gold’s Premium,
MSP and Distributed editions and is included in the Total Plus edition.

The impact of configuration changes to the network can be significant. They can degrade
network performance. They can result in failure to comply with regulatory standards like

SOX, PCI, HIPAA and FISMA. And they can compromise network security. WhatsUp Gold’s

Configuration Management module automates configuration and change management for the
routers, switches and firewalls on your network. It archives and audits network configurations,
and alerts and reports on any changes. It enables network admins to ensure that all devices are

running authorized configurations, to secure the network and comply with regulatory standards,
and to reduce the time and costs associated with manual and repetitive configuration and change
management tasks.

WhatsUp Gold Configuration Management feature provides central archiving of network
configurations in a secure encrypted repository. Network admins can store multiple configurations

for each device, including start-up and running configurations.

New devices added to the network, can be simply deployed with a download of an archived
configuration. If there is a problem, the device can be restored to a known good configuration,
minimizing downtime. In both cases, this saves considerable time versus building configurations

from scratch.

The Configuration Management module supports

Configuration Policy Library

bulk configuration changes for multiple devices. + :
A . mport
For example, many IT organizations mandate
monthly password changes to secure their network. | yame Desoiphin Yope
Abulk Change feaj[ure automates this pr(?cess, CISCO QISP (PCI) profect credit card holder .. System
rather than changing passwords one device at
. CISCO FISMA security management act System
a time. Bulk changes and other tasks can be
scheduled to run automatically CISCO HIPAA privacy of medical records System
CISCO 50X maintain accurate and reli... System
JUNIPER CISP (PCI) protect credit card holder ... System
. JUNIPER FISMA security managament act System
Network admins need to account for every ymenae v
network conﬁguration change, approved or not. JUNIPER HIPAA privacy of medical records System
The Conﬁguration Management module alerts JUNIPER 50X maintain accurate and reli..  System
on any changes it detects each time it scans its FOUNDRY CISP (PC))  protect credit card holder .. System
configuration database. Scans can be scheduled to
. . FOUMNDRY FISMA security management act System
run automatically to shorten the window between
FOUNDRY HIPAA privacy of medical records System
FOUNDRY S0X maintain accurate and reli..  Systam




WhatsUp Gold

> ipswitch

when a change is made and when an alert is issued. In addition, WhatsUp Gold
can also alert on configuration changes using SNMP traps. Alerts are integrated
into the WhatsUp Gold Alert Center.
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With WhatsUp Gold’s Configuration Management module, network admins System Script Library X
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and repetitive configuration tasks, to ensure networks are running authorized
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