
Stop Spam in Real Time
spamBlocker relies on unique real-time detection for
immediate protection from spam outbreaks. It’s the
best solution in the industry at distinguishing
legitimate communication from spam outbreaks in
real time, blocking nearly 100% of unwanted emails.

Cost Effective Solution
spamBlocker is subscription-based and easily
integrates on the Firebox, eliminating the need to
purchase and manage an additional anti-spam
solution. There’s no costly per-user licensing – a single
subscription provides network-wide protection for all
users configured behind your Firebox X.

How It Works
spamBlocker uses Recurrent Pattern Detection
(RPDTM) technology, which monitors the Internet for
distinct patterns in global email traffic. Sophisticated
algorithms analyze email patterns, looking for identical
messages sent in high volume with distinct distribution
characteristics. It distinguishes spam from commercial
bulk mail by assessing information about the sender
using continually updated whitelists, blacklists, and
other factors. RPD has proven itself exceedingly fast,
efficient, and thoroughly effective in identifying and
blocking spam attacks as they emerge so you can
safely and productively handle email.

Why It’s Stronger
Because the RPD technology behind spamBlocker
assesses the crucial characteristics of a spam
outbreak, rather than struggling to evaluate the words
within a message, it is able to identify spam
regardless of the language or format of the email.
Even the image-based spam that other anti-spam
products miss is quickly caught by RPD and
prevented from entering your network.

It Keeps the Spam Battle off Your Servers
Because spamBlocker relies on technologies that track
spam from its point of origin, the spam is identified
and removed before it ever reaches your internal mail
server or mail client. You are saved from storage costs
and management time, as wells as the risks inherent
in handling virus-laden communications.

New! Virus Outbreak Detection
Now spamBlocker is even more powerful with a new
layer of real-time anti-virus protection. Employing the
same RPD technology used for spam identification
and extracting patterns from executable content
(attachments), it can recognize and stop malware with
near 100% accuracy.

Take the Controls or Use Auto-Pilot
You can have spamBlocker up and running in
minutes, while an intuitive interface makes ongoing
management simple and straight-forward, even for
novice network administrators. You can use
spamBlocker in ways that are simple or you can
choose to have fine-grain control of your solution. It
provides the flexibility to:

• Block,* allow, and tag mail for easy identification
and forwarding to dedicated Exchange folders

• Decide how messages will be processed, and
which users or groups can receive bulk mail

• Use flexible whitelists to allow mail from trusted
domains
*SMTP email servers only

Get the Emails You Want and Need
Programs that aggressively define keywords and
content to detect spam often cause high rates of
false positives, blocking legitimate communications
along with spam. Because spamBlocker does not
need keywords or content to recognize spam, your
business-critical communications pass through and
only unwanted emails and viral payloads are stopped.

Integrated Quarantine
spamBlocker includes an integrated quarantine* to store
email that belongs in the “suspected spam” category.
End users can review these messages through a low-
bandwidth web page, rather than having to download
risky spam to their email client. This allows users to
personalize spam protection, while reducing IT
administration.

*Available on Firebox X Core and Peak appliances only

See spamBlocker in Action 
Want to learn more about this powerful technology?
Log into www.watchguard.com/spamblocker_video
and see spamBlocker at work. (length: 7 minutes)

For Real-Time Protection from Spam and Email Viruses• Real-time spam detection
for immediate protection

• Blocks nearly 100% of
unwanted email

• New! Virus outbreak
detection 

• Recognizes spam
regardless of language,
content, or format

• Cost-effective anti-spam
solution

• Allows spam quarantine
review

• Fully integrated with the
Firebox X

Spam accounts for up to 95% of global email traffic and remains the most common method of spreading
viruses. It also bogs down network traffic, and leads unsuspecting users to malicious web sites designed to steal
sensitive personal or company data. But pervasive as it is, you still have the ability to stop spam cold along
with the malware it spreads, by adding a spamBlocker subscription to your WatchGuard® Firebox® X firewall.
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To enhance the built-in zero day attack prevention of the Firebox® X, you can
add security subscriptions for even greater levels of protection. Subscriptions are
easy to enable on your Firebox X using a simple license key. That’s it – no extra
hardware to buy! Along with spamBlocker, our suite of security subscriptions
includes:

• Gateway AntiVirus/Intrusion Prevention Service with anti-spyware:
Powerful signature-based scanning at the gateway stops known spyware,
viruses, trojans, and other malware before they can enter your network.

• WebBlocker: Manage your users’ web surfing to increase productivity,
prevent legal liabilities, and decrease security risks by blocking HTTP and
HTTPS access to malicious or inappropriate web content.

These fully integrated security subscriptions are easy to deploy and
manage on the Firebox X. Each is priced per appliance rather than per
user, so one subscription provides network-wide protection for all users
configured behind your Firebox X.

Security Subscriptions Boost Protection

FREE 30-day trials
Get free 30-day trials of Gateway AntiVirus/Intrusion Prevention

Service, spamBlocker, and WebBlocker for your Firebox X Peak, Core,
or Edge. Contact your reseller for details.

spamBlocker

spamBlocker System Requirements

Firebox X Edge
Appliance Software Edge v10 

Administration Windows 2000, Windows NT, Windows XP, or Windows Vista 
to support WatchGuard System Manager or Web UI

Support Active LiveSecurity Service subscription

Firebox X Peak or Core
Appliance Software Fireware® 10

Administration Windows 2000, Windows NT, Windows XP, or Windows Vista 
to support WatchGuard System Manager 

Support Active LiveSecurity Service subscription

UTM Software Suite for Firebox X Networks

Add a powerful suite of security subscriptions to your existing Firebox X e-Series
network at a great price with just one purchase. The UTM Software Suite turns
your Firebox X into a complete unified threat management solution with:

• One-year subscriptions to spamBlocker, Gateway AV/IPS, and WebBlocker

• One-year subscription to LiveSecurity Service for expert guidance and support 

Firebox®X Peak™ UTM Bundle

Firebox X5500e UTM Bundle WG55503

Firebox X6500e UTM Bundle WG56503

Firebox X8500e UTM Bundle WG58503

Firebox X8500e-F UTM Bundle WG58513

Firebox®X Core™ UTM Bundle

Firebox X550e UTM Bundle WG50553

Firebox X750e UTM Bundle WG50753

Firebox X1250e UTM Bundle WG51253

Firebox®X Edge UTM Bundle

Firebox X10e UTM Bundle WG50016

Firebox X20e UTM Bundle WG50026

Firebox X55e UTM Bundle WG50061

Firebox X10e Wireless UTM Bundle – North America WG50017

Firebox X10e Wireless UTM Bundle – International WG50018

Firebox X10e Wireless UTM Bundle – China WG50019

Firebox X10e Wireless UTM Bundle – Japan WG50018-JP

Firebox X20e Wireless UTM Bundle – North America WG50027

Firebox X20e Wireless UTM Bundle – International WG50028

Firebox X20e Wireless UTM Bundle – China WG50029

Firebox X20e Wireless UTM Bundle – Japan WG50028-JP

Firebox X55e Wireless UTM Bundle – North America WG50062

Firebox X55e Wireless UTM Bundle – International WG50063

Firebox X55e Wireless UTM Bundle – China WG50064

Firebox X55e Wireless UTM Bundle – Japan WG50063-JP

UTM Bundle – One Solution, One License, One Great Price

Now everything you need for comprehensive unified threat management is in one
convenient package, including the appliance. An exceptional value!  

• Firebox X Peak, Core, or Edge security appliance

• One-year subscriptions to spamBlocker, Gateway AV/IPS, and WebBlocker

• One-year subscription to LiveSecurity® Service for expert guidance and support

Firebox®X PeakTM UTM Software Suite
Firebox X5500e UTM Software Suite WG017449

Firebox X6500e UTM Software Suite WG017450

Firebox X8500e UTM Software Suite WG017451

Firebox X8500e-F UTM Software Suite WG017452

Firebox®X CoreTM UTM Software Suite
Firebox X550e UTM Software Suite WG017446

Firebox X750e UTM Software Suite WG017447

Firebox X1250e UTM Software Suite WG017448

Firebox®X Edge UTM Software Suite
Firebox X10e UTM Software Suite WG017453

Firebox X10e-W UTM Software Suite WG017456

Firebox X20e UTM Software Suite WG017454

Firebox X20e-W UTM Software Suite WG017457

Firebox X55e UTM Software Suite WG017455

Firebox X55e-W UTM Software Suite WG017458


