
Enhances Zero Day Protection 
The intelligent layered architecture of the Firebox X
proactively blocks many viruses, trojans, spyware
intrusions, buffer overflows, and other threats through
its sophisticated application proxy technology. The
signature-based scanning of Gateway AV/IPS
complements this zero day protection by blocking
threats that are delivered in non-suspicious traffic.
Combining zero day and signature-based defenses
adds up to an unbeatable combination of security
capabilities to keep your network safe.

Highly Efficient, Continually Updated 
The technology behind Gateway AV/IPS is fast and
strong. The AV signature database is made up of
thousands of virus signatures, including WildList and
zoo* viruses, for wide-ranging coverage. The Intrusion
Prevention (IPS) component has a proven commercial
signature set, designed for efficiency. Signatures are
updated without interruption, so your network always
has up-to-the-minute protection.

Blocks Known Attack Sources 
Once an IP address has been positively identified as
the source of an attack, future attacks coming from
that IP address are dynamically and proactively
blocked. This prevents further malicious traffic from
accessing your network. Gateway AV/IPS also offers
configurable whitelists, which enable you to define
systems that should never be blocked. With trusted
applications and destinations available for
continuous access, your organization can carry on
with business as usual.

Unbeatable Ease of Use 
You can have Gateway AV/IPS up and running in
minutes, and an intuitive interface keeps ongoing
management simple and straightforward. On Firebox X
Peak™ and Core™ appliances, and Firebox X Edge
appliances on a Peak or Core network, Gateway
AV/IPS is managed with the
powerful WatchGuard System
Manager (WSM). Stand-alone
Firebox X Edge appliances use
an intuitive web-based UI.

• Enhances built-in zero day
protection to provide
maximum defense against
spyware and other network
threats

• Supports popular protocols
including HTTP, FTP, SMTP, and
POP3

• Stops known attack
sources to repel repeat
exploits

• Locks infected attachments
to prevent desktop execution
of malicious payloads

• Updates signatures
automatically so you are
always protected

• Blocked sites list prevents
access to spyware
distribution sites 

Gateway AntiVirus/Intrusion Prevention Service (Gateway AV/IPS) is a signature-based, integrated security
subscription for the Firebox® X family of unified threat management (UTM) appliances. It works in tandem with
the built-in zero day attack prevention of the Firebox X firewall to provide superior, real-time protection against
known spyware, viruses, application exploits, and blended threats.

Stop Spyware and Other Malicious Activity in Real Time

Gateway AntiVirus/Intrusion Prevention Service 
An Integrated Security Subscription for the Firebox® X 

WatchGuard®
D A T A S H E E T

WatchGuard System Manager view of
Gateway AV/IPS shows malware blocked
in real time at the gateway, before it can
enter your network and disable your
desktop and server security

*Available on Firebox X Peak and Firebox X Core appliances.

Earth-friendly technology

Keeps Spyware Out of the Network
With Gateway AV/IPS, your blocked sites list is constantly
updated to protect your network from spyware. Multi-
layered anti-spyware blocks access to known spyware
sites,* drive-by spyware attempting to enter the network
as a result of web surfing, and spyware attempting to
contact its host.* All actions are logged and available for
easy reporting.

All Major Traffic Protocols Scanned Up Front
Gateway AV/IPS scans HTTP, FTP, SMTP, and POP3
traffic and blocks file types associated with malware at
the gateway. This means threats are stopped before
they can enter your network and disable desktop and
server security, saving you the expense and
administration time of cleaning up after an attack.

Locks Infected Attachments 
Gateway AV/IPS gives you the flexibility to enable the
network to allow, block, or lock* questionable traffic,
based on type, user/group,* protocol, and severity.

By locking all attachments it identifies as suspicious,
Gateway AV/IPS prevents execution of malicious
payloads at the desktop. To provide the most solid
and efficient protection,* Gateway AV/IPS scans a
variety of compressed and encoded file types,
including ZIP, TAR, and GZIP.

New! AV Quarantine Feature 
Now email caught by the AV engine can be
quarantined and IT administrators are able to see
which emails are infected. This allows files to be
cleaned safely, so users don’t lose mission-critical
attachments that may have been infected.
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To enhance the built-in zero day attack prevention of the Firebox® X, you can
add security subscriptions for even greater levels of protection. Security
subscriptions are easy to enable on your Firebox X using a simple license key.
That’s it – no extra hardware to buy! Along with Gateway AV/IPS, our suite of
security subscriptions includes:

• spamBlocker with virus outbreak protection: Best in the industry at
distinguishing legitimate communications from spam outbreaks in real-
time, blocking nearly 100% of unwanted emails and the viruses they carry.
Blocks spam regardless of the language, format, or content of the message.

• WebBlocker: Manage your users’ web surfing to increase productivity,
prevent legal liabilities, and decrease security risks by blocking HTTP and
HTTPS access to malicious or inappropriate web content.

These fully integrated subscriptions are easy to deploy and manage on the
Firebox X. Each is priced per appliance rather than per user, so one
subscription provides network-wide protection for all users configured behind
your Firebox X.

Security Subscriptions Boost Protection

FREE 30-day trials
Get free 30-day trials of Gateway AntiVirus/Intrusion Prevention

Service, spamBlocker, and WebBlocker for your Firebox X Peak, Core,
or Edge. Contact your reseller for details.

Gateway AV/IPS System Requirements
Firebox X Edge
Appliance Software Edge v10

Administration Windows 2000, Windows NT, Windows XP, or Windows Vista 
to support WatchGuard System Manager or Web UI

Support Active LiveSecurity Service subscription

Firebox X Peak or Core
Appliance Software Fireware® 10

Administration Windows 2000, Windows NT, Windows XP, or Windows Vista 
to support WatchGuard System Manager

Support Active LiveSecurity Service subscription

UTM Software Suite for Firebox X Networks

Add our powerful suite of security subscriptions to your existing Firebox X
e-Series network at a great price with just one purchase. The UTM Software Suite
turns your Firebox X into a complete unified threat management solution with:

• One-year subscriptions to spamBlocker, Gateway AV/IPS, and WebBlocker

• One-year subscription to LiveSecurity Service for expert guidance and support 

Firebox®X Peak™ UTM Bundle
Firebox X5500e UTM Bundle WG55503

Firebox X6500e UTM Bundle WG56503

Firebox X8500e UTM Bundle WG58503

Firebox X8500e-F UTM Bundle WG58513

Firebox®X Core™ UTM Bundle
Firebox X550e UTM Bundle WG50553

Firebox X750e UTM Bundle WG50753

Firebox X1250e UTM Bundle WG51253

Firebox®X Edge UTM Bundle
Firebox X10e UTM Bundle WG50016

Firebox X20e UTM Bundle WG50026

Firebox X55e UTM Bundle WG50061

Firebox X10e Wireless UTM Bundle – North America WG50017

Firebox X10e Wireless UTM Bundle – International WG50018

Firebox X10e Wireless UTM Bundle – China WG50019

Firebox X10e Wireless UTM Bundle – Japan WG50018-JP

Firebox X20e Wireless UTM Bundle – North America WG50027

Firebox X20e Wireless UTM Bundle – International WG50028

Firebox X20e Wireless UTM Bundle – China WG50029

Firebox X20e Wireless UTM Bundle – Japan WG50028-JP

Firebox X55e Wireless UTM Bundle – North America WG50062

Firebox X55e Wireless UTM Bundle – International WG50063

Firebox X55e Wireless UTM Bundle – China WG50064

Firebox X55e Wireless UTM Bundle – Japan WG50063-JP

UTM Bundle – One Solution, One License, One Great Price

Now everything you need for comprehensive unified threat management is in one
convenient package, including the appliance. An exceptional value!  

• Firebox X Peak, Core, or Edge security appliance

• One-year subscriptions to spamBlocker, Gateway AV/IPS, and WebBlocker

• One-year subscription to LiveSecurity® Service for expert guidance and support

Firebox®X PeakTM UTM Software Suite
Firebox X5500e UTM Software Suite WG017449

Firebox X6500e UTM Software Suite WG017450

Firebox X8500e UTM Software Suite WG017451

Firebox X8500e-F UTM Software Suite WG017452

Firebox®X CoreTM UTM Software Suite
Firebox X550e UTM Software Suite WG017446

Firebox X750e UTM Software Suite WG017447

Firebox X1250e UTM Software Suite WG017448

Firebox®X Edge UTM Software Suite
Firebox X10e UTM Software Suite WG017453

Firebox X10e-W UTM Software Suite WG017456

Firebox X20e UTM Software Suite WG017454

Firebox X20e-W UTM Software Suite WG017457

Firebox X55e UTM Software Suite WG017455

Firebox X55e-W UTM Software Suite WG017458

Gateway AntiVirus/Intrusion Prevention Service 

 


