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Introduction 
How much visibility do you have into what is happening on your network? Which devices are communicating with each other, and what types 

of data are being transmitted to and from your network? Understanding your network’s activities and identifying its risks and threats are crucial 

for protecting your entire organization and your suppliers, partners, and customers. 

 

By proactively assessing your network’s security status with automated risk and threat reports, you can identify vulnerabilities or cyberat-

tacks that may have evaded your perimeter defenses. This proactive approach empowers you to address these issues before damage occurs, 

strengthening your cybersecurity strategy and safeguarding your organization.  

Core Network and Ransomware Reporting
ThreatSync+ NDR includes a Network Threat Report and Ransomware Defense Report. Both reports start with a summary section that displays 

the entire network’s overall risk score and trend. They then provide detailed information on various policies and controls actively monitored by 

the NDR system. Each sub-section shows the individual threat score and trend line for each policy or control being monitored, and if any gaps 

or failures are found, guidance on how to remediate them. These reports are easily customizable to meet the specific needs of organizations or 

cyber defense programs. Their purpose is to highlight existing issues and provide managers with a way to establish network defense goals and 

track progress and improvements toward them. 

Anatomy of a 
Threat Report



Network Threat and Ransomware defense reports provide highly detailed assessments of what is happening inside your network. They are es-

sential to your cyber defense program because they provide the information needed to understand your security posture and what steps to take 

to improve it. The specific information included will vary depending on the assessment findings but typically include: 

• A list of all the security risks that were identified.

• The criticality level of each risk, typically classified as critical, high, or medium.

• A description of each risk, including the type, severity, and potential impact.

• Recommendations for removing each risk,  such as installing security updates, removing  
malware, isolating devices, changing credentials, or configuring security settings.

 

Examples of specific security risks that may be identified in the assessment:

• Activity on unsecured ports

• Command and control detection

• Unauthorized remote access

• Failed backups

• Unnecessary and unusual port activity

• Actively exploited vulnerabilities

• Open alerts

• Unidentified and high-risk devices

• Policy violations

• Malicious network activity

• SMB leakage

• Unusual VPN activity
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To learn more about the WatchGuard Network Threat Report and Ransomware 

Defense Report, please contact your WatchGuard representative. 
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