SOPHOS

Sophos for Microsoft SharelPoint

Collaborate in confidence while preventing malware
and unauthorized disclosure

Protect your organization's data from the latest threats, including viruses, Trojans, spyware

and more. Using sophisticated content-filtering capabilities, Sophos for Microsoft SharePoint
prevents the distribution of inappropriate or sensitive content through your sites. An intuitive
web-based interface makes it easy to set policies and gives you visibility into threat activity
and policy violations. It's the simple, effective way to secure your SharePoint environment.

Highlights
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Protects data in real
time using Sophoslabs'’
unigue Behavioral
Genotype technology

Controls the
distribution of sensitive
data through flexible,
sophisticated content
filtering

Simple management
through an intuitive
web-based console

Provides rich,
actionable reporting
and searchable logs

Allows easy
authorization,

deletion or cleaning of
qguarantined content

Includes best in class
24/7/365 SCP-certified
support

Real-time threat protection

With malware evolving by the minute, it's critical that your protection keeps up. Our
unique Behavioral Genotype technology detects malicious behavior even before specific
signature-based detection has been issued. Combine that with Live Protection, as it
looks up suspicious files in the cloud in real time, and you can be confident your sites will
be protected from the latest threats.

Sophisticated content control

Prevent data loss, ensure compliance and guard against legal liability by controlling
which data can be shared on your sites. You can base easy point-and-click content
policies on administrator-defined keywords, phrases or regular expressions. Policies can
control a wide variety of file types, including executables, media files and archives. You
can choose to quarantine, block and/or replace policy-violating content.

Simple, intuitive management

With our web-based management console, it's simple to secure your SharePoint
environment. The real-time dashboard offers point-and-click policy customization,
efficient quarantine management and relevant, actionable reporting. Rich, customizable
reports provide immediate insight into threat activity, content filtering performance and
quarantine status. And, our detailed searchable logs provide deep forensic capabilities.

Support when you need it

Malware infections, system issues and maintenance windows are not limited to business
hours. That's why Sophos provides 24/7/365 support standard—so you can get help
when you need it. The prestigious SCP certification recognizes our commitment to
providing effective, responsive support.

"46% of mid-market enterprises identified intranet
servers as one of their most vulnerable entry points.”

Ponemon Institute study, August 2013



Technical Specifications

Supported product versions: Microsoft SharePoint 2007 and 2010

» Microsoft SharePoint Server 2013 Standard ’ Supported operating systems

» Microsoft SharePoint Foundation 2013 » Windows Small Business Server 2011

» Microsoft SharePoint Server 2013 Enterprise » Windows Server 2008 R2 SP0O/SP1

» Microsoft Office Project Server 2013 » Windows Server 2008 SP1/SP?2 (32 hit or 64 bit)

» Windows SharePoint Services 3.0 SP1/SP2 » Windows Small Business Server 2008 SP1/SP2
(32 bit or 64 bit) » Windows Server 2003 R2 SP2 (32 bit or 64 bit)

» Microsoft Office SharePoint 2007 SP1/SP2 » Windows Server 2003 SP2 (32 bit or 64 bit)
(32 bit or 64 bit)

» Windows Small Business Server 2003 R2 SP2
» Windows Small Business Server 2003 SP

» Microsoft SharePoint Foundation 2010
» SharePoint Server 2010 (all editions)

» Microsoft Search Server 2008 * Supported databases

» Microsoft SQL Server 2005 SP3 Server/Express
» Microsoft SQL Server 2008 SP1/SP2 Server/

» Microsoft Search Server 2008 Express Edition
» Microsoft Office Project Server 2007

Express
Microsoft SharePoint 2013 » Microsoft SQL Server 2008 R2 Server/Express
» Supported operating systems » Hardware requirements:
» Windows Server 2008 R2 » Disk space: 1 GB minimum
» Windows Server 2012 » RAM: 1 GB minimum (2 GB recommended)
» Windows Server 2012 R2 » CPU: 1.5 GHz minimum (2 GHz recommended)

» Supported databases
» SQL Server 2005 SP3

» SQL Server 2008 The intuitive web-based console makes it simple
. SQL Server 2008 R2 to generate rich, customizable reports.
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» Disk space: 2 GB minimum

» RAM: 8 GB minimum
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Try it now for free -
Register for a free 30-day evaluation o
at sophos.com/products
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