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HPE Managed IT Compliance

Hybrid compliance for a new paradigm

Managing compliance in a hybrid
environment can be a fremendous burden
for organizations without the knowledge,
skills, and tools to efficiently evaluate their
cloud IT estate. Questions you may be
asking are:

» How can | evaluate compliance across
multiple hybrid cloud accounts, vendors,
and host machines?

» What strategies are available to
understand and remediate out of
compliance resources?

« How do | manage compliance when my
feams can constantly furn on and off
resources?

e Where can my teams go fo see the status
of their compliance against varying
regulatory framework rules?

» How can | easily prepare for an audit of my
hybrid cloud estate?
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Figure 1. HPE Managed IT Compliance dashboard
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To thrive in today’s hybrid cloud-focused
world, enterprises are furning to an entirely
new category of managed services solutions
that enable unprecedented visibility of and
confrol over service management and IT
compliance.

HPE Managed IT Compliance is a managed
service that provides visibility across

the status of your governance, risk, and
compliance (GRC) controls using frameworks
such as National Institute of Standards

and Technology (NIST), Payment Card
Industry (PCD), and General Data Protection
Regulation (GDPR). The service provides:

o Team of cloud GRC architects for
remediation, gap analysis, and architecture
planning

« Evaluation of client compliance needs, and
custom tailoring of frameworks as required

» Ongoing evaluation and updates of key
operational and regulatory controls

» Support to accelerate your audit data
gathering process, drastically reducing
fime and costs

» Customized dashboard to help ensure your
executive and operational needs are met

» Ongoing monthly and quarterly
assessments of compliance
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Scanned Policies  Policies with Increased Compliance

2761 Policies

Policies v
Policy Name
CIS Red Hat Enterprise Linux 8 Level One - Workstation v1.0.1

CIS Microsoft Windows Server 2019 Level Two - Member Server v1.3.0

CIS Microsoft Windows 10 Enterprise Release 20H2 Level One (L1) - Corporate/Enterprise Environment (general use) v1.10.1 cis

CIS Ubuntu Linux 20.04 LTS Level One - Server v1.1.0
CIS Microsoft Windows Server 2022 Level Two - Member Server v1.0.0
CIS Microsoft Windows Server 2022 Level One - Member Server v1.0.0
CIS Red Hat Enterprise Linux 8 Level Two - Workstation v1.0.1

CIS Ubuntu Linux 20.04 LTS Level Two - Server v1.1.0
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Policies with Decreased Compliance

Category Source Assets Passed

cis Builtin 00f 10
cis Builtin 00f7
Builtin 00f3
cis Builtin 00f9
cis Builtin 00f1
cis Builtin 00f1
cis Builtin 00f10
cis Builtin 0of9

Figure 2. HPE Managed IT Compliance audit dashboard

Value proposition

Moving fo the cloud presents a new set of
challenges in managing the compliance

of IT estates. With a near-instant ability

fo provision resources with nothing more
than an internet connection and a credit
card, your feams gain incredible agility and
freedom to innovate. However, this benefit
comes with increased risk and exposure
to compliance violations. There are critical
questions you will need to address,
parficularly if you are operatfing in a
regulated industry about how you plan to
manage your cloud:

» How will you detect provisioned resources
that are out of compliance?

» How will you manage evaluating your
cloud estate’s compliance across multiple
compliance frameworks?

» Do you know where to gather information
about your cloud estate to prepare for
an audit?

» How will you manage policies and
documentation fo attest fo process
rule compliance?

HPE Managed IT Compliance, which
leverages HPE’s compliance experience

and best-of-breed technical solutions
provides confinuous monitoring of

hundreds of technical IT compliance,
corporatfe governance, and regulatory
compliance controls. The service provides
enterprise-level, real-time visibility and of
compliance information for your hybrid cloud
environments. Hewlett Packard Enterprise
maintains up-fo-date policies from regulatory
organizations and helps ensure new hybrid
cloud services and capabilities are covered
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by compliance frameworks. Additionally,

HPE experts provide periodic reporting and
recommendations as part of the service,
providing you all the information you need to
manage your compliance in the cloud.

Benefits

The service provides:

» Reduced time, cost, and complexity of
audit preparation, with predictable results

» Contfinuous monitoring of out-of-compliance
situations, with expert monitoring intervention
and remediation

 Enterprise-level visibility of compliance via
executive and operational dashboards

Why HPE?

The HPE Managed IT Compliance service
leverages experience and IP acquired through
HPE's successful hybrid cloud engagements.
Through that experience we have:

» Completed a large number of enterprise-wide
hybrid cloud fransformation projects

* Amassed experience implementing and
operating public clouds

» Gained subject-matter experts with
security and compliance experience and
best practices knowledge for your hybrid
cloud environments

Learn more at
hpe.com/greenlake/
compliance-monitoring
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