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HPE Edge-to-Cloud Adoption Framework

Security domain

Security is one of the eight core domains of the
HPE Edge-to-Cloud Adoption Framework.

Strategy and governance Innovation

The security domain defines the approach for the prevention
People Operations of unlawful use, and unauthorized access to systems, data, and
intellectual property across the edge-to-cloud estate.

This includes the people, process, and technologies leveraged o

Data Applications
o manage risk, sustain confinuous compliance, and enable IT and
business partners to securely achieve their objectives.
DevOps Security The security domain also outlines the counter-measures

associated with eliminating and reducing the adverse impacts of
incidents across the enterprise.

« Development and deployment security
—® Application Security « Code scanning, testing, and certifying

» Planning and oversight

« Disaster recovery
—® Security Operations » Logging, monitoring, and alerting

« Threat and vulnerability management

» Business confinuity and crisis management
— G?vernance, N » Cybersecurity strategy and program

Risk & Compliance : )

« Privacy and risk management

» Access conftrol, facility, utilities, and asset management
—® Physical Security » Physical security officer management

« Policy and risk management

» Conftainer, device, server and serverless security
Infrastructure & « Network security
Platform Security o .

» Software-defined infrastructure security
denti » Authentication and authorization
Identity & Access « |dentity federation and enterprise directory
Management .

« Privileged access management

» Cryptographic services

—® Data Security » Data governance and management
¢ Data protection
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