Mobile Management

Secure your data and endpoints with this endpoint
management solution for mobile devices

Dell™ Mobile Management, a
component of Dell Enterprise Mobility
Management, enables you to securely
manage and provision access to
smartphones or tablets from any device

with a browser and internet connection.

It also manages applications and
content on the devices and enables
your employees to self-enroll their
devices for instant provisioning of
corporate access and automated
policy enforcement that provides
added security.

Mobile Management is a mobile device
management solution that is delivered
as software as a service (SaaS). This
allows you to benefit from the latest

features and upgrades without the

burden of ongoing solution installation,

updates and maintenance.

Dell understands the importance of
simplifying complexity; we built a
solution to provide the security you
need—with encryption and policy
management—while integrating all of
these common functions:

» Endpoint systems management (ESM)

* Mobile device management (MDM)

* Mobile applications management (MAM)
« Mobile content management (MCM)

e Secure access to enterprise resources

e User self-service

¢ Real time reporting and alerts

e Consolidated management

Comprehensive mobile enablement

Endpoint management
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Software

Mobile Management
provides a secure,
managed environment

for enterprise data
and applications on
smartphones and tablets.

Benefits:

* Embrace mobility while meeting
security and compliance
requirements for corporate devices

e See everything from a single view:
compliance, asset inventory and
geo-location reporting for all mobile
devices registered to a user

e Gain a quick path to productivity
with no management software to
install on premise or maintain

* Assign policies to users that are
immediately applied to their devices

* Get automatic access to the
latest functionality



Specifications

iOS 5.0 and up

Android™ devices

Android 2.3 and up

Windows® devices

Windows Phone 8.0 and up

Manager console requirements

Internet Explorer 84+ on Windows

Safari® 6

Chrome™ v27+

Firefox™ 23+

For more information, visit:
software.dell.com/products/
mobile-management

Features

Mobile Management empowers you to
securely manage mobile devices, as well
as their applications and content all from
a single console, while empowering end
users with self-service capability. The
web-based console provides five core
areas of functionality:

Mobile device management (MDM)

Gain visibility and control over mobile

devices through a single, easy-to-

use console. It also provides you with

comprehensive over-the-air (OTA) asset,

configuration and policy management

for smartphones and tablets.

» Secure, over-the-air (OTA) device
registration from anywhere

* Instant, zero-touch, configuration of
mobile devices

» Configuration and policy updates directly
from the cloud

» Simple, self-registration and provisioning of
corporate and employee devices

» Intuitive, GUI-driven device and
policy configuration

¢ Real-time visibility into devices, applications
and configuration

¢ Robust asset tracking and remote
troubleshooting tools

¢ Remote commands: query, send message,
lock, clear passcode, unregister and wipe

Mobile application management (MAM)
Get device-agnostic, remote
management of corporate apps and
content on corporate mobile devices.
It also offers you simple, secure
inventory, distribution and management
of apps and content across devices.
« Easy access to remote desktops, apps
and content
e Centralized application inventory
¢ Application distribution, management and
policy enforcement (public and private apps)
¢ Business applications
e Volume Purchase Program (VPP) support
for iOS apps and devices

User self-service portal
Enable and empower your end users
with extensive self-provisioning,
management and reporting tools. A
policy-driven, self-service portal allows
you to define end-user rights and
permissions for self service based on
individual or group membership.
¢ View current devices and register

new devices
¢ Reset password
¢ Locate, lock, wipe device
» View individual/group policies

Real-time reporting, alerts and analytics
Gain an integrated view of all devices,
applications and policies across the
end-user community. Comprehensive
user-centric view shows how devices,
apps and policies are combined to
enable service delivery to a given user.
Real-time, exceptions-based alerts allow
you to focus on critical issues.

e Real-time reporting (device and application
inventory, asset location, groups/users and
related policies)

e Granular events and policy compliance alerts
(device and application compliance, device
heartbeat, devices added/removed, etc.)

e Contextually summarized events

¢ Fast searching

e Detailed audit trails for user and
admin functions

Content collaboration

Box for Dell is a content collaboration
application that enables your users to
share files and folders in the Box cloud,
sync content between devices and
collaborate across your business. With
Mobile Management, you can easily
push this application out to your users.

About Dell Software

Dell Software helps customers unlock
greater potential through the power

of technology—delivering scalable,
affordable and simple-to-use solutions
that simplify IT and mitigate risk. This
software, when combined with Dell
hardware and services, drives unmatched
efficiency and productivity to accelerate

Dell Software
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If you are located outside North America, you can find local
office information on our Web site.

© 2014 Dell, Inc. ALL RIGHTS RESERVED. Dell, Dell Software, the Dell Software logo and products—as
identified in this document—are registered trademarks of Dell, Inc. in the U.S.A. and/or other countries.
All other trademarks and registered trademarks are property of their respective owners.
Datasheet-MobileMgmt-US-KS-25101



