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Smart security on demand

URGENT CARE SOLUTIONS

COMPREHENSIVE SECURITY, COMPLIANCE & BREAGH PROTECTION

The Urgent Care Solutions bundle, and optional add on packages, provides comprehensive security

for Urgent Care operators. The Urgent Care Solutions bundle is designed to address data security
concerns with HIPAA electronic Protected Health Information (ePHI), and the PCI DSS requirements
for secure credit card payment processing. With this offering, Urgent Care operators receive a single,
comprehensive solution that will greatly simplify their security and compliance programs, while saving
money in direct costs, as well as, administrative costs.

Urgent Care Solutions Bundled Components

e Managed UTM Firewall
e Firewall & Intrusion Prevention System
¢ Gateway anti-virus
Whitelist — Blacklist configuration
¢ Site-to-site VPN
« Internal Vulnerability Scanning
e 24x7x365 Monitoring & Support

« 2-factor Remote user Access
¢ Customer Portal Access

Quarterly External Vulnerability Scanning
Online Self-Assessment for PCI

Optional HIPAA Risk Assessment Offerings
Information Security Policy Template
$100,000 HIPAA / PCI Breach Protection
Online HIPAA & PCI Training Modules
Security Awareness Training Documentation

“... we selected Trustwave’s training to build a more security-aware business environment that helps
us reduce risk and address our HIPAA compliance requirements ...”

Hassnain Malik, Senior Director, Enterprise Solutions, El Camino Hospital

ADDITIONAL BENEFITS
¢ Helps meet key HIPAA and PCI compliance requirements R Trustwave:
without redundant work P [

¢ On Line Security training to help meet annual training
requirements, as well as, additional security best practice HIPAA Privacy and Security Rules
. . Breach Notification Rule
modules, while tracking employee progress
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Take a Guess

e Built in Wizard to help you complete the annual PCI self-
assessment, while partially satisfying the HIPAA risk
assessment as well

¢ Vulnerability scanning services to help meet the quarterly '
external and internal scanning requirements.

¢ See everything you need to know in our customer support QA
portal 24x7x365
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The following add-on modules provide enhanced security as well as expanded compliance coverage when combined with the
foundational security and compliance bundles. The general areas covered by these expanded offerings include comprehensive
endpoint security, encrypted email communications, and a wide range of wired and wireless network connectivity and backup options.

Endpoint Protection Suite Managed Broadband Access
e Trustkeeper Agent with; e Business Class Cable or DSL Circuits
e Security Policy Scanner ¢ Ordered through Trustwave
¢ Rogue Device Detection e Fully managed by Trustwave

 File Integrity Monitoring (FIM) i
_ Managed Wireless Access
e Log collection and storage

S e Secure communications for staff & patient care devices
e Trustwave Anti-Virus (AV)

e Separate zone for guest / patient Wifi hotspot
Secure Email Service

Backup Cellular Service
¢ SEG Cloud Service with email encryption P

. . « Offered separately or as an add-on to Managed Broadband
¢ Helps meet security & compliance needs for HIPAA P y g

e Helps meet HIPAA business continuity needs

MORE BENEFITS

* Add comprehensive endpoint protection including rogue device detection, FIM and AV in one package

Help satisfy HIPAA encryption requirements with our cost effective cloud based offering for email
¢ Use Trustwave for comprehensive security, compliance and broad band access services, with one trusted partner
« Provide secure wireless communications for your staff, while offering Wifi hotspot service for your patients

¢ Maintain your business communications with our cost effective backup cellular service

Have questions or interested in learning more?

Contact a Trustwave sales representative at 888-878-7817
or healthcaresales@trustwave.com
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