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TRUSTWAVE SEGURE EMAIL GATEWAY CLOUD

COMPLETE EMAIL PROTECTION, DELIVERED IN THE CLOUD

Built on the award-winning Trustwave Secure Email Gateway,
Trustwave SEG Cloud provides protection at the internet level,
eliminates threats before they reach the network and provides
centralized security in distributed environments. Trustwave
SEG Cloud reduces business costs, complexity and uncertainty
while delivering advanced protection against modern threats,
unmatched policy configuration and in-depth data security and
compliance management.

¢ Reduce complexity and uncertainty
* SLA-backed protection and uptime

« Advanced security protection before threats can reach the
corporate network

» Reduced business costs
» Retain full control of policies, configuration and reporting
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KEY BENEFITS OF TRUSTWAVE SEG CLOUD

« Simplified Management
Eliminate the overhead of software upgrades and
hardware management while maintaining full control
over your email policies

* Reduced Costs
Realize savings through reduced storage and

bandwidth needs and less time spent on administration

« Advanced Security
Gain industry leading protection against phishing,
blended and targeted threats

* Web-based Management
Role-based access controls along with granular
auditing capability
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HOW IT WORKS

Protecting the network with Trustwave SEG Cloud is fast and
easy. Simply point your MX records to the Trustwave data
centers, and all inbound email is inspected before it reaches
your network, providing industry leading protection against
phishing, blended and targeted threats — and enabling significant
bandwidth and storage savings.

Trustwave SEG Cloud analyzes, manages and controls outbound
content to provide full DLP level inspection on emails and
attachments to effectively manage confidential data and help
meet stringent regulatory requirements.

Trustwave data centers are load-balanced, redundant and highly
available clusters to provide 99.9% uptime. Backed by industry-
leading service level agreements (SLAs), Trustwave SEG Cloud
eliminates uncertainty and complexity and delivers the highest
degree of protection.

SERVICE-LEVEL COMMITMENTS

Trustwave provides industry-leading SLAs to ensure the service
performs to the highest levels, including 99.9% uptime, 99.5%
spam blocking rates and 100% detection of known viruses

“Email is secured and network bandwidth is
optimized — with more than 70 percent of
incoming email identified as spam and blocked
before it hits the network gateway.”

Karen Graham

SVP and COO
Crest Savings Bank
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FLEXIBLE SERVICE OPTIONS

Services Features

Industry leading anti-spam and anti-virus
protection

Standard Protection

Optional Add-On Services

Full DLP level inspection on inbound and
outbound emails and attachments

Data Protection

Blended Threat Module provides real-
time protection from malicious links in
emails by providing malware scans

Advanced Protection

Filters explicit adult images and
inappropriate language from your emails
to maintain a safe work environment

Acceptable Use

Includes Data Protection, Advanced
Protection and Acceptable Use
packages in an all-inclusive bundle

Content Security




