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Introduction

Artificial intelligence (AI) is shaping and reshaping our world every day, both

in our daily routine and at work. Whether you're using generative Al to create
content, and images, write code, or more advanced work, AL impacts your
world. In addition to its powerful capabilities comes an influx of new and unique
risks. How can you better govern AI technologies and build, operate, and
manage fair, transparent, accountable, and tfrustworthy systems?

ISO/IEC 42001, also known as ISO 42001, provides a structured framework to
address these challenges. It offers a roadmap for organizations to manage
AI-related risks and opportunities and includes appropriate controls to help
manage and mitigate AT risks.

In this guide, we’ll outline everything you need to know about the world’s first
artificial intelligence framework: ISO 42001. Whether you're a small startup or a
large enterprise, this guide will equip you with the knowledge and resources to
navigate the complex landscape of AI governance.

hyperproof.io // info@hyperproof.io
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What is ISO 420017

Developed by the International Organization for
Standardization (ISO) and the International Electrotechnical
Commission (IEC), the ISO 42001 standard provides

a structured approach to managing the risks and
opportunities associated with AI fechnologies.

This comprehensive standard outlines the requirements for
an Artificial Intelligence Management System (AIMS).

According to ISO, an AI management system is “a set
of inferrelated or interacting elements of an
organization infended to establish policies and
objectives, as well as processes to achieve those
objectives, in relation to the responsible development,
provision or use of AI systems.”
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IS0 42001 follows a similar structure as other ISO management system standards,
including:
Documenting the intended use of AI systems and the role of the organization

Completing an Al risk assessment and creating a statement of applicability to
denote the inclusion and exclusion of Annex A controls

Requiring the conduct of periodic internal audits and management reviews

At its core, IS0 42001 is designed to help organizations of all sizes:
Establish clear policies and objectives for AI development and use
Implement robust processes for AI system lifecycle management
Ensure ethical considerations are infegrated info AI decision-making
Maintain fransparency and accountability in AL operations

Continuously improve the management and operations of AI systems

The IS0 42001 standard serves as a reference framework for AI governance that
companies can implement to create a solid baseline of controls to manage AI-specific
risks. Implementing the standard will also help organizations to comply with other AI-
related laws and regulations.

Just like your SOC 2@ report builds trust in your organization, ISO 42001 is a way for
organizations fo demonstrate that they have strong controls protecting against AL
Trust matters, especially when AI enters the equation.

i
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How do I get ISO 42001 certified?

To obtain an IS0 42001 certification, you'll need to undergo an
external audit by an approved auditing firm. That means being
audited against the ISO 42001 framework.

Preparing for an ISO 42001 audit

As with any ISO audit, you should first define the scope. To start,
define the purpose of Al in the organization. Are you developing
or are you using AI? What does AI mean within the context of
your company? What are the specific objectives or use cases
for AI within the company? Note that not every department or
product/service needs to be included within the scope. Focus on
the ones significantly leveraging AI as a part of their operations.

Note: Even the most mature companies do not have auditable controls
for AL If you feel as if your company is lagging behind, keep this in mind.

/i
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ISO 42001:
A Deep Dive

IS0 42001 Clauses

The clauses of the ISO 42001 standard define
the scope and language in which the standard
is written. Terminology is defined and context
for the framework is given, along with guidance
for leadership, planning, support, operation,
performance evaluation, and improvement.

Let’s dive into an overview of each clause:

/i
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Clause 1: Scope

Clause 1defines the scope of the standard, outlining what the document
shares, including requirements, guidance, and intended use. Most

notably, the standard emphasizes that ISO 42001 is designed to be
universally applicable, encompassing organizations of all sizes, types, and
characteristics that either produce or employ AI-powered products or
services.

Clause 2: Normative references

Clause 2 is short and explains which documents are referred to within the
text, primarily ISO/IEC 22989:2022.

Clause 3: Terms and definitions

Clause 3 defines terms used throughout the standard, ensuring that all
readers are using shared terminology and definitions, which helps with
the overall clarity of the document. Refer to pages 1-5 of the official
documentation for these terms and definitions.

i
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Clause 4: Context of the organization

Clause 4 sets up the context of the organization, providing an overview of
considerations the organization should undertake to determine the organization’s
objectives for developing or using AI systems. It also describes the types of possible
roles, with further details available in ISO 22989 (Clause 4.1).

According to Clause 4, it is also vital to understand the needs and expectations of
interested parties (Clause 4.2), to determine the scope of the AI management system
(Clause 4.3), and to define and document the AI management system (Clause 4.4).

The most fundamental step is for the organization to identify and document the
scope of the ISO 42001 standard. First, identify your internal and external stakeholders
and understand their specific requirements. Then, consider the requirements of any
AI-specific laws or regulations you must comply with.

As noted earlier, the scope for implementing the requirements of the standard
doesn’t need to be considered for your entire company. Alternatively, you
can consider:

A specific department
A single team
An application, product, or service

Modules or features of an app that leverages Al

These are just a few examples. There are many other business areas that you could
consider for the scope of IS0 42001 instead of your entire company’s operations.

Note: Organizations
must consider both
outside factors and
internal matters
when dealing with
AT management.
These factors can
differ depending
on the company's
role, jurisdiction,
and impact on the
company's ability
to reach its AI
management goals
(Clause 4.1).

\
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Clause 5: Leadership

Clause 5 handles leadership, describing how top management
should ensure, direct, and support the AT management
system. The subclauses include leadership and commitment
(Clause 5.1), AI policy (Clause 5.2), and roles, responsibilities,
and authorities (Clause 5.3).

This clause ensures sufficient management support to
establish, operate, and manage an AIMS. An appropriate level
for leadership commitment and buy-in is evidenced by:

Periodic oversight
Formulating and publishing an AI policy

Allocation of resources, including creation of specialized
groups, roles or defining responsibilities for managing Al
governance, risk, and controls-related activities

I/
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Clause 6: Planning

Clause 6 tackles the planning for the AI management system and describes what to consider. This
includes actions to address risks and opportunities (Clause 6.1), AI objectives and planning to
achieve them (Clause 6.2), and planning of changes (Clause 6.3).

Clause 6.1 is broken down into multiple subclauses that outline general planning (Clause 6.1.1), AI risk
assessment processes (Clause 6.1.2), and AI system impact assessment processes (Clause 6.1.4).

The organization is required to have a formal process for carrying out an AI risk assessment and
system impact assessment. Based on the results of the risk assessment, a statement of applicability
is created that denotes which of the Annex A controls will be applicable or not applicable to the
organization and the reasons.

AI RISK ASSESSMENTS VS. AT SYSTEM IMPACT ASSESSMENTS

Creating both a risk and system impact assessment is unique to the ISO 42001 standard, but there
are key differences between the two. The AI risk assessment process takes you through analyzing
and then evaluating AI risks. AT system impact assessments, on the other hand, help determine the
potential consequences of deploying an AI system, its intended use, foreseeable misuse, and the
impact of these aspects on individuals, groups, and/or societies.

The AI system impact assessment takes info account the technical and societal context in which the
AI system is deployed. By defining the potential consequences of AI use and misuse, you can better
understand the impact of AL on individuals, groups, and/or societies.

Additional information regarding AI risk and impact assessments can be found in the Annexes of the
IS0 42001 standard.

i
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Clause 7: Support
Clause T provides prescriptive instructions for the organization to take regarding
AI management systems. It is broken info five subclauses:

Resources (Clause 7.1)

Competence (Clause 7.2)

Awareness (Clause 7.3)

Communication (Clause 7.4),

Documented information (Clause 7.5)

Of these, Clause 7.5 is the most complex, further broken into three subclauses
covering general documentation (Clause 7.5.1), creating and updating documented
information (Clause 7.5.2), and control of documented information (Clause 7.5.3).

The clause requires the organization to identify and nominate individuals with the
right competence to carry out various responsibilities related to the AL system.
You must have a plan and process to communicate and disseminate appropriate
information related to the AIMS and its associated activities fo internal and
external parties.

Further, the frove of documentation required by this standard including policies,
standards, procedures, templates, and other completed artifacts should be
created, updated, stored, and archived using a standardized process.

/i
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Clause 8: Operation

Clause 8 demonstrates how to operationalize ISO 42001 through
operational planning and control (Clause 8.1), AI risk assessments (Clause
8.2), Al risk freatments (Clause 8.3), and AI system impact assessments
(Clause 8.4). This clause requires the effective implementation of the
applicable controls from Annex A and periodically conducting risk and
system impact assessments.

This clause works closely with Clause 6, as well as the controls in Annex
A and the implementation guidance in Annex B. The results of AI risk
freatments, Al system impact assessments, and Al risk assessments
should all be kept documented.

v

A 4

i
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Clause 9: Performance evaluation

Clause 9 guides readers through performance evaluation, with the clause broken down into:
Monitoring, measurement, analysis, and evaluation (Clause 9.1)
Internal audit (Clause 9.2)

Management review (Clause 9.3)

Clause 9.2 and 9.3 are longer, broken into two and three subclauses, respectively.

Internal audit, Clause 9.2, covers general information for internal audits, helping organizations
plan, establish, implement, and maintain audit programs. This includes the frequency, methods,
responsibilities, planning requirements, and reporting aspects of internal audits (Clause 9.2.1).
It also guides organizations to define objectives, criteria, and scope for each audit, select
auditors, conduct audits, and ensure results are reported to the necessary stakeholders
(Clause 9.2.2).

Management review, or Clause 9.3, is organized into three subclauses: general (Clause 9.3.1),
management review inputs (Clause 9.3.2), and management review results (Clause 9.3.3).
Generally, the clause refers to how top management should regularly review the outputs and
relevant metrics from the Al management system to maintain its suitability, adequacy, and
effectiveness (Clause 9.3.1).

13
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Clause 10: Improvement

Clause 10 consists of two subclauses covering
the improvement of AI management systems.
These clauses focus on contfinual improvement
(Clause 10.1) and nonconformity and corrective
action (Clause 10.2).

Clause 10.1 covers general improvement of

the “suitability, adequacy, and effectiveness”

by introducing planned changes and
improvements over time for the AI management
system, while Clause 10.2 dives deeper info
managing issues, nonconformities, and how to
take corrective action. For more information on
nonconformities, please refer to Clause 10.2 of
the ISO 42001 standard.
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ISO 42001 Annexes

Annex A: Reference control objectives
and controls

The reference control objectives and controls annex,
known as Annex A, defines all controls in the ISO 42001
standard.

Organizations have the flexibility to select and implement
control objectives and controls that are most relevant

to their specific needs. They are not obligated to use

all the control objectives and controls outlined in Table
A.1. Furthermore, companies can develop and put info
practice their own custom controls tailored to their
unique requirements.

For more information, please refer to the section of this
guide on statements of applicability (SOA).
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Annex B: Implementation guidance for
AI controls

While Annex A defines controls, Annex B provides guidance
for implementing AI-specific controls within an organization.
It helps you understand and write AI policies (A.2.2), and
defines lines of accountability within your business (A.3.1).

It also contains valuable guidance for performing an AI risk
assessment, allowing you to evaluate your AI control design.

Annex B gives detailed instructions for implementing the
standard, from defining AI life cycles (Clause B.6.2) to
analyzing the quality of data used in AI training (Clause

B.7.4). Annex B colors in the framework and provides essential
background information about why AI governance matters.

I/
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Annex C: Potential AI-related organizational
objectives and risk sources

This annex presents a range of organizational objectives, risk
sources, and descriptions for consideration in risk management.
It's important to note that this list is not all-encompassing and
may not apply universally. Each organization should identify the
objectives and risk sources most relevant to their specific confext.

For a more comprehensive understanding of these objectives and
risk sources, as well as their connection to risk management, refer
to ISO/IEC 23894. This standard provides in-depth information on
the subject.

Regular assessment of risks for AI systems is crucial. By evaluating
these systems initially, periodically, and when circumstances
warrant, organizations can gather evidence to ensure their

AI systems align with organizational objectives. This ongoing
evaluation process is key fo maintaining effective risk management
and compliance.

I/

17



http://hyperproof.io
mailto:info%40hyperproof.io?subject=
https://www.iso.org/standard/77304.html

Annex D: Use of the AI management
system across domains or sectors

Annex D outlines the applicability of ISO 42001,
especially as it relates to various domains and
sectors of a business. It also provides guidance
for holistically assessing and understanding AI
management systems (AIMS).

By adopting this holistic perspective, organizations
can better identify interdependencies, mitigate
risks, and optimize performance across the entire
system. This approach aligns with best practices in
risk management and compliance, promoting a more
robust and resilient operational framework.

/i
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IS0 42001 controls

To better understand ISO 420071’s controls, we've broken them
out into categories reflecting their most common themes:
policies and governance controls, data controls, AL system
life cycle controls, and system impact assessment controls.

2

Note: Because we have categorized the following conftrols, they may
appear out of order within this guide.

19
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POLICIES AND GOVERNANCE CONTROLS
Annex A Control A.2 - Policies Related to AI

A.2's objective is fo ensure that AI systems receive
appropriate direction and support from leadership, aligning
them with the company's business needs and strategic goals.
This control emphasizes the importance of management's
role in directing Al initiatives to meet specific business
requirements.

A.2 is broken down into three areas: AI policy (A.2.1), alignment
with other organizational policies (A.2.3), and review of

the AI policy (A.2.4). These controls cover documenting an
overarching company-wide policy that outlines:

The rules for and guides the development and use of
AI systems

Determining where other existing organizational policies
can be affected by the use of AI or the policies apply to
business objectives with regards to AI systems

Regular review of AI policy at planned intervals and as
needed to ensure suitability, adequacy, and effectiveness

20
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Annex A Control A.3 - Internal
Organisation

A.3’s objective is to help establish lines of
accountability in order to uphold a responsible
approach to implementing, operating, and
managing AT systems.

A.3 has fwo confrols: AI roles and responsibilities
(A.3.2) and reporting of concerns (A.3.3). These
controls help determine responsibilities within your
organization as it pertains to AL throughout its
lifecycle and process for reporting concerns.

1
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Annex A Control A.8 - Information for Interested Parties of AI Systems

A.8's objective is to provide relevant stakeholders with essential information to comprehend and
evaluate both the positive and negative risks and impacts associated with AL systems. This aims
fo ensure fransparency and informed decision-making regarding AT systems by ensuring relevant
stakeholders have crucial information.

This set of controls requires the organization to provide detailed instructions on how to use and
work with the AI system and also, provide a mechanism for users to report any bugs, errors, or
problems with the AI system. The organization must have a formal process in place to communicate
relevant information about the features, capabilities, and incidents pertaining to the AI system.

A.8 is broken down into four areas: system documentation and information for users (A.8.2), external
reporting (A.8.3), communication of incidents (A.8.4), and information for interested parties (A.8.5).
These requirements aim to create a framework for open and responsible communication about AI
systems. By clearly defining what information needs to be shared, how users can report issues, and
how incidents will be communicated, organizations can build trust and transparency with

their stakeholders.

This approach helps manage expectations, address concerns promptly, and maintain positive
relationships with those affected by AI technologies. Ultimately, these practices contribute to more
responsible AI development and deployment, ensuring that all parties have a clear understanding of
the AI system's capabilities, limitations, and potential impacts.

i
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Annex A Control A.10 - Third-Party and Customer Relationships

A.10’s objective is to make sure the organization knows what its responsibilities are,
stays accountable for its actions, and shares risks fairly when working with third parties
at any stage of the AI system life cycle.

A.10 is broken into three controls: allocating responsibilities (A.10.2), suppliers (A.10.3),
and customers (A.10.4). These controls help the organization ensure responsibilities are
distributed between the organization, partners, suppliers, customers, and third parties
(A.10.2), as well as establish processes to ensure usage or development of the AI system
aligns with the organization’s approach to responsible AI systems (A.10.3).

Lastly, the organization must ensure a responsible approach to developing and using AI
systems and consider customer expectations and needs (A.10.4). This domain will cover
only the third parties or vendors who are involved in establishing and maintaining the AL
system and not all of the suppliers used by the company,

i
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DATA CONTROLS

Annex A Control A.7 - Data for AL Systems

A.T’s objective is to help the organization understand the role and impact of data used by — and to
create — Al systems, throughout the entire AI life cycle. A.7 is broken down into five contfrols: data for the
development and enhancement of AI systems (A.7.2), acquisition of data (A.7.3), quality of data for AI
systems (A.7.4), data provenance (A.7.5), and data preparation (A.7.6).

These controls help define and implement data management practices, addressing topics like privacy
and security implications due to the use of data, security and safety threats that can arise from data-
dependent AI system development, transparency and explainability aspects including data provenance
and the ability fo explain how data are used for determining an AI system’s output, representativeness of
fraining data compared to operational domain of use, and accuracy and integrity of the data.

Data acquisition (A.7.3) regards the documentation processes for acquisition and selection of data used
in AL systems, including:

Data sources and categories of data
Characteristics of data source and data subject demographics

Data rights and metadata

i
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A.7.4 documents requirements for data quality to ensure data used
in the AI system life cycle meets the requirements. Additionally, it
is important fo consider the impact of bias on system performance
and system fairness.

Lastly, data provenance and preparation confrols document a
process for recording the provenance of data and document
details of data preparation methods used, respectively.

These are important controls as the accuracy of the AI system
depends on the type and quality of data used to train the
underlying model. It is critical to identify the correct data types
and sources from where it will be obtained.

Further, the raw dataset must be prepared and cleaned for
consistency and to remove any errors. Lastly, the quality of the
data must be verified to ensure it is exhaustive and diverse to
prevent the infroduction of bias in the system outputs. The entire
workflow of the data from source to its eventual destruction must
be captured and logged.

i
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AI SYSTEM LIFECYCLE CONTROLS _
Annex A Control A.4 - Resources for AI Systems

A.4's objective is to ensure the organization maintains a comprehensive
inventory of all AI system resources, encompassing both components

and assets, fo facilitate a thorough understanding and management of
associated risks and impacts.

A.4 is broken down into five parts, including resource documentation (A.4.2), RESOURCES
data resources (A.4.3), tooling resources (A.4.4), system and computing . y
resources (A.4.5), and human resources (A.4.6).

IS0 42001 notes that it is important to identify and document all relevant
resources for all AI system life cycle stages and any other AI-related
activities relevant to the organization. Resources for the purpose of
this standard include people, processes, tools, and fechnology required
for the AIMS. It broadly comprises personnel with niche skill sets; tools
and utilities; application software and database needs and hardware
specifications like compute, storage, and memory.

1/
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Annex A Control A.6 - AI System Life Cycle

A 6.1

A.6.1's objective is to guide organizations in establishing and recording clear goals
for responsible AI creation. It requires companies to set up and implement specific
processes that ensure AI systems are designed and developed ethically and responsibly.

This approach aims to embed accountability and thoughtful practices into the early stages
of AI development, helping to create AI systems that are aligned with ethical standards
and organizational values from the outset.

A.6.1is broken down into two areas that cover the responsible development of AL systems
(A.6.1.2) and the processes for responsible design and development of AI systems (A.6.1.3).

A.6.1.2 instructs organizations to document steps to incorporate objectives into every
stage of system development from requirements specification, data acquisition, data
conditioning, model training, verification, and validation.

A.6.1.3 is similar to the software development lifecycle (SDLC), in that it documents the

lifecycle stages, approval and testing requirements, fraining data expectations and rules,
release criteria, and usability and change control for AT systems.

i
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A.6.2

The objective of A.6.2 aims to establish clear guidelines and specifications for
every phase of an AI system's existence. This comprehensive approach ensures
that each stage of the Al lifecycle is governed by well-defined standards and
requirements.

A.6.2.2 includes details of why the AI system is being developed and how the model
can be trained, all while data requirements are achieved.

A.6.2.3 includes architecture details including hardware and soffware components.
The key details must cover your machine learning approach and learning
algorithms, as well as the type of machine learning models to be used.

A.6.2.4 covers model verification and validation. Given the far-reaching impacts
of AI systemes, it is critical to ensure the models are tested adequately before
deploying them for use. The organization has to define the type, level, and extent
of testing that will have to be done, in addition to specifying criteria thresholds
for metrics like accuracy, drift, bias, and so on. Further, the organization must
document the test results clearly for every Al-related system change.

A.6.2.5 instructs the organization to create a deployment plan for the AI system.
Appropriate requirements should also be met before the deployment of the system.

i
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Annex A Control A.9 - Use of AI Systems

A.9’s objective hones in on the responsible usage of AI systems, per
your organization’s policies.

A.9 is broken down into three controls: processes for responsible use
of AI systems (A.9.2), objectives for responsible use of AI systems
(A.9.3), and infended use of the AI system (A.9.4).

Per this control, organizations must establish and document
processes for the responsible use of AI systems, including defining
clear objectives to guide responsible AT usage. Further, appropriate
monitoring processes - including a review of relevant logs — must
be implemented to ensure that the system was deployed and used
according to its intended objectives.

This approach aims to promote the ethical and appropriate use of
AI technologies within the organization, aligning actual usage with
predetermined goals and guidelines. By documenting processes and
objectives, the organization creates a framework for accountability
and consistency in AL system deployment and operation.

i
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SYSTEM IMPACT ASSESSMENT CONTROLS

Annex A Control A.5 - Assessing Impacts of AI Systems

A.5's objective focuses on evaluating the effects of AL systems on both individual
users and broader societal groups throughout the entire life cycle of the system.
This assessment aims to comprehensively understand how AI fechnologies
influence people and communities from development to deployment and beyond.
The evaluation process considers the potential impacts, both positive and negative,
that AI systems may have on various stakeholders and social structures.

A.5 is broken down into four areas:

1. AI system impact assessment process (A.5.2)

2. Documentation of AI system impact assessments (A.5.3)

3. Assessing Al system impact on individuals or groups of individuals (A.5.4)
4

. Assessing societal impacts of AI systems (A.5.5)

To evaluate this control, it is important to first establish a policy/process to assess
the potential consequences resulting from AI systems. From there, you must define
the scope of the impact assessment. You can do this by asking if individuals and
societies are likely to be affected by the purpose and use of AI systems. Then, you
can document procedures to perform the AL system impact assessment, including
the detailed steps, frequency of the assessment, and how it will be used.

® A
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PERFORMING AND DOCUMENTING RESULTS OF THE AT SYSTEM IMPACT ASSESSMENT

System impact assessments should consider the intended use of the system,
consequences of misuse, demographics the system applies to, and the role of
humans in relation to the system.

KEY AREAS OF INDIVIDUAL OR GROUP IMPACT

When assessing whether the system impacts individuals or groups of individuals,
it’s vital to address the expectations of individuals using the system around the
frustworthiness of the system. Areas of impact include fairness, accountability,
transparency and explainability, security and privacy, safety and health, financial
consequences, accessibility, and human rights.

KEY AREAS OF SOCIETAL IMPACT

When assessing the societal impact of Al systems, it is important fo consider several
key areas. These include:

Environmental sustainability
Economic considerations
Government

Health and safety

Traditions, culture, and values

i
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Guidance for writing AI policies

Writing policy is a vital part of governing AL To begin writing AI policy, we recommend:
Documenting principles that guide all activities of the organization related to AI

Gathering general requirements for AI system impact assessments and system
development

Calling out alignment with other organizational policies

Determining a process for reporting concerns related to AI

When writing your documentation, be sure to outline all aspects, including
documenting AI-specific roles and responsibilities, the process for hiring,
managing, and staffing AI-related roles, data resource requirements, system tooling
requirements, and system and computing resource requirements.

For more information on AI policies in ISO 42001, refer back to control A.2.

@
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ISO 42001 statement
of applicability

A statement of applicability (SoA) in the context of ISO 42001 is
very similar to that of ISO 27001. You'll need to document all of
your necessary controls (as determined by the results of the
risk assessment), along with justifications for the inclusion and
exclusion of controls.

Like ISO 27001, you are required to explain why or why not a
confrol is necessary to your organization and can add additional
confrols unique to your organization. While the confrols in

Annex A of the standard serve as a reference baseline, you can
include similar and applicable controls from other frameworks or
standards like the NIST SP 800-53 and the ISACA AI Audit Toolkit
to meet the specific control requirement outlined in Annex A.

For more information on the statement of applicability
produced by ISO 42001, please refer to Clause 6.1.3 of the
official documentation.

I/
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Challenges and considerations
for ISO 42001

Implementing ISO 42001 can have some challenges you need to take into
consideration. These include:

Lack of buy-in from management
Lack of resources with the right skill set
The right fooling and automation
Increased documentation requirements

Not knowing where to start

Because this is a new standard, it’s easy to feel like you don’t know quite where to
geft started. You are not alone! Whether you're battling executive buy-in, policy-
and documentation-writing, or simply do not have the resources, ISO 42001 can be
a lot fo take on.
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Remember that ISO 42001 is modeled after ISO 27001 and can
play nicely with many other frameworks and standards, like
NIST CSF. The documentation is similar to that of ISO 27001,
which can help you more easily understand the standard.

GRC maturity should also be taken into account by your
organization. By understanding your GRC maturity level, you
can better assess where your gaps are, so you can be more
resilient against AI risks.

For now, auditing firms and organizations implementing ISO
42001 can concentrate on understanding and getting controls
in place to prepare for certification, as well as conducting ISO
42001 readiness assessments.
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RELATED CONTENT

The GRC
maturity model

Not sure where you're at on the GRC maturity
ladder? Maybe you don’t understand the
concept of GRC maturity and want to get
started. In this whitepaper, we outline
everything you should know about the varying
levels of GRC maturity — traditional, initial,
advanced, and optimal - and how to

achieve them.

GET THE MODEL
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Discover your GRC
maturity level

Explore your GRC maturity in the areas of
governance, risk, compliance, and compliance
operatfions with our quizzes.

TAKE A QUIZ
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Jumpstart ISO 42001
compliance with Hyperproof

(
o)
00 ISO 42001 <D Healthy
Dashboard Details Requirements Controls Labels Issues
5
@ Program Summary Program Definition Activity
9 Requirements 110 "9‘"‘""% Requirements
SAA %
3, Controls 70 < s
iabiels 0 Complete 110
XD 700/ In progress 0
N Proof links 0 (| Not Started 53 .
42001 FONE A B S R
&
@ Controls
B 1 Implementation Testing Status Freshness
R Critical 2

Unknown 0 ® Ineffective 0 ®  Expired 1
o At Risk 0 Not Started 0 Effective 0 Unknown 1

In Progress 2 In Progress 2 Fresh 110

® Healthy 108 Completed 110 Not Tested 110

[m}

Explore the benefits of Hyperproof when implementing ISO 42001. With an out-of-the-
box template, you can easily start your ISO 42001 journey with a comprehensive program
template, including confrols and requirements outlined in Annex A.
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Add new frameworks quickly
with control crosswalking

o)

00 Existing Programs

" NIST Al RMF Healthy @ 1SO 27001 Critical @ NIST CSF Atrisk @
O NIST g‘c:"*% NIST
L . . . 00 ™ - izl 5 o
A3

&

&

B

%o

S

) GEMEN »

¢‘.‘\“ ‘.’i\:‘
New z @ :
Programs X

Make adding new frameworks a breeze with control crosswalks, including NIST
CSF, NIST AI RMF, ISO 27001, and many more. Geft rid of duplicative work and
reuse confrols across frameworks so you save fime and resources.
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Task management
made easy

Hyperproof's bi-directional task integrations with
popular project management systems like Jira,
ServiceNow, and Asana help GRC professionals
create and assign tasks. Task assignees receive
notifications in the project management systems
they use and love and complete their tasks in their
tool of choice. Hyperproof then automatically syncs
updates to proof, taking the manual work off your
plate and keeping stakeholders happy.

TASK

Review Company's Acceptable Use Policy.

DUE DATE
Enter due date

TARGET

Scheduled tasks
So Repeating Task
= TEMPLATE
© *TASK
N Acceptable Use Policy Review
8
r DESCRIPTION
&
®
@ ASSIGNEE
@ Carl Frankman
5

PRIORITY
[s) .
Medium

Save

Acceptable use
of assets

Event-based tasks

S Repeating Task

® n & @ a

a

o = ¢ @

TEMPLATE TASK

*TASK

Control review

DESCRIPTION

Please review this control given that the

most recent test has failed

ASSIGNEE DUE DATE
Carl Frankman

REPEATS

On a schedule v

SCHEDULE

Semiannually v

STARS REPRATING

7/10/2024 v

INTEGRATIONS

oo Asana

< Jira: Jira

REPEATS

On an event

EVENT

Test results - Failed

TEST

Select...

INTEGRATIONS

o Asana

& Jira:Jira

Enter due date
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Seamlessly manage
your ISO 42001 audit

O Q@ @

2 S

o @mm @

@& 150 42001

Dashboard Details

Summary
R Critical

Requests 5
Controls 110
Labels 0
Proof 1

Requests Status

® In progress
* Approved

Requests Issues

Audit Timeline

Evidence Collection
On-site Visit
Testing

Issue Report

Requests by Assignee

Evidence Collection (14 days)
April 1 - April 14, 2025

Manage your ISO 42001 audit with
Hyperproof’s Audit Module. Invite your
auditor to work alongside your team in
Hyperproof's dedicated audit space to
make information sharing easy while
ensuring they only have access to
what they need.

With Hyperproof, you can seamlessly
connect controls to audit requests
and their associated evidence to
speed up the audit readiness process.
This also helps you reuse work for your
next audit.

Hyperproof's Audit Module enables
you to know the status of your audit
at all times. Easily understand what
requests still need to be done, what's
in progress, what’s under review, and
what’s completed with Hyperproof’'s
audit dashboard.
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About Hyperproof

Hyperproof is a risk and compliance
management platform that empowers IT,
security, and compliance feams to automate
and scale their workflows without the burden
of jumping between multiple legacy platforms
and spreadsheets. The Hyperproof platform
enables teams to get complete visibility intfo
their organizational risks, streamline the
audit process, and reduce their ever-growing
compliance workloads. Hyperproof is trusted
by leading organizations like Veeva Systems,
Fortinet, Motorola, Oufreach, and Solventum.

To learn more about Hyperproof,
visit
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