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	Adjusting to ExtraordinaryTimes
	Tips from Cybersecurity LeadersAround the World

	In cybersecurity we often turn to other people and ask what they would do in tough situations.
	This year (2020) has seen more than a few crises, and the cybersecurity landscape has changed dramatically. We asked security leaders about their experiences amidst these immense pressures. And share their stories here, for the benefit of the wider community. In this eBook, you’ll also find out some of the unexpected (and sometimes positive) outcomes that have arisen as a result of adjusting security through extraordinary times.

	This eBook contains a kaleidoscope of cybersecurity views, insights, and advice about how to adjust during extraordinary times.
	We have gathered responses from a wide range of people across the world. Those who have been kind enough to share their stories with us have done so for the benefit of the greater cybersecurity community. We hope this resource is a useful tool for anyone looking to gain insight into the strategies and tactics other organizations have used to keep fighting the good fight.

	Chapter 1Read on
	Adjustments and outcomes:Experiences from security leadersRead on
	What has the experience been like for you as a security leader during this time, and what have you put into practice or learned as a result? 
	Sandy Dunn
	Chief Information Security Officer

	The team is making an extra effort to do mental health check-ins with each other, watching each other for symptoms of burnout or high stress.
	Sandy Dunn

	Chris Leach
	Senior CISO Advisor, Cisco

	Today’s CISO is a strategist, master influencer and arbitrator.
	Chris Leach

	Chris Leach (continued)
	There are three main areas that we need to focus on, in order to reduce the risk: policy considerations, security awareness training, and risk evaluation.
	Chris Leach

	Angus Macrae
	Head of Cyber Security

	This [remote working] shift opens up all sorts of possibilities for future business opportunities, free of geographic constraint.
	Angus Macrae

	Gabriel Gumbs
	Chief Innovation Officer at Spirion

	We had a process for communicating early and often with our people.
	Gabriel Gumbs

	Ian Thornton-Trump CD
	Chief Information Security Officer at Cyjax Limited

	Take some time...treat these extraordinary times as an opportunity to reflect.
	Ian Thornton-Trump

	Michael Ball
	Virtual Chief Information Security Officer at TeamCISO

	There were issues immediately in training end users to use the VPN client from home, as well as an issue with excessive permissions.
	Michael Ball

	A tale of VPN by Michael Ball
	I think that *we* got as much of an education/experience out of this practice as our home bound end-users did.
	Michael Ball

	Shelly Blackburn
	Vice President, Global Cyber Security Systems Engineering at Cisco

	Remote work environments enable innovation, opportunity and drive growth.
	Shelly Blackburn

	Thom Langford
	Founder of (TL)2 Security Ltd

	The one thing I wish I had done better was to prepare more for videoconferencing. I’m someone who likes to travel to meet people.
	Thom Langford

	Brad Arkin
	SVP, Chief Security & Trust Officer at Cisco

	This situation is a reminder that we need to be planful, agile, and constantly reinvent ourselves to keep pace with the needs of today and the future.
	Brad Arkin


	Chapter 2Read on
	Adapting to a new way of working, and how the cybersecurity program is keyRead on
	 
	How are you adapting the way you work? How can organizations build a security program for the future?
	Cheryl Biswas
	Specialist, Cyber Threat Intelligence Program

	[In our daily sync] we can talk about anything. It lets us connect with each other, and it’s really strengthened our team.
	Cheryl Biswas

	Cheryl Biswas (continued)
	Dave Lewis
	Global Advisory Chief Information Security Officer, Cisco

	We as security practitioners need to be there to provide guidance - more so than in previous years.
	Dave Lewis

	John Opdenakker
	Security Manager

	Leading by example is crucial for the adoption of a successful cybersecurity program.
	John Opdenakker

	John Opdenakker (continued)
	The security team should not be perceived as the group of people that always says no.
	John Opdenakker

	Gee Rittenhouse
	Senior Vice President / General Manager at Cisco

	There must be a shift in the culture where employees are seen as central to a company’s security strategy.
	Gee Rittenhouse

	Stephanie Ihezukwu
	Cloud Security Operations Analyst II at Duo Security, Cisco

	This is not normal. We are all reacting to this in different ways. Some of us are lucky enough to be productive during this time. Some of us are barely holding on.
	Stephanie Ihezukwu

	Mick Jenkins MBE
	Chief Information Security Officer at Brunel University London

	With great teamwork and great leadership, magnificent things can happen.
	Mick Jenkins MBE

	Chloe Messdaghi
	VP of Strategy, Point3 Security, Inc.

	When we do not invest in our team, we become a threat to ourselves. It's critical to provide ongoing training and support around mental health.
	Chloe Messdaghi

	Zoë Rose
	Cyber Investigator

	Working remotely is about flexibility, inclusion, and creating a space where you’re best supported.
	Zoë Rose

	Jenny Radcliffe
	People Hacker and Social Engineer

	For a great cyber security program, know your people better than anyone else, and try to work with them so that you’re not constantly pushing against what they like to do.
	Jenny Radcliffe

	Mark Weatherford
	Chief Strategy Officer for the National Cybersecurity Center

	If you don’t have a Business Continuity Plan when things go sideways, you’re not doing business continuity. You’re doing disaster recovery.
	Mark Weatherford

	Tricia A. Howard
	Marketing Manager at HolistiCyber

	We talk about people, process and technology. It truly is in that order.
	Tricia A. Howard

	What advice would you provide to others about embracing this new way of working - beyond just the short term?
	Quentyn Taylor
	Director of Information Security at Canon for EMEA
	 

	The risks are not bigger or smaller. They're just different.
	Quentyn Taylor

	Isiah Jones
	Owner & SR ICS OT Cybersecurity Consultant

	If anything, this situation should finally force people to start doing what they should have been doing the last 10 years.
	Isiah Jones

	Matt Pascucci
	Sr. Cyber Security Practice Manager

	With proper objectives, results and oversight, the remote work force can act just as organized, if not better, than a typical on-premise office.
	Matt Pascucci

	Victor Keong
	Senior Chief Information Security Officer Advisor, Asia Pacific at Cisco

	Bad actors have been taking advantage of this situation in phishing campaigns, but this brings an opportunity for anti-phishing awareness and ongoing education to the fore.
	Victor Keong

	Gabriel Whalen
	Principal Field Solution Architect - Information Security at CDW

	It doesn’t matter if an organization has the best in-class technical solution if they are not layering multiple control types around critical assets.
	Gabriel Whalen


	Chapter 3Read on
	Advice for Small and Medium Sized BusinessesRead on
	 
	Based on your own experiences, how have small and medium organizations been impacted?
	Leron Zinatullin
	Information Security Specialist

	Many companies are seeing improved productivity and cost savings through embracing remote working and cloud computing.
	Leron Zinatullin

	Sarah Clarke
	Data Protection & Privacy, BH Consulting

	Never put any measure in place if you haven't planned and resourced for what has to happen next.
	Sarah Clarke

	David Shipley
	CEO at Beauceron Security

	Thanks to embracing cloud productivity tools, we were well positioned technologically to go 100% remote.
	David Shipley

	Ross Moore
	Cyber Security Support Analyst

	People need to hear other people, and they need to see faces. A team still needs cohesion when working remotely.
	Ross Moore

	 
	What is your advice for small organizations? How can they build a security program for the future?
	 
	Fareedah Shaheed
	CEO and Founder of Sekuva

	I foresee a community-based program as the main change in the security awareness arena especially as the remote workforce grows larger.
	Fareedah Shaheed

	Jessica Barker
	Co-Founder of Cygenta and Chair of ClubCISO

	I would encourage organisations to get creative and think about how they can run virtual events and activities to keep security on people’s minds.
	Jessica Barker

	J Wolfgang Goerlich
	Advisory Chief Information Security Officer, Cisco

	Security teams have worked tirelessly to ensure their organizations' ability to successfully respond to security incidents in spite of the quarantine.
	J Wolfgang Goerlich

	J Wolfgang Goerlich (continued)
	A good security program readies the organization against all birds, be it the black swan or the unnamed goose.
	J Wolfgang Goerlich

	Tazin Khan Norelius
	Cyber Security Manager, Services and Delivery at MorganFranklin Consulting

	The biggest piece of advice that I could provide to small businesses would be to implement a cyber security framework and methodology very early into your business... It’s never too late.
	Tazin Khan Norelius

	Melissa Parsons
	Senior Cyber Security Consultant

	Small businesses are likely to see many challenges in the areas of budgets and the governance side of security. SMBs are often "trying to do more with less." 
	Melissa Parsons

	Melissa Parsons (continued)
	Start with that BIA and risk identification process to drive informed decisions when it comes to IT and security. 
	Melissa Parsons

	Omar Zarabi
	President & CEO - Port53

	Being able to ensure the secure connection to proper applications and data, not to mention forcing authentication at every turn, is going to be absolutely critical in protecting this new way of work.
	Omar Zarabi


	"If you can't change it, change your attitude."Read on
	– Maya AngelouSelect Read on for Resources and VideosRead on
	Adjusting to current challenges has helped some security teams think about building on their cybersecurity programs and improving their culture and communication.
	This highlights that people are the most important aspect of any organization.
	Cisco Secure

	Additional resources
	Videos 
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