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Catalyst 9200 Series High Availability  
Catalyst 9200 Series switches deliver access layer redundancy with features such as StackWise - 160/80 and 
infrastructure redundancy.  

Catalyst 9200 Series  

Catalyst 9200 and Catalyst 9200L switches with Cisco IOS XE Lite support Cisco StackWise stacking for up to 
eight members, but mixed stacking between them is not supported. They are physically connected in a ring 
topology with dedicated stacking cables con nected at the back of each switch.  

Catalyst 9200 Series switch stacks deliver deterministic non - blocking switching performance for up to 416 
ports.  

StackWise - 160/80 architecture  

Catalyst 9200 Series switches support StackWise - 160 with up to 160 Gbps stack bandwidth. Catalyst 9200L 
Series switches support StackWise - 80 with up to 80 Gbps stack bandwidth. The stack consists of two counter -
rotating rings (40 or 20 Gbps per ring), and the system's throughput is a function of the aggregated throughput 
of these ri ngs (80 or 40 Gbps), using spatial reuse.  

 

  Figure 33. 
StackWise - 160/80 -  Two- Ring architecture  

Note:   Catalyst 9200 models cannot be stacked with Catalyst 9200L models.  

StackWise SSO support  

Catalyst 9200 Series switches support a wide range of Layer 2 stateful capabiliti es to provide non - stop network 
communication. Supported protocols are listed below:  

Table 6.  StackWise - 160/80 stateful protocol support  

Layer  HA- Aware protocols  

Layer 2  STP, VLAN, VTP, DTP, CDP, UDLD, SPAN and RSPAN, HSRP, VRRP, 

802.1x, PAgP  and LACP, IGMP snooping  

Services  QoS, ACL, PBR, NetFlow, port security  
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  Figure 47. 
WAN MACsec encryption  

Supported platforms  

WAN MACsec is supported on Catalyst 9500X and 9600X platforms on all ports and speeds up to 400G 
simultaneously. Both 128 - bit and 256 - bit AES encryption are supported. Additionally, the Catalyst 9300X and 
Catalyst 9400X models are hard ware-  capable of supporting WAN MACsec.  

 

  Figure 48. 
WAN MACsec frame format  
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IPsec  

IPsec is an encryption technology delivering end - to- end protection across any Layer 3 IP network. As such, it is 
widely used for WAN security across the Internet for site - to-  site and  site- to- cloud applications.  

Supported platforms  

IPsec is currently supported on Catalyst 9300X models delivering secure WAN IPsec connectivity to Cloud IaaS 
(such as AWS, Azure, GCP), Cloud Security (such as Umbrella and zScaler) and Enterprise connection s in 
COLOs (such as Equinix) and other enterprise campuses.  

The UADP 2.0sec and UADP 3.0sec ASICs used in Catalyst 9300X and Catalyst 9400X supervisors 
respectively, have an embedded Crypto engine that enables unmatched 100G line - rate IPsec with very low 
latency and jitter, making it ideal for supporting all types of applications, including high - bandwidth or 
voice/video applications. The platform supports IKEv2, ESP encapsulation, Tunnel mode and AES - 128/256 -
GCM encryption.  

 

  Figure 49. 
IPsec frame format  

Catalyst 90 00 switches support tunnel mode which is more secure than transport mode because it encrypts 
both the payload and the header. IPsec handles encryption at the packet level and the protocol it uses is ESP. 
The ESP header is added after a standard IP header. Since the packet has a standard IP header, the network 
can route it with standard IP devices.  

Tunnel mode is often used in networks with unregistered IP addresses. The unregistered address can be 
tunneled from one gateway encryption device to another by hi ding the unregistered addresses in the tunneled 
packet.  
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