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Infinity MDR/MPR

Managed Prevention & Response

The Leading Prevention-First MDR/MPR

Managed Prevention & Response elevates traditional MDR services with continuous updates, automated
prevention actions, optimal configurations, recommendations, and best practices to improve defenses and
prevent future attacks.

Infinity MDR/MPR is powered by the industry’s top experts and leading Al technology to proactively prevent,
monitor, detect, investigate, hunt, respond, and remediate attacks on customers’ environments.

We monitor your security estate 24X7, covering your entire infrastructure: network, endpoint, email, cloud,
mobile &loT, make informed decisions to stop attacks, and improve defenses to prevent future attacks.

Prevention-First Simplicity Elevate Security One Solution
Best practices to improve 24x7x365 service Advanced threat Prevent, monitor, detect,
defenses and prevent by our elite prevention powered by investigate, and
future attacks experts Al-based analytics remediate attacks

Optimized Prevention: End-to-End Proactive SecOps
Powered by Industry Leading Analysts

e We perform in-depth incident investigations and proactively hunt for threats using the industry’s most
powerful threat intelligence, Al analytics tools, and Mitre Att&ck.

¢ Ongoing ThreatCloud updates continuously improves threat prevention capabilities.

e The MDR/MPR team rapidly responds to real threats, using orchestrated responses with automated
playbooks to remediate your environment & improve defenses to prevent future attacks.

Incident Response Included: When an MDR Analyst determines that an incident needs a

broader response, we've got your back. Our MDR solution includes up to 100 hours of IR
Services for incidents identified through solutions that we are monitoring.

© 2024 Check Point Software Technologies Ltd. All rights reserved.



o
& cHeck POINT

Incident Response Team

Proactive Incident Response,
At a Moments Notice

The Three Steps: When in an Emergency

Preserve the Crime Scene

Collect attack details from your team. Include your assessments of the security
attack, how it was discovered, possible causel(s), its impact, and any initial actions
you've taken.

Contact Us Now

Call us toll free using the emergency response number (+1-866-923-0907).
You do not have to be a current client or Check Point customer for this
initial contact.

Get Back on Track

We will identify points of compromise, provide daily Active Threat reports,
& work with your team to fully eradicate the threat. We'll also help you
communicate the details and ramifications of the attack back to your
business and management if needed.

Incident Response Services:

Instant Response Speedy Recovery Mitigate Future Risk
Dedicated 24/7 experts respond Accelerate your ability to contain After an incident, we help you apply
immediately to any security attack. This threats, reduce downtime, limit industry best practices to strengthen
includes denial of service, malware, damages & costs, and keep your your security controls & provide the
virus, data loss incidents, & more business running latest threat intelligence
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Infinity MDR/MPR Key Benefits

e The leading prevention-first MDR/MPR solution; continues updates, automated actions, configurations,
recommendations, and best practices to improve defenses and prevent future attacks.

o Simplicity - the industry’s top analysts, incident response, and research experts — Deliver prevention,
investigation, response, and threat hunting service 24x7x365.

« Elevate your security - Advanced threat prevention powered by Al-based analytics, leveraging big data
threat intelligence aggregated from hundreds of millions of sensors.

¢ One solution - Prevent, monitor, detect, investigate, and remediate attacks.

« Use a single MDR/MPR service for your entire IT infrastructure, whether secured by the Check Point
security stack or other security vendors.

o Complete security orchestration to ensure full analysis, response, and remediation across
your environment.

¢ An intuitive web portal provides complete transparency to the service activity with a detailed view
of all incidents, threat analysis, and security recommendations.

« Quickly onboard to the service with simple integration to your existing security stack and ecosystem.

» Lower SOC investment and overhead: Eliminate tools purchasing, integration, recruiting, training,
and staffing.

Incident Response Team Key Benefits

e The IR Pro-Plan leverages proactive services including IR Readiness, Offensive Recon, External
Surface Mapping & more without exhausting the hours included in your plan.

¢ Incident Response Planning & Playbook Development, paired with Tabletop Exercises to ensure your
buisness is ready for anything.

e Compromise Assesment, Root Cause & Forensic Analysis, as well as Attack Surface Mapping.

e Top of class Incident Response Training for your security team.

e Simple & Easy Onboarding, including alignment with your pre-existing Incident Response assets.
e Access to Experienced Threat Hunters.

e Advanced Threat Prevention & Ransomware Readiness.

e Alerts & Logs Review, Takedown Guidance in the event of a breach.

e Information Sharing to secure all plausible vectors of attack.

e Threat Information Resource availible 24*7*365 to aid with any concerns or curiosities you may
encounter along the way.

© 2024 Check Point Software Technologies Ltd. All rights reserved.





