°
& cHECK POINT

@

Horizon

Horizon MDR/MPR

Managed Prevention & Response

The Leading Prevention-First MDR/MPR

Horizon Managed Prevention and Response takes the traditional Managed Detection and Response
services to the next level with the introduction of the leading prevention-first MDR/MPR solution.
Horizon MDR/MPR provides continuous updates, automated prevention actions, optimal configurations,
recommendations, and best practices to improve defenses and prevent future attacks.

Horizon MDR/MPR is powered by the industry’s top experts and leading Al technology to proactively
prevent, monitor, detect, investigate, hunt, respond, and remediate attacks on customers’ environments.

We monitor your security estate 24X7, covering your entire infrastructure: network, endpoint, email, and
more, make informed decisions to stop attacks, and improve defenses to prevent future attacks.
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Prevention-First Simplicity Elevate Security One Solution
Best practices to improve 24x7x365 service Advanced threat Prevent, monitor, detect,
defenses and prevent by our elite prevention powered by investigate, and
future attacks experts Al-based analytics remediate attacks
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Optimized Prevention: End-to-End Proactive SecOps Powered
by Industry Leading Analysts

e We monitor your entire IT infrastructure 24x7x365 to accurately detect real attacks across network,
endpoints, email, cloud, mobile, and loT.

o We prevent attacks from spreading in your organization by embedded prevention first approach in
MDR, both prevention configurations and recommendations.

e We perform in-depth incident investigations and proactively hunt for threats using the industry’s most
powerful threat intelligence, Al analytics tools, and Mitre Att&ck.

e We continually make threat prevention better through ongoing ThreatCloud updates.

e We rapidly respond to real threats, using orchestrated responses with automated playbooks to
remediate your environment and improve defenses to prevent future attacks.

Horizon MDR/MPR Key benefits

e The leading prevention-first MDR/MPR solution; continues updates, automated actions,
configurations, recommendations, and best practices to improve defenses and prevent future attacks.

e Simplicity - the industry’s top analysts, incident response, and research experts — Deliver prevention,
investigation, response, and threat hunting service 24x7x365.

o Elevate your security - Advanced threat prevention powered by Al-based analytics, leveraging big
data threat intelligence aggregated from hundreds of millions of sensors.

¢ One solution - Prevent, monitor, detect, investigate, and remediate attacks.

« Use a single MDR/MPR service for your entire IT infrastructure, whether secured by the Check Point
security stack or other security vendors.

o Complete security orchestration to ensure full analysis, response, and remediation across your
environment.

¢ An intuitive web portal provides complete transparency to the service activity with a detailed view of
all incidents, threat analysis, and security recommendations.

« Quickly onboard to the service with simple integration to your existing security stack and ecosystem.

» Lower SOC investment and overhead: Eliminate tools purchasing, integration, recruiting, training,
and staffing.
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ThreatCloud: Al Powered Advanced Threat Prevention

Horizon MDR/MPR Leverages the Power

of ThreatCloud

Real-time threat intelligence derived from hundreds
of millions of sensors worldwide, enriched with Al-
based engines and exclusive research data from the

Check Point Research Team.

Operational Peace of Mind

EXTERNAL FEEDS
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Avoid SOC overhead with simple, responsive, and transparent security operations as-a-service:

e Avoid the overhead of recruiting and training in-house analysts and staffing 24x7x365 shifts with a
highly experienced security operations team as-a-service.

e Gain complete transparency to the service activity with an intuitive web portal providing a detailed view
of all incidents, threat analysis, and security recommendations mapped to the NIST framework.

e 24x7x365 responsiveness - consult with our analysts with global coverage and language support via
chat with an expert, email, phone, and customer portal.

e Use a single MDR/MPR service for your entire IT infrastructure, whether secured by the Check Point

security stack or other security vendors.

e Quickly onboard to the service with simple integration to your existing security stack and ecosystem.
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Complete transparency

Intuitive web portal providing a detailed view of all incidents,

threat analysis, and security recommendations.

Learn more about Horizon MDR/MPR and sign up for a free demo.
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