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Barracuda XDR Endpoint Security

Flexible, modern endpoint protection and 24/7 detection & response service

Today’s tumultuous cyberthreat landscape requires organizations to use an endpoint protection service

that not only mitigates threats, but can efficiently and effectively detect and respond to advanced threats

such as zero-day attacks, ransomware, and more. With the Barracuda XDR Endpoint Security service, you

benefit from comprehensive and flexible endpoint protection that gives you control over the technologies

used and how hands-on you’d like to be.

Simplified endpoint protection service

Available as managed and monitor-only options, you can choose
how hands-on you want to be in managing your endpoint
protection. Through the Barracuda XDR dashboard, you have

threat visibility, alerts, and actions taken by Barracuda’s SOC team.

Enhanced threat detection

Our proprietary rules are powered by machine
learning (ML) and, are mapped to the MITRE ATT&CK®
framework, allowing Barracuda’s SOC team to detect
threats faster, and predict their next move.

Extended security expertise

Instantly augment your internal security resources with
teams of tenured security experts who work in the
background to provide a 24/7, proactive detection and
response service. All Identified incidents are triaged, and
you are alerted and guided toward a resolution.

Part of the Barracuda XDR suite:

XDR - Proactive cybersecurity-as-a-service platform backed by
teams of tenured security experts in a 24/7 Security Operations
Center (SOC).

XDR Endpoint Security - Efficiently and effectively detect
and respond to advanced threats such as zero-day attacks,
ransomware, and more.

XDR Email Security - Proactively monitors your existing email
security solution to enhance protection against spear phishing,
business email compromise (BEC), and more.

XDR Cloud Security - Secures your cloud environments from
unauthorized access to cloud mailboxes, admin changes,
impossible logins, and brute force attacks.

XDR Network Security - Detects potential threat activity on your
networks, such as command-and-control connections, denial-of-
service attacks, data exfiltration, and reconnaissance.

XDR Server Security - Protects your systems from sophisticated
attacks such as password sprays, brute force attacks, and
privilege escalation.

Cyber Warranty - Provides financial protection that puts your
needs first. The Barracuda XDR suite streamlines the warranty
application and claim process, speeding the process from
months to days.

For more information visit: barracudamsp.com/barracuda-xdr
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Key Features Managed service Monitor-only service

Endpoint protection software license included v
Solution configuration tuning v
Single agent 4 *Depends on the endpoint security product
Remediation, including 1-click rollback v “Depends on the endpoint security product
Supports Windows, Mac, Linux v “Depends on the endpoint security product
XDR dashboard v v
24/7 monitoring v v
24/7 threat detection & response v Detection only

v v

MITRE ATT&CK® mapping

Key integrations:

Managed:
. SentinelOne

Monitor-only:

. Bitdefender SentinelOne

. Cisco Secure Endpoint

. CrowdStrike

. Cylance

. ESET Nod32

. Microsoft Defender

. Sophos

. Symantec Endpoint Protection
. Trend Micro Deep Security

. Trend Micro Worry-Free Endpoint Security

. And, many more

For the complete list of integrations, please visit

barracudamsp.com/Barracuda-XDR-Integrations

About Barracuda MSP
As the MSP-dedicated business unit of Barracuda Networks, Barracuda MSP enables IT managed service providers to offer multi-layered
security and data protection services to their customers through our award-winning products and purpose-built MSP management platforms.

‘ IBa rraCuda Barracuda MSP’s partners-first approach focuses on providing enablement resources, channel expertise, and robust, scalable MSP solutions
® designed around the way managed service providers create solutions and do business. Visit barracudamsp.com for additional information.
@BarracudaMSP | LinkedIn: BarracudaMSP | smartermsp.com

617.948.5300 | 800.569.0155 | sales@barracudamsp.com
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