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Flexible Managed

Cloud Email Security Service Options

= Gateway and hosted email options
Flexible Email Security Options = Managed by Fortinet security
FortiMail Cloud Email Security is an independently validated and top-rated Secure Email experts

Gateway solution delivering >99% catch rate, multiple layers of malware detection and an
extremely low false positive rate. Fully managed by Fortinet, FortiMail Cloud Email Security
allows you to focus on your business by relying on a trusted security expert to manage this
key infrastructure security component.

Multi-Layer Threat

Prevention

= Award-winning FortiGuard
Antimalware with emulation,
unpacking and more

= FortiGuard URL detection for

phishing, malware and adult
content URLs

FortiMail Cloud is available in 2 different deployment options:

= Gateway — Route your email to Fortinet where it is cleaned of malware and spam and
forwarded onwards to your mail servers.

= Server — Host your email infrastructure and security with Fortinet while benefiting from
malware and spam protection as well as protection of sensitive information.

Requirement What Fortinet Cloud Security Delivers o (ReitielEe Cuiterezis mElig=nes

Market-leading spam detection  FortiMail delivers highly accurate spam detection (99.8% July 2015) via ; ;
the use of multiple fully integrated, advanced detection techniques. These Effective and Reliable
include FortiGuard Antispam, sender reputation, URL analysis and more.

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr e » Independently validated
Top-rated Threat Prevention FortiMail cloud security scans inbound and outbound email for malware (VBSPAM and VB100)

using FortiGuard Antivirus — consistently top-rated by Virus Bulletin —
together with cloud sample lookups and real-time outbreak protections. » >99% spam detection

Customers can optionally integrate with Fortinet’s NSS Labs
Recommended FortiSandbox for the very highest degree of protection.

= 99.999% service availability

Fully-managed service The FortiMail Cloud service is a fully-managed service backed by 24x7
support across the globe.

Encryption options Server to server encryption via TLS encryption ensures data privacy where @ @
possible. For enhanced security, Identity-Based Encryption option can be 100
added to deliver secure messaging all the way to the recipient’s desktop.

Source https/AmwewvinsbincomAbspamindex siusbincon) [ vivsbincon

FortiCare Worldwide 24x7 Support FortiGuard Security Services
support.fortinet.com www.fortiguard.com
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FEATURES

FortiMail Cloud — Gateway

The FortiMail Cloud — Gateway service provides cloud-based email security for customers with either on-premise or hosted email
deployments. The service acts as an inbound and outbound gateway for customer email and cleans it of spam and malware before
forwarding to its destination.
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Feature FortiMail Cloud — Gateway FortiMail Cloud — Gateway Premium
99.999% Service availability . o
>99% Spam catch rate o o
Advanced multi-layer malware detection . .
Fully-managed service . o
Inbound and outbound filtering . o
Integration with customer LDAP . .
Secure message delivery (TLS) o .
Message tracking o .
Reporting . .
Data Leak Prevention .
Cloud Sandboxing o
Identity-Based Encryption (IBE) .

2 www.fortinet.com



FEATURES

FortiMail Cloud — Server
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The FortiMail Cloud — Server service provides a fully-hosted Email Server combined with cloud-based email security. The service replaces
the need to manage and maintain all on-premise email servers delivering email and security services from the FortiMail cloud.

FortiMail Cloud - Server
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FortiMail Cloud — Server Premium

Email hosting with POP3, IMAP & Webmail access

99.999% Service availability

>99% Spam catch rate

Advanced multi-layer malware detection

Fully-managed service

Inbound and outbound filtering

Integration with customer LDAP

Secure message delivery (TLS)

Message tracking

Reporting

Data Leak Prevention

Cloud Sandboxing

Identity-Based Encryption (IBE)

Mailbox size (per user)

5GB

20GB

F::RTINET



DATA SHEET: FortiMail™ Cloud Email Security

ORDER INFORMATION

FortiMail Cloud — Gateway
Hosted Gateway Email Filtering supporting Inbound, Outbound scanning with AS, AV. SKUs are chargeable on a per mailbox per month
basis with the SKU selected based on the relevant range.

Product SKU Description

FortiMail Cloud — Gateway FC10-FMGW1-248-02-01 FortiMail Cloud — Gateway (25—100 Mailboxes)
FC10-FMGW2-248-02-01 FortiMail Cloud — Gateway (101-1000 Mailboxes)
FC10-FMGW3-248-02-01 FortiMail Cloud — Gateway (10015000 Mailboxes)
FC10-FMGW4-248-02-01 FortiMail Cloud — Gateway (500110000 Mailboxes)
FC10-FMGW5-248-02-01 FortiMail Cloud — Gateway (10000+ Mailboxes)

FortiMail Cloud — Gateway Premium
Cloud Gateway Email Filtering supporting Inbound, Outbound scanning with AS, AV, DLP, IBE and Cloud Sandboxing. SKUs are chargeable
on a per mailbox per month basis with the SKU selected based on the relevant range.

Product SKU Description

FortiMail Cloud — Gateway Premium FC10-FMGP1-248-02-01 FortiMail Cloud — Gateway Premium (25—100 Mailboxes)
FC10-FMGP2-248-02-01 FortiMail Cloud — Gateway Premium (101-1000 Mailboxes)
FC10-FMGP3-248-02-01 FortiMall Cloud — Gateway Premium (1001-5000 Mailboxes)
FC10-FMGP4-248-02-01 FortiMail Cloud — Gateway Premium (5001—10000 Mailboxes)
FC10-FMGP5-248-02-01 FortiMail Cloud — Gateway Premium (10000+ Mailboxes)

FortiMail Cloud — Server
Hosted Email and Email Filtering service supporting Inbound, Outbound scanning with AS, AV. SKUs are chargeable on a per mailbox per
month basis with the SKU selected based on the relevant range.

Product SKU Description

FortiMail Cloud — Server FC10-FMSE1-248-02-01 FortiMail Cloud — Server (256—100 Mailboxes)
FC10-FMSE2-248-02-01 FortiMail Cloud — Server (101-1000 Mailboxes)
FC10-FMSE3-248-02-01 FortiMail Cloud — Server (1001-5000 Mailboxes)
FC10-FMSE4-248-02-01 FortiMail Cloud — Server (500110000 Mailboxes)
FC10-FMSE5-248-02-01 FortiMail Cloud — Server (10000+ Mailboxes)

FortiMail Cloud — Server Premium
Hosted Email and Email Filtering service supporting Inbound, Outbound scanning with AS, AV, DLP, IBE and Cloud Sandboxing. SKUs are
chargeable on a per mailbox per month basis with the SKU selected based on the relevant range

Product SKU Description
FortiMail Cloud — Server Premium FC10-FMSP1-248-02-01 FortiMail Cloud — Server Premium (25—100 Mailboxes)
FC10-FMSP2-248-02-01 FortiMail Cloud — Server Premium (1011000 Mailboxes)
FC10-FMSP3-248-02-01 FortiMail Cloud — Server Premium (1001-5000 Mailboxes)
FC10-FMSP4-248-02-01 FortiMail Cloud — Server Premium (5001-10000 Mailboxes)
FC10-FMSP5-248-02-01 FortiMail Cloud — Server Premium (10000+ Mailboxes)
=-= H TI n E T GLOBAL HEADQUARTERS EMEA SALES OFFICE APAC SALES OFFICE LATIN AMERICA SALES OFFICE
-mw ® Fortinet Inc. 905 rue Albert Einstein 300 Beach Road 20-01 Sawgrass Lakes Center
899 Kifer Road Valbonne 06560 The Concourse 13450 W. Sunrise Blvd., Suite 430
Sunnyvale, CA 94086 Alpes-Maritimes, France Singapore 199555 Sunrise, FL 33323
United States Tel: +33.4.8987.0500 Tel: +65.6395.2788 United States
Tel: +1.408.235.7700 Tel: +1.954.368.9990

www.fortinet.com/sales

Copyright® 2016 Fortinet, Inc. Al rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., in the U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other
product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other conditions may affect
performance reslts. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet's General Counsel, with a purchaser that expressly warrants that the identified product
will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in
Fortinet's internal lab tests. In no event does Fortinet make any commitment related to future deliverables, features or development, and circumstances may change such that any forward-looking statements herein are not accurate. Fortinet disclaims in full any covenants, representations, and guarantees pursuant
hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.

FST-PROD-DS-MLCL. FML-CL-DAT-R2-201602



