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FortiScanner Cloud

Cyber Asset Attack Surface Management Cloud Service

Highlights

e Comprehensive security
visibility of corporate
networks, with coverage
for both managed and
unmanaged systems

* Merges asset, network,
software, vulnerabilities,
and user data from IT
and security solutions to
give insights into which
systems lack essential
security measures, and
which systems are not
included in vulnerability
management programs

Proactively minimizes
threats and protects
against potential

attacks by identifying
weaknesses,
misconfigurations, and
other hazards. In general,
FortiScanner could supply
organizations with a solid
basis for controlling risk
and exposure
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® New

Minimize threats and protect against potential attacks

FortiScanner is a CAASM—Cyber Asset Attack Surface Management
cloud-service platform with a comprehensive security visibility of
corporate networks, with coverage for both managed and unmanaged
systems. It merges asset, network, software, vulnerabilities, and user
data from IT and security solutions to give insights into which systems
lack essential security measures and which systems are not included
in vulnerability management programs. Organizations can proactively
minimize threats and protect against potential attacks by identifying
weaknesses, misconfigurations, and other hazards. In general,
FortiScanner can supply organizations with a solid basis for controlling
risk and exposure.




FortiScanner™ Cloud

Data Sheet

Use Cases

Available in Governance, Risk, and Compliance
e FortiScanner helps companies adopt the GRC framework

e |dentify the risk associated with security vulnerabilities

Q * Help establish policies and practices to minimize compliance risk

Cloud
Asset Inventory

e Discover network devices (physical and virtual) connected to the corporate networks

» Detect the applications and services running in the asset devices discovered

Vulnerability Detection

* Provides the correlation of Assets, Applications, and Vulnerability

¢ Vulnerability list classification

» Mitigates compliance risk

FortiScanner Cloud Features
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FortiScanner™ Cloud Data Sheet

FortiScanner Cloud Features

Inventories
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The Asset view shows the

Hostname AGENT104-PC AssetStatus > Online. Service Ports TCP 5 UDP1,ICMP ./, ARP ./ Notes /'
following information: e e e
os. B8 Windows 7 Professional 7601 Service
e Asset Details
—

e Vulnerabilities
e Software
e Services

e Screenshots

Detectors

The Detectors can be
installed by the user and
supports the following OS:

e Windows
e Linux
e MacOS

hostipva 162168191104
hostipve
hostiastboot  Mon Oct 30 1527:51 2023

hostmac 00:0c:20:78:00:99

un 172024 1154 AM
w

221 days, 12 hours, 56 minutes
Vidware

Windows

Download FortiScanner Detector Installer @

Latest Available Version: v24.2.0.0016

Organization
Default Organization

HostCPUType *
AMD 84-bit

Detector Installation
Use one of the two methods:

o Fortiscanner-Detector-Installer-Windows-and6d.exe "S{curl https://api-test1. fortiscanner—cloud-ga. con/download/
"5 \For
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FortiScanner Cloud Features

Scans

Configure scan intervals;
every scan setup can be
defined by:

e Site

e Subnet

e Scan Rate

* Hourly, daily, weekly, and
monthly

Authentication Scanning

* Perform the scanning
against the servers (SSH,
SNMP, Telnet, VMware)
using the authentication
credentials

Collect system
information, applications,
and software running;
make the correlation with
vulnerability analysis

Reports

Reports quickly identify
which Asset is compromised
with high vulnerability and
more information such as
Switch and the port the
device is connected to
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FortiScanner™ Cloud

Ordering Information

Product SKU
FortiScanner Cloud Subscription FC1-10-SCCLD-1111-01-DD

FC2-10-SCCLD-1111-01-DD

FC3-10-SCCLD-1111-01-DD

FortiCare Support Service

Description

Annual Subscription for FortiScanner Cyber Assets Attack Surface Management service, for 500 assets, includes
FortiCare Premium Services.

Annual Subscription for FortiScanner Cyber Assets Attack Surface Management service, for 1000 assets, includes
FortiCare Premium Services.

Annual Subscription for FortiScanner Cyber Assets Attack Surface Management service, for 5000 assets, includes
FortiCare Premium Services.

FortiCare Support Services is per-device support services, and it provides customers access to over 1400 experts
to ensure efficient and effective operations and maintenance of their Fortinet capabilities. Global technical support
is offered 24x7 with flexible add-ons, including enhanced service level agreements (SLAs) and premium hardware
replacement through 200+ in-country depots.

Data Sheet
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