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GravityZone Security
for Mobile Devices

A resource-efficient security
solution that provides high
performance, protection, and
centralized management

Bitdefender GravityZone Security for Mobile Devices unifies enterprise-

wide security with management and compliance control of iPhone, iPad

and Android devices to support bring-your-own-device (BYOD) initiatives.

It introduces a holistic mobile security approach that helps organizations
maintain compliance while minimizing IT intervention and effort in the BYOD
experience. Tightly integrated into GravityZone Control Center, it is not “yet
another solution” that adds to administrators’ workload.

From the same management platform used to control security across
virtualized and physical endpoints, you can start enforcing security policies
for mobile devices with no additional infrastructure. The mobile security
services inherit all the benefits of the unique architecture of Bitdefender
Gravity Zone. It gives administrators the tools to easily extend security
policies to any number of iOS and Android devices, protecting them against
unauthorized use, riskware and loss of confidential data.

Key capabilities

+ Unified security helps minimize administrative overhead — administrative
burden is reduced with the real-time status of device compliance and single
pane of glass approach.

+ Control Center helps easily identify BYOD devices and apply the security
policies agreed upon by their users, enabling safe adoption of BYOD
devices.

« Number-one-ranked anti-malware offers real-time and on-demand anti-
malware scanning for Android devices ensuring they are free of malicious
code

Bitdefender delivers a holistic security approach to protect not only mobile
devices, but also physical endpoints and virtualized environments using

the right tools to manage mobile device compliance. Designed to support
controlled adoption of BYOD by enforcing security policies consistently
across all devices, Bitdefender GravityZone Security for Mobile Devices helps
ensure mobile devices and the sensitive business information they hold are
protected. The administrative burden on IT is reduced by keeping the status
of compliant and non-compliant devices up-to-date.
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At-a-Glance

Bitdefender helps organizations
maintain compliance while minimizing
IT intervention and effort. GravityZone
Security for Mobile Device allows you to

enforce bring-your-own-device (BYOD)

policies for mobile devices with no
additional infrastructure. Bitdefender
GravityZone's Control Center allows you to
control all endpoints: physical, virtualized,
and mobile from one console.

Key Benefits

+ Secures and manages mobile devices
and unified security protects your iOS and
Android from a single point of control

+ Minimizes administrative overhead
and provides easy mobile security
management through the web-based
console you already use to manage
virtualized and physical endpoints

+ Simplifies management of VPN and Wi-Fi
settings allows remote configuration
of access point profiles simplifies the
burden of managing Wi-Fi and VPN
settings across the enterprise.

‘It's an all-around win ...we have
peace of mind wer Hpmreat@j glll
getting more time in our day to
support the business.”

Matt Ulrict
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Simple but effective antitheft measures, like screen lock and authentication, making it simple to apply consistent security policies
on all user devices and prevent unwanted access to unattended phones or tablets. You can find lost devices via a map, prevent use
of lost devices by remote locking, and prevent data leakage by wiping data remotely.

hd Bitdefender is a cybersecurity leader delivering best-in-class threat prevention, detection, and response solutions worldwide. Guardian
B]td efen d er over millions of consumer, business, and government environments, Bitdefender is one of the industry’s most trusted experts for
BUILT FOR RESILIENCE eliminating threats, protecting privacy and data, and enabling cyber resilience. With deep investments in research and development,
Bitdefender Labs discovers over 400 new threats each minute and validates around 40 billion daily threat queries. The company has
pioneered breakthrough innovations in antimalware, IoT security, behavioral analytics, and artificial intelligence, and its technology is
3945 Freedom Circle licensed by more than 150 of the world's most recognized technology brands. Launched in 2001, Bitdefender has customers in 170+
countries with offices around the world.
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