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GravityZone Security
for Exchange Servers

Secure messaging and
collaboration with minimal
resource consumption

GravityZone Security for Exchange Servers employs multi-layer protection
against spam and phishing to determine if email messages are spam or
threat vectors. We provide the most powerful, real-time defense against
spam and phishing attempts, all powered by Bitdefender’'s Global Protective
Network.

Unlike traditional solutions that increase the load of mail servers, Bitdefender
combines all the security services an organization needs into a single delivery
platform that can offload the security tasks from servers and endpoints to
virtual appliances. GravityZone helps organizations reduce the total cost of
securing their environment through one optimized application with efficient
management, easy deployment, and enforcement of security policies for
Exchange mail servers, virtual machines, physical endpoints, and mobile
devices.

Key capabilities

+ Layered protection from email-based threats provides anti-spam, anti-
phishing, antivirus and antimalware protection, with advanced behavioral
analysis and zero-day threat detection built-in.

+ Email traffic filtering, including attachment and content filtering, protects
both inbound and outbound Exchange messages.

+ Antimalware scanning — ensures your users are safe from sophisticated
threats and exploits, and can be off-loaded to centralized security servers
from the protected mail servers.

+ Easy-to-use, centralized management and reporting enables unified policies
for endpoints and messaging.

+ Single delivery platform — combines all the security services an
organization needs into a unified delivery platform that can offload the
security tasks from servers and endpoints to security virtual appliances for
unparalleled protection from advanced threats.

+ Integration with Active Directory, VMware vCenter, and Citrix XenServer for
easy-to-manage remote deployments.
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At-a-Glance

GravityZone Enterprise Security for
Exchange Servers provides top-rated
antispam and antimalware for mail
servers, ensuring a secure messaging and
collaboration environment with minimal
use of resources.

Key Benefits

+ Easy mobile security management
through the web-based console you
already use to manage virtualized and
physical endpoints

Secured Microsoft Exchange
environment — from both external and
internal threats

Best antispam protection for mail
servers: Golden SPAM+ award winner for
two years in a row from Virus Bulletin
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Bitdefender GravityZone offers Advanced Pattern Matching
(APM)

A powerful heuristic antispam filter that detects unknown spam. Based on artificial neural networks, the APM filter is trained on
large volumes of spam messages inside the Bitdefender Antispam Lab. During training, it learns to distinguish between spam
and legitimate emails and to recognize new spam by perceiving its similarities, often very subtle, with messages it has already
examined. This filter is highly accurate, minimizing false positives.

Real Time Data Analysis (RTDA)

Filter that employs Global Protective Network security cloud to detect spam messages and to provide rapid protection against 0-day
and advanced threats.
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Bitdefender Labs discovers over 400 new threats each minute and validates around 40 billion daily threat queries. The company has

pioneered breakthrough innovations in antimalware, IoT security, behavioral analytics, and artificial intelligence, and its technology is
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