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threat information in real time with GPN, Bitdefender’s cloud-based 
threat intelligence service, preventing similar attacks worldwide. 

Gain threat context and visibility 
Bitdefender Endpoint Security HD’s unique capability to identify and 
report suspicious activities gives admins early warning of malicious 
behavior such as dubious operating system requests, evasive actions 
and connections to command and control centers. 

Boost operational efficiency with single agent and integrated console 
Bitdefender’s single, integrated endpoint security agent eliminates 
agent fatigue. The modular design offers maximum flexibility and 
lets administrators set security policies. GravityZone automatically 
customizes the installation package and minimizes the agent footprint. 
Architected from the ground up post-virtualization and post-cloud 
security architectures, GravityZone provides a unified security 
management platform to protect physical, virtualized and cloud 
environments.

features 
Machine Learning 
Machine learning techniques use well-trained machine models and 
algorithms to predict and block advanced attacks. Bitdefender’s 
machine learning models use 40,000 static and dynamic features and 
are continuously trained on billions of clean and malicious file samples 
gathered from over 500 million endpoints globally. This dramatically 
improves the effectiveness of malware detection and minimizes false 
positives. 

HyperDetect 
This new defense layer in the pre-execution phase features local 
machine learning models and advanced heuristics trained to spot 
hacking tools, exploits and malware obfuscation techniques to 
block sophisticated threats before execution. It also detects delivery 

techniques and sites that host exploit kits and blocks suspicious web 
traffic.  
HyperDetect lets security administrators adjust defense to best 
counter the specific risks the organization likely faces. With the 
“Report only” option, security administrators can stage and monitor 
their new defense policy before rolling it out, eliminating business 
interruption. In a combination of high visibility and threat blocking 
unique to Bitdefender, users can set HyperDetect to block at normal or 
permissive level but continue to report at the aggressive level exposing 
early indicators of compromise.

Endpoint Integrated Sandbox Analyzer 
This powerful layer of protection against advanced threats analyzes 
suspicious files in depth, detonates payloads in a contained virtual 

GravityZone Cloud Sandbox Analyzer
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nBitdefender is a global security technology company that provides cutting edge end-to-end cyber security solutions and advanced threat protection to more than 500 million users in more than 
150 countries. Since 2001, Bitdefender has consistently produced award-winning business and consumer security technology, and is a provider of choice in both hybrid infrastructure security 
and endpoint protection. Through R&D, alliances and partnerships, Bitdefender is trusted to be ahead and deliver robust security you can rely on. More information is available at http://www.
bitdefender.com.
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Security for ioS and android Mobile devices
This solution is designed to support controlled adoption of the bring-your-own-device (BYOD) concept by enforcing security policies consistently 
on all users’ devices. As a result, mobile devices are controlled, and sensitive business information on them is protected. The administrative 
burden is reduced with the always-up-to-date status of compliant and non-compliant devices.

Security for exchange Servers
It provides multiple layers of security for messaging: antispam, antiphishing, antivirus and antimalware with behavioral analysis and zero-day 
threat protection and e-mail traffic filtering, including attachment and content filtering.  Antimalware scanning can be offloaded to centralized 
security servers from protected mail servers. Management and reporting are centralized, allowing unified policies for endpoints and messaging.

GravityZone Control Center 
GravityZone Control Center is an integrated and centralized management console that provides a single pane of glass view for all the security 
management components including endpoint security, datacenter security, security for Exchange and mobile devices security. It can be cloud-
hosted or deployed locally. GravityZone management center incorporates multiple roles and contains the database server, communication 
server, update server and web console. For larger enterprises, it can be configured to use multiple virtual appliances with multiple instances of 
specific roles with built-in load balancer for scalability and high availability.

For detailed system requirements, please refer to https://www.bitdefender.com/business/elite-security.html


