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Patch management with
Corporate Software Inspector

Corporate Software Inspector gives
you the when, where, what and

how of security patching. It tells you
when a software vulnerability with
an available patch is threatening your
infrastructure, where it will have the
most critical impact, what the right
remediation strategy is and how to
deploy it.

Secunia Research continuously verifies
vulnerabilities and the effectiveness of

Benefits

Verified Intelligence

Verified, accurate and timely intelligence from Secunia Research enables you to prioritize remediation
activities.

Comprehensive Software
Scanning

Multi-platform scanning for accurate inventory of all software in your infrastructure and correlation with
our vulnerability database for effective risk prioritization.

You get complete visibility of your systems, stay current and reduce the cost of your patch process
significantly.

Reduced Patching Costs

Includes hundreds of preconfigured patches for easy deployment and covers 20,000+ programs — more
non- Microsoft programs than anyone else.

Covers Windows, Apple Mac OSX and Red Hat Enterprise Linux (RHEL) platforms.

Deployment Solutions

Corporate Software Inspector can be integrated with your preferred patch deployment solution.

Integrates seamlessly with Microsoft System Center and Microsoft Windows Server Update Services.

How corporate software inspector supports the software vulnerability
management lifecycle
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the patches published by the vendors. « Vulnerability information is verified and described by Secunia Secunia Cﬁ,i?:fjﬂ‘;j;‘;ﬁ;g
This intelligence is then matched Research Research
to your infrastructure making it « Vulnerability Intelligence for applications running on desktops and Ass%tllnventory/
. N : servers is sent to our customers iscovery
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« Delivers configuration tools for grouping and prioritizing assets
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reduction efforts.

Mitigate:

« Delivers tested, pre-packaged, customizable patch content for
hundreds of applications

« Delivers a packaging system for easy configuration of patches
Integrates with your patch deployment solution for easy
deployment

Verify

e Performs scans and delivers reports to track and document
mitigation, and reassess the patch status of all applications in your
environment




Features

Microsoft System Center Configuration
Manager Integration

Corporate Software Inspector integrates seamlessly with Microsoft System Center Configuration
Manager (SCCM). From Microsoft System Center 2012 you can manage all your security updates -
including the non-Microsoft ones — and patch directly from one console.

Extensive Program Coverage

Corporate Software Inspector covers programs and plug-ins from thousands of vendors — more third-
party programs than anyone else - including practically every program that runs on Microsoft operating
systems.

Smart Groups

Easily filter and segment your data to prioritize what is important for you based on products, devices or
Secunia Advisories. Create and schedule on-demand reports based on these Smart Group filters. Receive
email notifications and SMS alerts to be immediately notified when an event occurs that is relevant to
you.

Authenticated Scanning

Corporate Software Inspector authenticated scanning process tracks the progress of scans so you get up
to date results of unparalleled accuracy.

Corporate Software Inspector Package
System (SPS)

Corporate Software Inspector's Package System offers enhanced integration with Microsoft Windows
Server

Update Services, which increases your scope and flexibility for patching and configuring hosts.

Scans Apple Mac OSX and RHEL

Corporate Software Inspector scans programs on Windows, Apple Mac OSX and Red Hat Enterprise
Linux (RHEL) to empower users to extensively cover their devices and get an even more comprehensive
overview of programs and vulnerabilities in their environment.

Live Update

Get an immediate overview of how a new vulnerability affects your infrastructure based on your latest
scan results as soon as the advisory has been released by Secunia Research — no more waiting for the
next scanning to take place.

User Management

Create user accounts with different roles and permissions, thereby allowing these users to only access

the data (for example based on an IP range or your Active Directory) and modules (for example Scanning,

Reporting and Patching) that are relevant for them.
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ESET Technology Alliance aims to
better protect businesses with a range
of complementary IT security solutions.
We provide customers with a better
option when staying protected in the
ever-changing security environment
by combining our proven and trusted
technology with other best-of-breed
products.
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