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ESET Mobile Secu rity Business Edition for Windows Mobile and Symbian + Remote Administrator

Unsecured smartphones increasingly pose a security vulnerability for any business.
Their size and usage as data storage make them an attractive target to cyber criminals.
ESET Mobile Security Business Edition eliminates this vulnerability. With a robust
feature set optimized for the business environment, ESET Mobile Security Business
Edition secures your Windows Mobile and Symbian smartphones against cyber attacks
and unauthorized physical access.

ESET Mobile Security Business Edition combines accurate antivirus technology,
robust firewall, antispam, and premium antitheft security features in one fast and
light package. Our management console feature, ESET Remote Administrator, makes
managing ESET Mobile Security Business Edition and other ESET software in your
network a snap. ESET keeps your business's sensitive information safe, whether your
end users are on-site or on-the-go.

%s | Firewall i T o<

= ,_,_NM!( Activity

s | Statistics e

APPROVED " %tiion
Mobile
Security

Product

comparatives -
2o

KEY FEATURES AND BENEFITS

On-access and
on-demand scan

Scan all files and protect smartphones from cyber threats, including
those transferred through wireless connections (Bluetooth, Wi-Fi,
GPRS, EDGE, 3G)

Firewall

Monitor all incoming and outgoing communication with a
customizable rules-based filter

SMS/MMS antispam

Define trustworthy contacts via customizable black/whitelists or
simply block unknown numbers

Logs and statistics

Track comprehensive details on device activity through the
advanced logging feature. Stay up to date on all completed scanning
tasks and scheduled security audits

Centralized
management

Manage, update, configure, notify, audit, and run reports on all
smartphones with the same intuitive ESET Remote Administrator
management console used to administer your workstations

ENHANCED SECURITY FEATURES

Antitheft

Prevent unauthorized access to your data in case of device loss or
theft

Remote wipe

Delete all the data (including contacts and messages) on
smartphone with a single SMS, preventing sensitive corporate
information from falling into the wrong hands

SIM matching Define a list of trusted SIM cards and receive covert notification of
an unauthorized SIM inserted into a compromised device. The alert
includes the card'’s telephone number, IMSI, and IMEI

Quarantine Choose between deleting infiltrations right away, isolating them, or

restoring objects that the user determines to be safe

Security audit

Schedule regular diagnostics of all vital phone functions, including
battery life, free disk space, running processes, Bluetooth and device
visibility. Intuitive risk indicators provide actionable information to
remediate security risks




SYSTEM REQUIREMENTS

ESET Mobile Security Business Edition

Operating systems Windows Mobile 5.0, 6.0, 6.1and 6.5
Symbian S60 3rd Edition Feature Pack1or2
Symbian S60 5th Edition
Symbian 73

Memory 1MB
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ESET REMOTE ADMINISTRATOR CONSOLE

32-bit operating Windows NT4 SP6 and later

systems

64-bit operating Windows XP and later

systems

Databases Microsoft Access (built-in), MySQL 5.0, ORACLE 9i, MSSQL 2005
Windows installer 2.0

ESET REMOTE ADMINISTRATOR SERVER

Operating systems Microsoft Windows NT4 SP6*, Microsoft Windows 2000, Microsoft
Windows XP, Microsoft Windows Vista, Microsoft Windows 7,
Microsoft Windows Server 2003, Microsoft Windows Server 2008

*Windows NT4 — Access Components (MDAC) 2.5 Service Pack 3
must be installed

Example ESET Remote Administrator has minimal system requirements.

requirements Forexample, ESET Remote Administrator Server installed on a
Microsoft Windows Server 2003 administering 500 clients requires
only1GHz processor, 1GB RAM, 2 GB free disk space, 100 Mbps
network adapter
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