L AIING =

ConNsuLTInNG

Discover Critical Unknowns Lurking in Systems

Benefits

= Conclusively determine if
there has been an existing,
undetected compromise

« Learn if user credentials have
been stolen or misused

= |dentify any potentially
unwanted programs that may
have been used maliciously
on your network

= Quickly identify and remediate
any issues identified
with actionable data for
improvement

=« Move networks into a state
of prevention

In 68% of data breaches, victims
didn’t find out they had been
breached for months or longer.

Source: 2018 Data Breach Investigations
Report | Verizon
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Many organizations assessing their security posture may be unaware
of the overall state of their environment, that they have been
breached, or that credentials are being misused. Cylance® Consulting
can help these organizations conclusively determine if their network
has been compromised.

ThreatZERO + Compromise Assessment was designed to help organizations
discover critical unknowns that may be lurking in systems, waiting to be
the source of a future compromise. Using artificial intelligence with proven
methodologies, Cylance Consulting experts quickly determine if an environment has
been the victim of a security breach and if sensitive data has been exfiltrated from
your networks.

Service Overview

With ThreatZERO + Compromise Assessment, organizations will receive:

= AV Rip and Replace

= Operationalization of and CylancePROTECT® and CylanceOPTICS"

= Delivery and full review of the ThreatZERO HealthCheck Report

» Policy review showcasing best practices, suggested modifications, and further
recommendations to establish prevention status

= Full malware status review during which threats are identified

= Full review of potentially unwanted programs (PUPs)

= Full review of memory exploit attempts and exclusions

= Full review of script control events and exclusions

= Thorough review of deployed agent version and update statuses

= Thorough review of new product features and upgrades

Additionally, the Compromise Assessment analyzes and addresses core problems
such as:

» Data exfiltration and sabotage

» Command and control activities

» User account anomalies

» Malware and persistence mechanisms

= Network, host, and application configurations

Shortly after beginning the project, clients will be positioned into a preventative
posture to prevent future threats and minimize the need to respond to incidents.

How confident are you in knowing whether or not your organization has been
compromised? Contact Cylance Consulting or your technology provider about
ThreatZERO + Compromise Assessment.
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